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TL-SG3210 R 1 8 > 10/100/1000Mbps RJ45 i [1.2 > 1000Mbps SFP i 1.1 4™ Console
Uity IV RIHR 7R KT A, TR .

® TL-SG3210 .""”W"" @ 1000Mb; =
TP-LINK® (552 poura [ e poro-0 3 L

cccccc

1 2 s . s . ; s
. 0

0 00000

o $ 5999

©.9999% _|_|

spem 2 4 6 5 q

K| 2-5 TL-SG3210 (17T

> 10/100/1000Mbps RJ45 ¥

X #F 10Mbps. 100Mbps 5% 1000Mbps #Z Hi& M Dife, SCRFE 3% (Auto-MDI/MDIX) LiifiE,
BN U6 RN —ANMERAT, B Link/Act #8771

> 1000Mbps SFP ¥

SFP i I TR M, ARsr SFP s, &G FOA A —MERST, B Link/Act #8747 .

> Console ¥gH

Console ity [ FH T T ALl H At 2 0 (1 B 11ARZE DS 1 sl B 22 46l

> BT

fe/R4T, ALFE Power, System, Link/Act f8/n4T . I F/mAT AT LSS HHLE) TAERSS, TRE
TEH U AR TARIRAS

WA |2 RE i
g ARG IER

Power | HJRFE/RAT
JEK ARG A I
g RA R

System | RGufaAT | INFR RAILH
SR ARG s R RO IESR, JRaER KRS
SR L | i D IE W B % H I AE{E 1000Mbps 3#%

sy Ui 1 1E 5% %% H T/EAE 10/100Mbps (SFP 14 100Mbps)
Link/Act [#RA 74T | EHT
PN R Uity 1 IEPEAE s

(SU3 i I ARE R e
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2.3.2 &TIME PoE A2 HALEITHR

TL-SG3452P HIRimERH 48 10/100/1000Mbps RJI45 ¥ L 4 1000Mbps SFP wHEL 1
Console %t 1. 1 MBI I RAT AL, s,

= -
= g
le|

K 2-6 TL-SG3452P (11

TL-SG3226PE [ R{HIH H1 24 4~ 10/100/1000Mbps RJ45 i1, 2 4> 1000Mbps SFP i1, 1 4>
Console % [ 1 MR TR RIT AL, 1 FE R,

+ Dot w

E - .
u

K] 2-7 TL-SG3226PE [ ik

TL-SG3226P KR 1 24 4 10/100/1000Mbps RJ45 i1, 2 4> 1000Mbps SFP i, 1 4
Console ¥ 1. 1 AMEAXFEHRFFCAFRIRAT A W FEFR.

TP-LINK® SR eI o
e He
P@Ov
TL-SG3226P 2 4 6 8
RS &% E E E
o
PoEMax 1 3 5 7 8 11 13 15 17 18 21 23 —‘

2-8 TL-SG3226P [ MK

TL-SG3218PE HmimEMR H 16 4 10/100/1000Mbps RJ45 i . 2 4> 1000Mbps SFP 3 w. 1A
Console %fi 1. 1 MEREFEEIF TR A, 0T EIFTR,

TP-LINK® ST SR ez
2 heay Mm
o
oot wcamt ——— wwma cowos
TL-SG3218PE 2 4 16 a7 8
Managed PoE Switch Srv?mm OOOOOOOO o E _| _’
O 00000000 [°)
PEM 1 3 5 7 9 m w1 17‘—‘

K 2-9 TL-SG3218PE {17 i i

TL-SG3210PE KA 8 /> 10/100/1000Mbps RJ45 il 1. 2 4~ 1000Mbps SFP il 1. 1 4
Console i I\ 1 MEXFEHIT RANFERITHRBL, W EFR.

® ‘® 1000Mbps. ® 1000Mbps g Delivering Pow vier
TP-UINK® [, BT RS-

ooooooo

. ' 2 3 4 5 6 7 s
Poner 10 9 o
Ou
0 0000 Q== ] _| E
PoEMax 4 3 5 7 9

2-10 TL-SG3210PE [l i

10
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TL-SG3452P itH:

» 10/100/1000Mbps RJ45 ¥ O

X #F 10Mbps. 100Mbps 5% 1000Mbps 2 Hi& M IIRE, SR A sh#lF (Auto-MDI/MDIX) Thfg,
B DX A — MR, B 1-48 b I F8 )T .

» 1000Mbps SFP i g

SFP i A F AR A M, s SFP oI, &4 X N A — N8R, B 49-52 i 38R 4T .

» Console ¥H

Console it [ FFiH S Bl H A 2 1 5 11 A0 I DL PR B AC B AS el o

> HEREGITR

% PR RE IS, AT L) 1-48 i 48 8 KT I FR SRS .

> BRI

18R4T, BF5 PWR. SYS. PoE Max. FAN. 1-52 i 1387~ 4T -

LN — MR, A PLEAR 1-48 b I3/~ (T e R3S . 24 Link/Act F87- AT 5w, 1-
48 i ¥ /R IT e /n R BB AL HPIRES: 24 PoE $8/ 4T sy, 1-48 i I 48 78 kT $8 7 I A2 iy 1 A A3
HRZS. Link/Act #0182 RS BOA TS -

I FRRAT AT LR A H AL TARIRES, N R RN B AT TARIRES:

TRIT | B RE HaiR

g2 AAMLHEIER

PWR R RN AT
JEK F G A I B
g2 RA R

SYS | RGHRRAT | INKR RGILEH

SO RE R B PEKCAIER, HBlEE KA R

R POE & H Th #1431 il T %

s~ dT | IR POE Sy i Th #0182 T Th 3 ) HAF S a1 2 43 b
1S POE U H Th 8 A ik 31 il oy %

ISP B R T AR IE

LT | XU H IR

PoE
Max

FAN KU FRRAT

Link/Act $87~4T m 5% PoE f8/~/T M5

SRA0H ST | i 1 IE R R 4 H T AETE 1000Mbps i T | PoE fi H 1E %
1-48 REFRRIT | B A | I 1 1E 8% % H T/EAE 10/100Mbps J# % | ——

AR i I IEAE A& S Hdis PoE 5
KK i AR FE e ARHEAT PoE fikH

11
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TRIT | B R Ei::3%)

S S | i 1 IE R % %% B T AE7E 1000Mbps J# % T
49-52  PIRAEFRRIT | AR iy 1 IETE AL S B0t

K iy AR A%

TL-SG3226PE/TL-SG3226P/TL-SG3218PE/TL-SG3210PE i H:
> 10/100/1000Mbps RJ45 ¥

X ¥F 10Mbps. 100Mbps 5 1000Mbps #* HiEMNIhfE, SCRFHZIEIHE (Auto-MDI/MDIX) g,
BN U6 AT — NGR4T, Bl Link/Act or PoE 57347 .

> 1000Mbps SFP %M

SFP i [ FHAR A, ST SFP 36 1, &N X R —ANE7RAT, B Link/Act #8747
> Console %M

Console 3 F T AT H R ERH A 283 (14 £ AR DUE #1 Bl e B A2 #edll .

> EREEITR

P PRI, AT RLY)H: Link/Act or POE $R7~ 4T FIFR/RIRAS .

> R

f87R4T, fUFE Power. System. PoE Max. Link/Act or POE. Link/Act 87547 .

WA — M FEHTT L, AT LA Link/Act or POE f87-4] IR 5 IRAS . 24 Link/Act F87-4T A5
i}, Link/Act or PoE fR/R~/Tfa/m 2 B MR AS: 24 PoE #8/- /T s5EH), Link/Act or POE #87R/T
T B L RS o Link/Act B35 2R S ERATT S .

I FRRAT A DU AR S L) ARG, R TVEM UL TR R AT TARIRE:

TRIT | B WA Hid
W RGPERIEH

FEK R GUARIE HL B L S

Power | HJEIERAT

S RG

System | RGtHa AT | NAR RAIEH

HELK RGBSR IKONIER, B3 EE K N

W POE i t T &2 1 31| 7 1)y 3

DZARIRAT | INHR POE /i i Th 321 B FUE Dy 2 9 B 8L I (AL 2 73 4t
FEK POE /i t Dh & AR B i T %

PoE
Max

12
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WA | B W& Haid

Link/Act f87~4T 155 POE f85/~ /] A5t

gt S | IR R B % H A /E 1000Mbps AR | PoE it HLIEH

Ot AT | B | S8 N W ELT 4 10/100Mbps MoK | ——
RRE | POE {524
R ORI AT POE ftib

R0 2 | Ui LI W R W% BT/ 7E 1000Mbps 3% T

B ST | i 1 IE R R4 H T AETE 100Mbps # %~
Link/Act | IRESFERAT

INER i I IEAEA% 4 B dfa

FEK i 1 ARERE B %

2.3.3 FIk BRI AT AL B AR

TL-SL3452-Combo FH{ i # H1 48 > 10/100Mbps RJI45 i 1.2 4> 10/100/1000Mbps RJI45 i 1
4 /> 1000Mbps SFP i1, 1 4™ Console i A~ AT 4HAE, W R RS .

DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD TP LINK®

Herr

K 2-11 TL-SL3452-Combo 5 iR

30802080

TL-SL3428-Combo IR THIHK 1 24 4 10/100Mbps RJ45 ¥ I-1.4 /> 10/100/1000Mbps RJ45 ¥ [
4 /> 1000Mbps SFP i . 1 4 Console i I AIFE - AT 40, W EIAR.

Tp LINK® TL SL3428 Combo

2 . o o 0 2 15 10 10 2 2 2 2 2
ooooooooooooooooo R
OOOOOOOOOOOOOOOOO @
1 s s B 0 I B s " 10 21 B 2 2

K 2-12 TL-SL3428-Combo 1] Hi i #i

TL-SL3226-Combo IR T4 H1 24 /> 10/100Mbps RJI45 i 11,2 4> 10/100/1000Mbps RJ45 3 11
2 /> 1000Mbps SFP i . 1 4> Console 3 AR AT 4L, 40 EFTR .

TP-LINK®

TL-SL3226-Combo e e, Consoke
Managed Switch ooooooooooooooo E
Ooooooooooooooo ::

K 2-13 TL-SL3226-Combo (1] i itk

13
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TL-SL3226 MRt B 24 /> 10/100Mbps RJ45 . 2 /> 10/100/1000Mbps RJ45 i1, 1 4
Console % I FFRRIT B, WH B s,

TP-LINK® — 2 3 o . 10 2 B 10 15 2 2 2 2
L L
. s comok
TL-SL3226 Power 2 4 6 8 10 12 1 18 20 22 24 25 26
Managed Switch
(*Ne)
mom 13 8 7 8 118 17 18 21 2 uews " 3 s g g " A B 0 1o 20 » s

K| 2-14 TL-SL3226 KRR

TL-SL3218-Combo R 1 16 4> 10/100Mbps RJ45 it 1.2 /> 10/100/1000Mbps RJ45 i [
2 /> 1000Mbps SFP ¥ . 1 4™ Console 3 AR AT 4, 40 R EFTR .

TP-LINK® a2 2 4 5 s 10 2 " 16 18
TL-SL3218-Combo cuwsas  Conele
2 4 6 12 18 16 17 10
Managed Switch 00000 E _| _|
(ole)
Spem 13 5 7 8 M 13 15 e T B s 7 g " 13 1 ” G Tor

K 2-15 TL-SL3218-Combo (1] i itk

TL-SL3218 HIETHE# H 16 4 10/100Mbps RJ45 3. 2 /> 10/100/2000Mbps RJ45 i1, 1 A4
Console ¥ A FFERAT AL, W F E R,

TP-LINK [0,

TL-SL3218 uwpan oo
o 55

Managed Switch T 600 o E
© 000000 O0O0 (00

K 2-16 TL-SL3218 IR THiR

TL-SL3210 HIRTHE#H 8 4 10/100Mbps RJ45 i1, 1 4> 10/100/1000Mbps RJ45 1. 1 4
1000Mbps SFP i1, 1 /> Console i I AFE/RAT 4 A, nF EFTR.

TP-LINK"

i
TL-SL3210 Console

|
1 2 3 4 5 6 7 8 9
10
e TTT T TTTTIIN &
O @) o)

K 2-17 TL-SL3210 HIRG R

Linkl/Act

TL-SL3109 (IR 8 4> 10/100Mbps RJ45 il 1. 1 4> 10/100/1000Mbps RJ45 ¥l 1. 1 4>
Console ¥ IAFERAT A, W E PR,

TP-LINK®

Linkl/Act

TL-SL3109

‘ ‘
Console 1 2 3 4 5 6 7 8 9

s WML TTTTTTIT NI

O <O

2-18 TL-SL3109 [/ iR

14
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> 10/100Mbps RJ45 ¥ 0

3 10Mbps Bk 100Mbps 3% (&M Ih6E, SCHFE IR (Auto- MDUMDIX) BhgE, HEAN X}
N —NERET, B Link/Act 387847 -

> 10/100/1000Mbps RJI45 %5 H

X #F 10Mbps. 100Mbps 5% 1000Mbps #Z Hi& M Dife, (R E % (Auto-MDI/MDIX) LiifiE,
AN U6 A PN 74T, B Link/Act A1 1000M  (TL-SL3452-Combo &) fE7R47.

> 1000Mbps SFP ¥

SFP it A7 F i A . TL-SL3452-Combo fJ 49. 50 i 17 5 H: Combo F£ 5 #)T-Jk RIA5 i [
e AT, 51, 52 i [ AT SFP 3 115 TL-SL3428-Combo/TL-SL3226-Combo/ TL-SL3218-
Combo [f] 5 H: Combo = FFJk RIAS5 b I L HFE/RKT; TL-SL3210 A4S SFP i .

> Console ¥gH

Console it [ H T A vH S AL E A 20 1 8 CAE LS #E Bl B A2 0L .
> BT

TE.TXT f1.55 Power. System. Link/Act. 1000M (TL-SL3452-Combo ) #8747 . i@iddgaiT ]
LIS AL TARRES, IR VR4~ AT TR

WA | BIR RE #HiR

W ARGBHIEH

FLK R GUAIE HL B L

W RGH

System | RGfERAT | N RYEH

HEK RGBSR INIER, BaER KA
ot It FE BB %

Link/Act | IREFERIT | INHR i I IEAE A S dha

FLK it R R R &

W it 1 IE 5 25 % H L AEA/E 1000Mbps # %~
(SN i ORISR W%, BUESRE R ASZ 1000Mbps

2.3.4 TIK EBEME PoE AZFALET R

TL-SL3226PE-Combo (¥ Hi 4% i 24 4~ 10/200Mbps RJ45 ¥ii 1. 2 /> 10/100/1000Mbps RJ45 i
1. 24> 1000Mbps SFP i [l 1 4™ Console 3 1« 1 AMEREEHIF AR AR, W FEFR.

@EE

Power | HLJRFE/RAT

1000M |5~ AT

K& 2-19 TL-SL3226PE-Combo [l itk
15
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TL-SL3226P-Combo HIRTHE R H1 24 4> 10/100Mbps RJ45 %ii 1. 2 4> 10/100/1000Mbps RJ45 ¥
1. 2 /> 1000Mbps SFP i 1. 1 /> Console 3 [, 1 AMERFE T AR AT 4L, 10 B,

TL- mbo .

Mar ket | pcm
o
Posar e Consce

2 46 8
o _|\j|
somclolololololofololofolo oo O Foe
"o

2-20 TL-SL3226P-Combo /i ik

TL-SL3218PE-Combo IR H 16 /> 10/100Mbps RJ45 i1, 2 4> 10/100/1000Mbps RJ45 i
1. 2/~ 1000Mbps SFP %[, 1 4~ Console ¥ M 1 AMEEFE I A T 4Lk, W N B AR,

nnnnnnn

g = E [:]ﬁi
m OOO =

K 2-21 TL-SL3218PE-Combo [l i Hk

TL-SL3210PE KT AR i 8 4~ 10/100Mbps RJ45 ¥ 1. 1 /> 10/100/1000Mbps RJ45 %50, 1 4>
1000Mbps SFP i 1. 1 /> Console %I, 1 MEXFEHIT MG Ak, W F B,

TP-UINK® oo, (2,

o UloRE o s Console

1 2 3 . 5 6 7 8 s
Power Syslom 2 4 6 8 9 10 »
O O 000000 Ot
............. ®
O OO0 O0O|0 0] OrEe |
POEMaX 1 3 5 7 om—

2-22 TL-SL3210PE A TH R

> 10/100Mbps RJ45 ¥

S FF 10Mbps 5% 100Mbps # 3 HiE R D) EE, SCRFE 3R (Auto- MDIMDIX) Theg, &/ F6
NA—ANERET, Bl Link/Act or PoE $87R-47 .

> 10/100/1000Mbps RJ45 %50

X #F 10Mbps. 100Mbps 5% 1000Mbps # 2 Hi& N IIRE, SCRF A sh#lF (Auto-MDI/MDIX) Thfg,
AN 16 BB PR~ AT, B Link/Act A1 1000M F87~4T .

> 1000Mbps SFP ¥

SFP i A T A . TL-SL3226PE-Combo/TL-SL3226P-Combo/TL-SL3218PE-Combo [#5
H Combo LTIk RIA5 i I3 HIERYT; TL-SL3210PE Jyis7. SFP i1 o

> Console ¥i 0

Console i [ T AT H R B HAh 2% S £ A 11 FH 22 DL 31 Bl ie B A2 #edll .
> BREEITXR

Fo FEEA T, AT LLY) Link/Act or POE $8/~4T 4R /RIRAS .

16
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> TERAT

87”47, %5 Power. System. PoE Max. Link/Act or POE. Link/Act. 1000M #§7~4] o

TIk EEANE PoE A2 bl A — MEAFEHIT 8, W LA Link/Act or PoE /T 4R IRA.
Link/Act #87~4T /52, Link/Act or POE #R/RAT /R P2 BB AL 4IRS . 2 PoE /AT RS,
Link/Act or PoE 45747 #7172 i H IR AS - Link/Act LU RS BRIATT I

T AR AT AT DA S AL TARIRES, T 2R R4 48R /T TR

WA |2 RE i
g ARG HIER

Power | HLJRFE/RAT
JEK ARG A I
W RA T

System | RGufaAT | NHR RAILH

(SO ARG KONIER , B8l E KN R

R POE 4 i T =38 B U Dy

CO=|RERAT 06 |PoE ARSI A H AT 2 4
JK | POE M hE KL B i T %
Link/Act f 78T 5555 PoE i/ mise
Link/Act I T Ui I IE W S BB POE fl AL I
or PoE R | R POE fft L 7%
BR[Ok AT POE fitH
WE OIS

Link/Act PIRAHEZRAT | INER Sy 11 1A% S dh

(SU3 i I AREFE B

W i 1 IE 2R % H L AEA/E 1000Mbps %~

1000M |5~ AT

(SO i LR ERE B, BUEEE AR A2 1000Mbps

2.3.5 JRHR

AR T AT~ (L TL-SG3452P ).
> —SAINIE A N

220V~ 50Hz 2.5A

K 2-23 JEHitRK
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> HJEEO
LT JE AR M, $2 NAZ IR
> BiEEHEE

O T VR O, E ST (PR 2R T M) BATPIE ek, UBIE.

> Bl

TL-SG3452P & ft— By 8L, A7 T/a Al el B AL 8L
EE:

o E{HARKEIEL.

o WIRMEEFTEEREMAFETMEINMTE, Uy ERME.

18
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HI3E BLEIEr

3.1 &F Web H

USRI, AL LA
1) ZEHCIERINEES, i H 5 E B ENNE.
2) EBENCIER A LM R LM R IREIRE R L I IR 223 1E 8.0 B FRRAS Y 4% -

3) EEEHLIP ikt C BN 5 H L 1 E —RB, B 192.168.0.X (X N 2 % 254 2 [A]{fE =%
¥O, TMRL Ny 255.255.255.0,

4)  APRUETE GFH AR LS Web TUTH R R 2R, T8 SR8 1070 HE 2 i B2 2 1024x768 B LA F18 % .
B WL Web T 70T -
1) FTHFIE R SEAS, 7E HuhE A i N AS B LR A H b http://192.168.0.1 & A8 AL Web T .

| &) http://192.168.0.1/ -|

2) AREHNEFIHMNE 3-1 Fon, R AL HEYLVE EK S H P 2 s, B BRIAMEY
A admin.

TP-LINK'

ARPE: admin |

= - |lululnln| |

(2 (%)

B 3-1 ZRm

19
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3) AR RJA T LA B2 i L EROR S S R A B, Wl 3-2 fw.

EivEit 48GE+45FP L2 Managed PoE Switch
HEEWR: TL-5G3452P
HEE SHEMZHEN
EEFE: v tp-link.com.cn
BT . TL-SG3452P 1.0
gl it 1.0.0 Build 20120731 Rel.g5434(s)
MACHEHE 00-0A-EB-G6-69-15
FHaTE - 2006-01-01 08:02:34
E{TETE - 0 day - 0 hour - 2 min - 58 sac
=EIDIE - NIA
(e | (== |

3-2 A4iELE

20
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BARE RGEH

RAEHBERTEMTRELZHINM RSB, OFRARE. AFEHE. REGTARUAZEERE
OB o

4.1 RGRE

Ao EHTRELHIAEAREN, ATREEARAER. R&ME. RENE. B4 . B8
IP. IPv6 B EE /NN B T .

4.1.1 RGfER

AT SR A AR B L i L RSIR S M R G5 R .

Uity FPIRASHR7R T AZZ # L 48 /> 10/100/2000Mbps RJI45 i [1LA K 4 A~ SFP 4 R AL H A (1) TAE IR
A, Hd bR 1-48 (35 C /& 10/100/1000Mbps RJI45 51, #R1H 49-52 & SFP (#3122 1
B 1 o

HAREKTTE: RAEE>>RERE>>RSARFE

wEOEE
2 4 5] g 10 12 14 18 18 20 22 24 26 28 30 32 34 36 38 40 42 44 456 485 50 52
bt Tt ot T Mt et L st et b 0
1 3 3 7 ¢ 11 12 15 17 19 21 23 25 27 29 31 23 35 37 39 41 43 45 47 49 51
EFmEE
EaEit 43GE+4SFP L2 Managed PoE Switch
EEER: TL-SG3452P
EENE SHEMZHEN
EEAE: www.tp-link.com.cn
B TL-5G3452P 1.0
wiHEE: 1.0.0 Build 20180731 Rel 85484(s)
MACHERE - 00-0A-EB-G6-68-15
EFATE - 2006-01-01 08:02:34
EfTEE - 0 day - 0 hour - 2 min - 58 sec
EEIDEN - MIA
[ R | [ &= |
K 4-1 24ER
BN
> WRE

R 1000M i T AR N B4

mllliiTR

- ]

1000M i 1 T./Ei# 225 1000Mbps.
1000M i 1 TAE# % 100Mbps/10Mbps .

SFP i TR -
SFP ¥ 1 T{Ei# %}y 1000Mbps.

mmE E
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24 AR RS B3 1 B, S Bz O TEAE R, W R EITR.
=0 u0s
27 : 1000M RJ45

i 1000M , =T
g BEE . BRE

i~

Kl 4-2 w15 R

ZFHAH:
> WAEE
Wi H BIRAS AL 15
KA. SR P 1 2K 7
pr $ i 122 A R R AR
RE: BULE S IR

WERZHHL T

e R L, 2 SR M 1 58 R, BISBr et 5 5 R ARSI R 1 [ L, B ARl
A PP R — I AR A . B Ao AR BRI, W BT A i 1 ROV O, (T B M 2

AL . W E R .

TETo FHER
ETEE . 464F0 Saniml 1108 Zgi=REEE : 0.00%

1.0%
0.9%
0.8%
0.7%
0.6%
0.5%
0.4%
0.3%
0.2%
0.1%
0

el el s ® g

—X—]

Kl 4-3 Al i A=
FHNA:
> HREFAR
Bl s e, SR e RSO s A R
RIE s o e A3 R K TE A R

4.1.2 W&HR

AT R B AL R S B, BRB&AK. W&AE. BARTTE.
HATERNT%: RATE>>RAME>>RLHIR
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EEE
BEER: TL-SG3452P |
BEGE: \SHENZHEN |
BEESE: . tp-link.com.cn |

3=

BEEEARAWIT. ENFE. IF =il SSETa-e_ FEEEREIR T (1R
===20-R

K 4-4 &R

ZFHAH:
B A
W LR S AL 4R
A E BUS A LI GBS B
BRI HUS I F 71

4.1.3 RG]

A T FH SR IC B A AL ) R Get [6] o R Gt (6] 2 A8 bl A s A g e 1), Hee Dhag (s il 4% )
HRE AE B DA A A HE . AT LR T 2 B R B TE RN NTP (S TR PRS0 AR S5 A% 3K
H( UTC IFE], WA DISRECS T #E PC RIS AR A B RG]
HATEWFE: REAEE>>RGAE>> RGN
FEEE
SEIESATE 0 2006-01-01  08:12:27 EEEE
SRETE=E . E3ESEE

EiEi=E

FanzERE

HE: [2006 v]|[0o1 v]|[01 +]

e 08 ~|[12 v][27 |
® HMNTPIREEFREE g
A : [(UTC-08:00)t5 . S5t . SBRRIGEK . S&AF . Fhig v | BH
EHENTPIREE | 13310092 |
EHENTPIREEE : 139.78.100.163 |

B EERRERS 2 et

W EEPCEEETE

K 4-5 ARG}
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FHAH:
> BEfEER
LAY RG] .
EElEp S8
> HERE
FHHECER A
M NTP JR 5528 3REX B
GIE
MEE PC FREUET H] -
Mg

WRAZHL AT Y i TE .
TR AZ AL PRI TR R

kS, FIRCE Y. BE.

AR, FCER XA NTP RE#EE 1P ik, AL H3I3RE
UTC Bf[a]o R A2 L 0% 32 28 NTP IR %5 %% o

o IfIX: EEEFTAEMIS X

o Fik/Eik NTP JlRs54%: HHE NTP RS 1P Mtk

o [RFAIZKEUE . B M NTP AR 55 23 3R B 18] 1 & 341 .

PR, R B LRI AR BN S B R G T

QR 16 46 2B B (8] R 552808 KB 1) A T, AL R 28 1 — RO T SR B (] B ARS8 ik
% b ERIA B 40 R B (8] AR 525 bk SRR U 8]

4.1.4 B4R

A U T B A L A B ThRE
HARERHE: REABTE>>REGRE>>E AR

BESHEEE

e

FEEMER
=E A < B E
ErEs
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BRI HEEHBAIN K . 12 (8] 2% P 3 JCAE R AR, SRS BB .
ERINH 120 7.
BREREH: 'S SSH [FI A o vF B OE R, AR, R L
HER:. BN 5.
> IEE
)R SIEAE, JE AR R N B
> BEeENEE
)R SIEAE, TR A R HE e B R
> EHIA
FPIRA. WP E AR EYIRA.. APLFF SSH-1 RSA,SSH-2 RSA Al
SSH-2 DSA =FhZE AL % 4H
B prik 2SS UNIIE S ER @ LN
SNEH: pi Uk iEE, TR SSH FEH TS
A‘E%:
® FHRIANNXMHREAKEN 512 £ 3072 thArthy SSH M.

o IANEAXME, RENFTUAF EANRAREAR2BER. LRFNNEAFAIR,

SSH 2 4% J % # A B 7 B B

MR 1

>

i SSH ThaE & F YLK 7 BT AL, ZHAL A ] SSH The-
IS 265 =7 % P i A PUTTY
ACES T

FIHFEE, B35 PUTTY E 54, 7E“Host Name” b3S 22 #7111 1P Hidik; “PortfREFERIA M)
22; “Connection type"4biEH SSH M A 0. W NEFR.
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gt oo S =
Category:
=g Sgssion Basic options for your PUTTY session
e Fog?ing Specify the destination you want to connect to
Tﬂl‘-l.;:boa rd Host Name {or P address) Port
... Bell 152.163.0.1 22
- Features Connection type:
= Window Raw Telnet Rlogin @ S5H Serial
;.ppea!ance Load, save or delete a stored session
- Behaviour
... Tranelation Saved Sessions
- Selection
- Colours ’ ]
Default Settings
—I- Connection |ﬂ|
-~ Data | Save |
- Proxy —
. Telnet | Delete |
- Rlogin
+- 55H
'''' Serial Close window on exit:
Always Newver @) Only on clean exit
| About | [ Open ] | Cancel |

2. midi<Open>{it, RJR[ERBZHMAL. #IF7iES telnet AHIF, HAZ R A MG R,
R R4k st AT e B HRAE . R EPR

£B 192.168.0.1 - PuTTY = | B ) |

HIARNH 2:

> HMFER

1. f#EH] SSH ZhREM“E PIAE"I 7 2GR AZHAL, AZHHLEJE T SSH Thig.
2. HEFAEHE =07 % P A PUTTY.

> BESRE

1. EFEHPRMMEIKE, JFEM SSH &%H. W FEFIR.
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%2 PuTTY Key Generator [t S

File Key Conversions Help

Key
No key.

Actions
Generate a public/private key pair = g gy | Generate I
Load an existing private key file

Save the genersted key Save public key | | Save private key |

Parameters

Type of key to generate: e
) 55H-1 (RSA) @ S5H-2 RSA i) 55H-2 DSA
MNumber of bits in a generated key: | Rk 2048

AEE:
o XEHKEHILEN 512 F 3072 th4F.

o AREMMHBE, EHMANEEARENMELDRIF, P EMAKIE, TURE 4 R
W
2. WYVERUR, H¢ AHTRRGCAERATE LA L. R TR,

File Key Conversions Help

Key
Public key for pasting into OpenS5H authorzed_keys file:

sshsa -
AAAAB3MNzaC TycZEAAAABJOAAADEAGARILEYbN7S Db Fn 3MuoHr4LHF 70w BWNBCE [ =

FaodzriwndlbpC7Dlced8m0zlJoBSR
+sUVKBEa TWROgOpfBrodw 7GP LIBMA0cMzOmDC 2k 3bhfg baOrVi0Mm SmGNo EYHD
ghXLbFU3rCxTin5nlUCrGloRUKIva YR8 SqKHwpsGb ZKQ1 & 5/Bop 1/2Pnfzz 5520 ~

Key fingerprint: sshrsa 2048 cf:11:bc:4b:40:55:50:f:85:e4:9d:.c5:b9:ca:30:13
Key comment: rsa+key-20150122

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair

Load an existing private key file Load

Save the generated key I[ Save public key ]I Sawe private key ]I

Parameters

Type of key to generate:
() 55H-1 (RSA) @ S55H-2 RSA () 55H-2 DSA

Mumber of bits in & generated key: 2048

3. ERHNECE T L, B E TN LR AP .
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FHRSE A
EIFFES A ZTRNATER -
TEAE R [5SH-2 RSAIDSA[V] S
BN HE. .

AE%:

o HAARAEL MY XN KA REE

® 3\ SSH 547 i 2 A Ak A T

4. FTFF PUTTY HIESH, N IP Hhhb IR FERIAN SSH, W FEFTR.

Basic options for your PuTTY session

Specify the destination you wart to connect to

- Keyboard Host Name (or IF address) Port

- Bell 132.168.0.1 22

- Fegtures Connection type:

- Window JRaw ) Telnet ) Rlogin @ SSH () Serial
- Appearance
- Behaviour
- Tranglation
- Selection

- Colours Default Settings
[=)- Connection

Load, save or delete a stored session

Saved Sessions

Cloze window on exit:
) Mways () Never @ Only on clean exit

5. MM HFAEH#EAN SSH B T Auth S, KR FAE SSH &2 um i,
s ii<open>{Z 4 5 Mk 55 a8 EALEHIFIAT UM . A0 T KPR
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Category:

—I- Session

=) Terminal

- Keyboard
- Bell

- Features
=I- Window

- Appearance
- Behaviour
- Tranglation
- Selection
- Colours

—I- Conmection

- Diata

- Proy

- Telnet

- Rlogin
—J-55H

A ]

m

WERZHHL T

Options controlling SSH authentication
Bypass authentication entirely (SSH-2 anly)

Authentication methods

| Attempt authertication using Pageant
Attempt TS or CryptoCard auth (SSH-1)

| Attempt "keyboardinteractive” auth (S5H-2)

Authentication parameters

Allow agent forwarding
Allow attempted changes of usemame in S5H-2
Private key file for authentication:

———

I D:\Program files\private pplk

[ Browse...

6. WrEREhE, MR AABHTE R, WRRA T E R N E GRS, R EECS
. Wk B R

EP 192.168.0.1 - PuTTY

4.45 Telnet BB

78 C U I AT PATF A B 2E F A2 #e L Telnet ZhEE
HARERITE: RESH>>ZEEH>>Telnet IBE

ZRER

Telnet

EH

2/

Lz | [ =y |

BENIE™)

% HA
> ZRE

Telnet:

K 4-21 Telnet [it &

R A Telnet ThRE.
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45 ~EH
RN Z R, T DU 2 P 655 A B b
451 £REE

AT R A s = B BRI fE
HATEKFE: REGEE>EEE>>ERE

2RES
25F=
® =@ L sume
ErEs
S SARS | .. | FEELe,
e

(== | (=8 ]

i

. FECEEnR2ETESESHEN . BUTHESESEH.
. BNEERSESORRIEE Y FEEIEOANER.

. REWHRETTE | SORESHERSNSTBARE  FaTT BEMEEEE . AREEEMIER.

. EREEgEMactEtl | T TP-LINKE RS E TS Eing S s AiEmacisir.

. ARSI EREEEhE , SERESSESSihe aRE 2.

1
2
3
i, TFE=EEIEER | OLISE TP-LUNKEARE T 5 EEsHa s,
5
§
7. IR FETP-LINKEZAPP 7 58000 -

ERFFR: W R A M =G B IRE .
FHACE: 7 H G B S

RAFALE : TRAF 2 T B A F
FARE: A B S
R RSB E ] BRVCIRZS
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AEE:
o FRZEvHEHAHLSFEIIEEML K, BUEFENERETH.
o SIABREBERFABZUNEEXM AUIBERBHER.

o UEHRUKEW B, RENBERKERL BARS, FIAA P REHERE L, FHFH
RENEE.

® FRZEEINME, TUEF “TP-LINK HFAMELZTE” REXHSH].

® FHITMEAREE MAC Hidik, £ “TP-LINK B % =F 67 Hinik &t 5 E 4 1% MAC Rk,
® NRIERAREREAZEEINGE, FRREIE L LA E R — 2L

® AT # TP-LINK B = APP? W[ {4 [ o — 440,
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BEE _RERH

TR TR E A AL AT R, O OE R, ICREE. RESTHL iR E
PGS IY

5.1 ¥ HEH

s 1 B T C B A L 1 R B A R A, B DECE. WM. WO RAe. M DR R AR
0 1A P L U

5.1.1 % HEE

S 11 e B P ORI B 52 0 L 1 ) % T AR 2 8 i FUIR A R SR PN, S LR 25 30K B 31X o 1
IRt RS el I (AN I, ] DORE 20 DO EE R, o)A ROB/ NS LI DIFE, £
5 P N P % B R

gt A S RO 2 B o L AR T X, 545G SEhrtE sk T i & .

HAREBTE: ZEZH>>in D EE>>N O E

EOEE
UNIT : 1| LAGS
EE &0 E-Sic] =75 s bEE T WL i LAG
A4 v v v
101 Copper =] Auto Auto ==
1/0/2  Copper = Auto Auto =
11073 Copper EH Auto Auto ==
1/0/4  Copper =1 Auto Auto =H
1/0/5  Copper BB Auto Auto =
1/0/6  Copper = Auto Auto =
1077 Copper EH Auto Auto ==
1078 Copper =] Auto Auto ==
1/0/8  Copper BER Auto Auto =
10710  Copper BB Auto Auto =
1/0/11  Copper =5 Auto Auto =
1012 Copper =8 Auto Auto ==
1/0/13  Copper =]z Auto Auto =5
10/14  Copper BB Auto Auto =
1/0/15  Copper =5 Auto Auto = -
(22 | (== ] (== ]
jE3=

1 REOERAMSRT. EvFE, 3F SEil—SENEFe_/ HFEREFEII=E (1R FrfhrE ).
2 mHES EEETMINES | AILIEECLIEE.

K 5-1 ui e E

FHI A

> IWWHARE
UNIT: P UNIT B 5 2
b= ) e v 1 G B o 1 S8, W2k,
W BRI I 5
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KA.
ik :

prE

XL

-

LAG:

A‘E%:

S IR E R, PAX 2 & om ) i
Wk VRS . RAIREVR I, i 04 B IR H B R B

WeFesm A4 AR o 5 AT U E 1 2 0 05 2SI A ok
FRRTREOREF — B BB Auto™ SR ITUN,  Zm 2 i
ENELE . BRIH Auto. XF T SFP i1, KR IIZZHALE AR
HEE BN -

I AR AR e 5 S U S AR50 % I 2T 5 S L ) A ok
B TRESRFF— . HIEFEAuto” B I, 1% H W T H H
P E . BRI Auto. 3T SFP 3, A RSN AR
EE T

PRI ISR o 5 T LR BE 8 [R] 25 AT i A1 328 S PO R L
B LE PR AN — B B M 2% E

TR 2 TR AR A

O HIRABENZEANFGFERIZoF D CERYN, FHEHTEHENROBREN B ARA.
o \B TR —ANCRAMNFTA KR 5% 0 894E B 5300 B N2 R — 3K
® DR EEEM TSR, WA CLIFEZ.

5.1.2 ¥5 0 W%

g I A2 — s AR IEOR, I B AL, AT PASEIURE AN LA 1 (el D (1L
PR R B MRV E (s 1 (s 1D, R LA — 8 2R T AdR B i B 8L, Xl
SR MHAE WAEAT M, IR T W48 T 42 AR X 2% R (1 H 19

HAREM T R H>> L E>> O
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YomEElE
veE s o R =i

WOk —

1 - ROk - | BE
RPN
CONE —

2 — ROk — HE|E=
RNEL
WA= —

3 - Ok — HE | E=
RPN
WOk —

4 — RO - | E=
RPN

Kl 5-2 i
FHNA:

WimAF|E

A EREEANA S

ity Jup BN I P — ) — AN R S

IR BRI EHR T OO B OO DR N

BESECH
ikt up BN W I BT A e 0
Bl i <gmiE>1e g, A AR ' T B
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i <gnfE>thE, WoR RN BR:

wiom
85
Wil
=R [ ] st
UNIT: |1

N0 T T A T 2 e T Pl e | a2 T
K [N I AN G i (K4 K 0 ey 2 A ) B R e |2 e | [ A

M pgramn Dmsemn 0 rmezn

HwEEl
UNIT : 1 LAGS
priz R | AO%E HOYE= LAG
[ ] [ ]
1101 £z =g
14002 =] g2
1003 =5 ==
1/0/4 =] g2
1005 =5 ==
1/0/6 =] g2
1o =5 =5
1/0/8 =] g2
1/0/9 =5 ==
1/0/10 &3 £H
17011 =] =
1/0i12 k=32 =g =
Loz | [ == | (=3 | (= |

K 5-3 ZiiEiz4l

FHAH:

> WEd
H5. BN REHTRE M RS HA T .
>  BEwO
Ligiaaoup TE BE A PR Z W P2 2H 1 s 2 0 1
> MO
UNIT: A UNIT SR 45 B
prirg= r) e G EOA B R T, T2k
o up BIR AT 3 T
AN XA M A T W P B AT M, S B M s
H O SR M i 1 H P B AT s, ) B M s
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LAG: SR 2R/ TR AV SR 20 Y SR A DA v AN BEadE A W 4 s 1 AT
W s v 1
AN w.

® CRAMMKI WP RENEERD, wAREABEERD.
® DA DUBRAE A MR P UM A B P
® i DM 4E Tk VT DLES B VLAN #H4T I 4%

5.1.3 ¥ &%

ACHRAL IR R A 5 i 1 A A\ S ) MAC M Bk FRIE R 56 22, FF DAL ST A2 e A, MLBER R/
[ 78 ) oMbl R BGE & Fa R TR MAC, PRIgIE bR, ol R i e, 38k
HURE AT & 75 QA0 B i S LA S, X Bl 2 AT DURI T & AR, b SREC R 2845 5 . it
R 1 e, BRI AZ R AR R T i, SIS HIL A BGE K,  R SRR N A A
o

Sy 111 22 A PR 1 1 ) K2 2] MAC #0H R I5YE MAC Uik Xy I 42 il i 11 A R 280 6 fn 2R
v 13 P 1 22 2 ThRe, K302 I8N MAC Hhdik, 42 ) HihEHob B s AR 5 1E % 5] . ik
Ja, MAC MUk ARE S > 1) W 28 B3 K A e FRIE L 20m LR M 28, DLORAIE 22 21k
HATHEHT5E: B #e>>4 D EE>>N 024

52



WERZHHL T

El=s

UNIT: |1

= m A A By FEER b

[ ] [ -] [ vl
1/0/1 1024 0 e =
10072 1024 0 = =
10003 1024 0 #E =
11004 1024 0 M =
1005 1024 0 E =
11006 1024 0 hE =
1007 1024 0 #E =
11008 1024 0 e =
1/0/9 1024 0 M= =
1/0/10 1024 0 = =
10011 1024 0 #E =
110012 1024 0 M =
110013 1024 0 E =
1/0/14 1024 0 hE =
1/0/15 1024 0 s = -
L2z | (== | (= |
o

B F e ERA0-1024,

¥ 2

=GN DN 1%

B > b4 -
SFBA:

Kl 5-4 124

o) e TG B 144, T ik

BRI I 5

A5 S R 1 8 %2 1T DL ST 1) MAC itk % E .« BRI 1024,
SRR N S 1 2425 ST B MAC ik H .

e MAC k2% ] [t

A MAC Hihik 2% 3] 522 A0 (A PR &, 24Tl i, Ars
11 MAC Hiuhik 144 i 54

FrAS: MAC Ml 22 IR SZ 2 A0 TR I BR 1], R AETF-shHEAT MIBR
TN E G 5 1% HiE %

KA MAC Hihik 5 2] A2 2 AL TR] PR PR 1), S RE TP sh b 4T M % .
THHLE T JE %5 B IR AL,

PR A Hl o 2 4 ThBe .
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“Eﬁ:
® USno AL RAMKRR, OO ZATIRMER. RAK RO MCRA P 3, 47 UEFE
JH 3 0By 3 O AT 6

® 5 802.AX kA, WIEEA.
5.1.4 5 AR

i i R ThRE, T DN AS ML AR R B 46 € e A 1 . BB 1 im B S DhRe e, B
B 1R BER] E SRR A R e .
HAREH T B H>>m 0B H>>i RS

ELEE=
LINIT : 1| LAGS

vl ] LAG sl
1401 — 1/01-52
1002 — 1/01-52
1003 — 1/0M1-52
14 — 10Nn-52
1105 — 1/01-52
1018 — 1/0M1-52
T — 10-52
s — 1/01-52
1/0/9 — 1/0M1-52

1010 — 10-52

1/0i — 1/01-52 -

&= | [ == |

K 5-5 ¥ R B
ZHAH:

> RORENR

UNIT: PN UNIT SR 1S 5.
W BRI I 5
LAG: R G H TR I R A .
BRmH: SR AT A R I o 1 3R
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mii<gmii>dtE, S ST ERTUR:
EOESRS

e

UNIT : 1| LAGS
7 T i P S M S i i [t
IR (NN |ICN A [N WG EY K0T KA ) e B B B ) B0 ER e eza | EC E e e A

(2= ] (&= ] (== |

Rl :
UNIT: |1 LAGS

T S N R P T P P S P S A il
IR RN R RN REY KLY KA KLY N PN LY B4 ) EGRLY K KA KC XN BN R

L2z | (&= ] (&= ] (== |

M gmmemn Elzsemn s

K 5-6 Ui I FE B AL &

> IORERE
o iu PR MR, DU HE R DT A .
RO PR SCTT DL 3 ke B 1t .

5.1.5 FFE W

M T (Loopback Detection ) 1 s M i i M Kcdfa GG AZ HA LI (R 19X 2% T A R A7 AE 3R, 246
U0 R A IR A0 FE P 5 Ak TR L ) 3 T
HEATHE BT B He>>b D E>> 3R il
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LERS
TREEUSIITHEE | EH ® =F
TRES SRR - 30 | 5 (1-1000)
SMEEEE 3 | fEIIERE (1-100 ) =ar
TEERE - ER ® =F
SEIRIERENE : B | B (3-100)
sOEs
UMNIT : 1
BEEZ &0 =t RHBER wEE= et [E=fE LAG
] | v [ 7]
11011 == == =5 — — —
1002 =5 == =k — — —
10003 == == =5 — — —
1/0/4 =E == =F) — — —
11005 =5 == =k — — —
11006 == == =5 — — —
1T =E == =F) — — —
1008 =5 == =k — — —
1009 == == =5 — — —
1/0/10 = = =6 — — -
1011 =E e =k — — -
1/0/12 = = =6 — — _
1/0/13 = = =6 — — -
1/0/14 Z2H == I=F)] - - - -
| 22 | | 2= | (=axs] | =8 |
3=
FREElS s SRENsRaEE,
K 5-7 eI
ZHA
> £RiE
% I Th e IRPEE T A A BN LR PR B VI Th g
FA 3245 1 00 ) o« 15 B IR % N ATt Te) 1) B, BRAAELN 30,
H ah Pk K BT V5 B BH ZE 30 6 v 1 ) B Sl K IS TR], 150 B N FA 5% s v ] o i)
Rz, BN S.
TTH E 3h Rl PSS A H UL A E sl ThEe .
H 3 57 6] B - 15 & LT E ST s E] a] &, BRAAESN 3.
> WHARE
i ik #%: <RSI, AR P S YU R B N .
privti= A O e B i 0 S5, v £k,
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AbFEARA:

REAE:

RN
RH FEAR T -

LAG:

FHKER:

AE%:

RS 3 5
WAL 5 HI LI RE -

e 1 A IR R I PR A A 2
o Eih: 1 ERIIIAREIY R HIREE
o [HIENR T i ERBIIABSIN A B, RN B 280 1

e 1149 PH 2 Jim VR B2 A5
o Hzl: Ui IEPHZEIG, Zend BB SN a5 K B SRR H 2 .
o Tl LIk BH % Jm R e F-shiz i P2 IR .

TR % 2 15 H 0 B SR B
SRR 1 1 PR A S BB 1AL T B RS
Wi 2 HT PR R L.

o T g LU, R ERPH ZE .

o REMKIER AT Alert ALFAR X B35 0 H K.
® REUE Aok KMER B B oA .

5.2 ILREH

LAG (Link Aggregation Group, i V54D A HALI 22 M) Bl LV SEAE — iR e — M2 4R
Ui 1, Rl VSR N 1) 2 A B EE nT O — 2 B S o i 1Y SR AT DA IR B 70T R 2 A A A R

i 2 TRV EAT 7048, DASE IR 98

AR,

RIS, AV RAL A R A 1 2 AR BBl &y, 1R 13

J& TR — AN AL b (R e o o A 20 — B B, XL B 1 EEH% STP. QoS. VLAN. it [1)&
PE. MAC Ml 2] % . HARULAR QIR

e JFJ3 802.1Q VLAN. &% VLAN. LM . QoS HLE . DHCP il joim OB E GEZE. i)
Thieltum 0, #E TICRA R RA, WA E 7 IR R —3

o JFFaNHO%4E. dHOMK#E. MAC HbbidyE. B4 MAC Hihkghe. XTI K 802.1X AED)AE

fhom 1, ANBEINATE SR 4.

e JF/5 ARP Bi#7. DoS BF¥Ihaerg I, BINAEEH NN R4,
R B VR, BANAE A TR AL e BIC R4S, R T ThAE AR B R e ThRt .

b

® LAG #¥RHTH: LM WA4RKI 1000Mbps 3 0K LAG i, @ FH Ao 47T
474 1000Mbps, BT bLE— AN 0 B4 5% 4 2000Mbps. A6 F LAG H AR LR 7 — 4 ¥ A
7% Rk B K &7 5 4 8000Mbps.

® LAG WREAMREAZEHEHESRAZNKAREFE. S LAG FH— DL 00
Wi R, MR DEREREGSE LAG FHERBEER AR ¥ &, WASHELRER

k.«
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FEIC R T R, I VR AT LA AP TR EM LACP i E . AR IFICRIE. 7
SHECE A LACP BB = NAd & W .

5.2.1 ILERFIE

TEARTU 0] DA B B2 ML 24 1 1 3/ R 4
FBATREB A E: ZERESSILREES>>STLRIIR

=EEE
PEREEE EESIMACEHE ¥ fie
CErl=
= BE b=y ] EiE
1 Static LAG 1071 BE | ET
L2z | (e | (% |
p23=H

LACPEhE=RI AT B a R asm T ahifiis.

Kl 5-8 LRI

FH:
> ZREE
pri o k70 AR A 3t e SRV RN, 3 A5 2 R I 1 o 1
o U5 H A MAC $tidik: (A FH a0 B9U5 H 89 MAC Hihik A5 B
o UEHMIP HhbE: (UAE R A BUE H 1 1P HbhLE R
> LEFIR
1o S RAVEATI, W2
H5: BRI RANT .
ik BRI RALHRE B
R« TR B TSR A ) B v
BfE: W AN B AT AN &

o Ul IO IR HER A Bl A b
o tif: AAILEKAMNmEIREMEL.
Mlr<BEE>EE, WG BT R AR RS S
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EHEEE

HE LAG1
CE=E Static LAG
BOE =R
EEET Auto=FN T
i M e ZH
AOFR(bps) : -
HOF=(bps) ¢ -

I Eaiisl(bps) -
FETHIE(bps) : -
ULEHPE(bps) : -
CoS{EAEE : TCO
HRABEIVLAN 1

K 5-9 ILERUADIRS

5.2.2 F3EcE

AT USHC AT TR E, Fa0H B RC 5 ) LACP IR A .
HATHEETTE: —EXE>ILREE>>FIHRE

CEEEE
CEuas
CEEE [Static LAG |
il
UNIT: |1

3 T e P Rt s
L (RN I IR K Y K KA ) Y RN Y A ) S Y L BTSN Y e 2

(&= ] (&= ] (== ]

E FiEFRYRL E =R E ArliERD

HE:

1. LAG*EiEimLZelfr BETCESE(Link Aggreaation Group).
2, AEE—TLEEREFE100MECDFI1000MEO.

3. LACPREERIEN BT eERE.

K 5-10 FahfcE

FHANG:

> LRARE
ICRAS: WRHCRAN TS, H5k U LAG*.
ICRAHR: BRI R MRS R
> BAMRH
R ¥ 1« WP R TR A MBS 1, TR R R 4.
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= P

o Tk—ANEREN LAG, #iZ LAG By K R FZ FR R,

& —MEAMNTUATF—MNCRAF. FERmOERAET LAG WA FwD, HF L ILEAN
LACP H ek B i, Zom B & T RURES, Fha k.

5.2.3 LACPCE

LACP (Link Aggregation Control Protocol, LI HI1H) 25T IEEE802.3ad #nif FH Kk
D 6 AN AV R S AR SR B YR BT @S WMAE B SRAE B, 5 UURC 0 B BV SR — Uk
Kol VIR Py S A R 2 P B B s, B R R E IR T SRS Re .
Je F3i 1) LACP Tfe e, %3 1m0t o i 1 AR 3 i) RSB K R4 MAC. i FARRSE L. o 5
AHEAE Key CHis DB EYE . B2 UE B Key W), WAEH N —imk 3 SR
FIFICR, BRI RGN LM AL MAC R5E, RGN HE/ MBI, RElk
FAEA [FII R G55 MAC BUNR A AR Se g« B AL 2 m 1 — Bk AR i 1A 56 40 i 15 DA S 4
& Key £ S0 11, #4F Key AHIEI 3 FA RERIE N A — AN R, [F— MR A DR R
ERANNE MR s vivk = = b AWK y/et @ i N G LN (S W RS AN O 2 e ebvivk « S s Bl I L =
G W I g T4V SR AE — RSO i

FEAS T AT LAMC B A HA LT LACP J)fg.

BARER T E: B E>STTREE>>LACP BEE

=25EE
RFEEER 32768 (0-65535) igar
LACPES
UNIT : 1
B =0 EEKey {50 (0-65535) =t s LAG
L T
1701 0 32768 N E=g=c] LAG 1
1002 0 32768 A =H
103 0 32768 EE =g
17074 0 32768 3 =
105 0 32768 3 =
1/0/6 0 32768 N =
107 0 32768 N =
108 0 32763 R =
1/0/9 0 32763 R =
1/0/10 0 32768 e =
100/ 11 0 32768 e =
100012 0 32768 N E=3=c]
170013 0 32768 N E=3=c]
170014 0 32768 o =32
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L2z | (= | (= |
j3=H

1. AAILLACPIREERTRFFEENE | B SR EARTEE.
2. BEETET LAGENESROTEERELACPIIE.
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R

H A4

> LERE

RGMER:

> LACPEE
prirti= 3
A

B Key:

¥ LLSELR -

R

RE:
LAG:

5.3 MES

5241 MAC Hiht—le g i & ie s, w0 e g m i) — ik
FRILREMILE. BiIAA 32768,

R CIRC B i 11 LACP Thig, nl£ik.

TR AZ B 5 5

AT R—ICRAM AR, TEEMFEE Key.

Y5 1 NI S AR R O )iy T AR S o it VAR S 4B /DN ) ity 11 2
B AC R . AR S AR, W 5 /NS e i . BR
N A 32768,

IR FEAH M 1) LACP #.
o EN: MM EBh KL LACP R,
o WiZl: WiBINE LACP .

AR N s 2 75 )5 H LACP Dhgg.
SR 241 B RV SR 4.

RESHH THIHRE & i D REIEE R, AT OIRREM AR St P & 0T .

5.3.1 MEMK

TR SR R A B L o L RS 2, T MR P A 7 AT R 28 57
HARHEKTTE: —EXB>RESIHT>>RER K

61



WERZHHL T

SR
EEhRIET EER-
=3
BIERMERE : 10 Fl [ 3-300)
e
UNIT : 1 LAGS
HE el ElidEas EEraEad =T EEsTH EEZEg
1101 i D 0 0 ==l
14012 0 D 0 0 A=
14013 i 0 0 0 =S
1104 i D 0 ] A=
1/0/5 i 0 0 0 ==l
106 i D 0 ] A=
107 0 0 0 0 ==l ]
1/0/2 5,412 2,661 603,043 532044 EEE
1109 0 0 0 0 FEES
110110 i 0 0 0 HAES
101 0 D 0 0 A=
11012 0 0 0 0 =S
11013 0 D 0 0 A=
1/0/14 0 0 0 0 S
110115 0 D 0 0 FAEE v
(2] [ ) (== ] (== ]
K 5-12 JEME
ZFHAH:
> B3R
H 3BT EHEE S A B 3R hRe .
Foll e & 3 - S H R R E . BRI A 30 7).
> WEMK
UNIT: PN UNIT SR 1S 5.
W NI TFIE R B, ATk,
b e BIRAS ML I 115
BB a8 Guit A AL o O B s s, AR R EEE .
RIEHIE A GEAT AT HL A I 11 R IE B E s 5
BT Gt A AL v U T, B R R B L ) T
RIEFATH: Gt S AL I 1 AL I 7L
'f%‘z%\ﬁ:@: /ﬁiﬁﬁi@j‘ﬁmﬁﬁm %ﬁéméﬁi_"{glﬁ‘o

5.3.2 45

VEAHGETT FOR ST 4% o A% Fn e L 0 VRS 2 T e A2 R 6 e il
HATEKN TS B> RERT>> A%
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SRR
SR BE ® =F —
FISFEE :  (3-300)

EOEE
#0
UMNIT : 1| LAGS
P P R 3 3 A 3 3 1 A i e T Y S Y B [ i i s [
FALz s Lrlle i sl aelaulizs s ]2 2el 3 [ 2a ] (28] (271 [3e ] [41][42 ][ 45 ] 4]
Mgy s [ rmesn
Rt
ElEsmt SiEESst
rEs 0 rES 0
2= 0 2B 0
sEy 0 sEs 0
) 0 Eiitg 0
Alignmenti&igs 0 imEEE 0
IFeaETE 0
B4ETE 0
65-127=T48 0
128-255=T8 0
256-511=FT8 0
512-1023=T8& 0
1024-1513=T1 0
(= ) (== )
K 5-13 E45t
& HA4H:
>  HEIIRIHE
H 3l R A H B 3B Dhfe
T B B - 'S B s a0 1a] E B
> SOERE
B MANEEEMERE B L .
> FHYSIT
BIREE ST itz O ECE R B G B
RiEfE B St Gt iZam 1 RGE R A S S .
I A it U RGE S A R b R O H (NS EHEMD .
A it W RIE NS B BE2 BhE B OB H (NS4 R MD .
PR it IS R & A SRR R e O H (SRR
B i R E K KT 1518 i K s au s A
Alignment &&i74. iy KN 64-1518 71 IR IG A & H 2 15 HUA R 55 10
i mizH .

63



WERZHHL T

/NF 64 FHA: it P K /N T 64 T BRI H R &R0 .

64 FHE: s KBS 64 F 5 BURDIEE  CRSHIRND.
65-127 FH it P By 65-127 AT BRI H - (& HHRID .
128-255 FHifa.: iy 1B K B ol 128-255 AT IEAR WA H (RS HHRE DD .
256-511 F15H: Uiy VUK By 256-511 745 AR g H - (& EHR D o
512-1023 FFifi.: i ORI B2 Dy 512-1023 35 IO B Wi B CRLE AR I .
1024-1518 FHif.: i FHZ IR Kl 1024-1518 5 BB MR H - CRLA HHRID .
HRAL: iy LV CARAE XA R R H i = A b RS H

5.4 HuhibREH

SEHAL T2 ZE D REAE X AR SCHEAT # At R AR 4R SC A H R MAC kK41 SCh HH 1A ML A 3 1
Huhb 25 T i 1 (B4R SR A I IEAE S, R AT SR ST PR e A ) At i k3% v R SR I0UAT
Ld st B gl ST ah g pi Al 75 AT S A 4E Y, 2 Hthb R 4k H AR IE L B 305 S DiRER B
FERAEST, TR TSR LE RS [ 58 AR, TahI0E v UL s St LI R, il MAC Hithitid
JE T RE AT LA S AU A BB 5 i Bs o AT S 98, TSR T 17 2% 22 4tk

Huhk R 1) 73 I SR R PR

BERERGHARYE |CSEHN MAC Hiits
HhbtbRAF | EREH K HIEACH H (B L R
FraAdhhER | FamcE ¥ & 7E[H— VLAN 1, 4%
EN MAC il A fewk
Heum A%
EMAEE | AshEY H & T MAC #ilikry
PLUER Bl e 22
bR | FEiCE ¥ &

AR ITHIE R Bon . BASHBEE . S bR ftpeH b3 i B U .
5.4.1 it ER

TEATT AT LAEE B2 e L hE 2R (1 43505 2
BATEKAE: ZEX >SS REH S>>t R BN
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=
MACHESLE - | | (&=t : 00-00-00-00-00-01 )
VLAN ID : | | (1-4004)
s Falmh  Bael  TRSmE S
0 :

UMNIT : 1 LAGS
TP 5 P a5 P [
L[NNI AR [N REY K3 KA KLY 20 Y 3 A ) K0 ) K R [ Y ) A
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e R
UNIT : 1
MACHEHE VLAN ID i HhEPEER BERE
74-D4-35-93-40-DF 1 1108 RiEEHEIE el

UNIT: 1 SgnshtEEE: 1
&
INETEBE RH1E , Es==Haira=mnt=EE.
K 5-14 bk Sor

FHAH:

B HEI
MAC Hbhk: HEMEKRLAHFEEH MAC Hulk{E S .
VLAN ID: HEMEKRAHFESM VLANID {5 8.,
HuhEREY . RPEEAE RS H FE SR LSRG .
o bt BixadiihkE£ L H .
o FrAHuhb: BoRERSHINEESLH.
o ZFASHibl: BoREhSHibEERLH.
o IyEdhhl: EoniduEhhbFRLH.
A m PR B T8 & A b L
>  HhERER
MAC Hbhk: SR WAL 2 BB MAC bk .
VLAN ID: 7r MAC #ihik2% H % ) VLAN 1D,
. T7x MAC Huhik 2% H 5 B A28 b L 1 o
HuhE2RAY S MAC k255,
ZHRE: SR MAC Hilik 2R AS .
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5.4.2 EASHhEE

Fp A HE RO S, T 0 O B A b hE . B S LR AR 2 240 MAC Hulik, & X3 — IR B 12 3]
BRI shASHE . BAHhE N8 F SR IR R, AN 52 5 R A TR R BRI o 3% T e ek 6 ] 5
Bk, AR ML 2E ST PR, NI HE M S ML e R AR . FRAS Mkl SR A8 7] DL /R 753 0 %2
EINRET A 305 ) B ER S MAC Hhiik.

HARER T B #>>H R S>> A bk R

HEZH
MACHEHE : | | &= : 00-00-00-00-00-01)
VLANID : | | (1-4004)
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UNIT: |1

638 A 13 P 3 P 2 2 3 I 5 S A Pl Y T T 73
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UNIT : 1 SRS TATEiEBE 0
e
FI\ETHEBHIRERINE , E==HairE =t SEE,
K 5-15 FrAthhb®
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MAC Hitdik HEFASE R MAC Huht,
VLAN ID: H'S MAC k2% H X B[ VLAN 1D,
. IRPEFR G E BB L 5
> BIREH
BRI BEERASHLER BRI, AT E AR BT K H .

e MAC Hiht: HEEAEKLHFEEH MAC Hullk(E B
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> EASHbER
bk

MAC Hudit

VLAN ID:
b up

Hihik SRR
ZHIRE:

A‘}iﬁi:

RS B BEAT IR BAE 0% 2% B O N RS L 1S, TR k.
EIRERASYEE K MAC Hitik,
78 MAC #ihk4% B X R VLAN 1D,

7R MAC Hiutik 2% H X R AZ Bl L 1o AT BLEBEAZ B S 1825 MAC
HbhE SR 3 1, AESRAB R 3 A 2552 VLAN R R B 1

SR MAC Hihik 2,

R MAC ik i) Z AR & .

o InRMpHm o R, REAIRARD (RRE) MANKE, LFEFREZHEAN
AT, BN RBAAE T LR

o BAMU—EYRE, WRIEAMMUNMERSEEAARBAN LR, KENEA
ARA . b S0 HURE #5 AS ik 3% o B9 SR T2 I A R

® JLEMANFFESHIRAGHA, FRFEMAREBIE R, SRR A E.
® 5 802.1X #EIHkHA B, WIEEEHA.

5.4.3 BhAHMER

B2 ML B 35 SR MAC Mk, Sl B 25 21 ik A B 32 A
PR 0 ik SR AN b B Hesh A ik

ML AE R A R A IR, O T SR RBREER MR A TR, S Heb LA I 22 A AL oA B b
heER, Wl RGAESS I MBI RIS, JFRZER S, RAE AL 18] P9 5CA fR R R

HEEIIRC, AZHHLALZAE1Z MAC Hihit AR TSI -
FEARTUR] DA B ALK Zh AR T g .
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EZHEE
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=HEE
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EE MACHERE VILAN D wH AR SR

74-D4-35-93-40-DF 1 1/0/8 EhstiE TSk
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FI\ETEBE HER1E , EosEisiirm=iithr=EE,
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> BASHEER
W

MAC Hudit:
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Ha bR .
ZHRE:
ghe
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HEHAEZACIS1A]. ERIAJY 300 #.

RN A IR )RR, rT DAY B TR A% H
o MAC Hitik: HHERKAIKH A S MAC HbLE &,
e VLAN ID: HEKEHFZHFMLER VLAN ID {5 &

o Ui [l: IEFEAIK L H FEIMAZHEN I 5.

IR NASHIE S B AT IR B0 %56 B 88 A HhhE, A2k,
BB GEE K MAC Hidik.

E7~8 MAC #idil: 2% H X B2 VLAN 1D

IR MAC ik % X 2 18 232 b Lt 1

278 MAC Hhik (127

7R MAC Hbtik (2 AR AS .

K shAghE nhhl 5 B A NS0 E .

A ALK 2R RGN IR T RE LS TH ORI, ATARMU LN TR, FHX
BAEERE W ST HER AR, BHHEE, Xa@pibaR itk KEEKAHHK
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HLE b 6. 2L A A
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i AC E A ek, SOV S AR R R I B WA AT e, gk A 2 geE . HEEF LT
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HrEsH

MACHSHE ( #8777 : 00-00-00-00-00-01 )

VLAM ID : ( 1-4094 } =
=HEEE
priz= MACHERE VLAN 1D wa HEHFEAY EiEE

FEhH=.
(2 | (s | [ =8 |
MR E S : 0
jrs=
HILSTAEEN HRERINE , Ee=EHin=a =i SES,
K 5-17 Lg%

% H A
> FEKHE

MAC Hitdik HE i ER MAC Hitik,

VLAN ID: H'S MAC k2% H X B[ VLAN 1D,
> ‘%K H

EIRIEIN: PRI e M hE R A B ], AT DU AR BT R AR E .

e MAC Hihik: HEEAAEHKS H TS T MAC HibkE =
e VLAN ID: HEMEKFZHFEEH VLANID (5 2.

> iEHnEER

priit 4 Al e hE 2% B 3T IR, ik,

MAC Hitdik:: SRR MAC Mk,

VLAN ID: 78 MAC itk H X R VLAN ID.

W AL A", RORTCIRE 5 .

HuhESRAY. S MAC ik 255,

ZHRES: 7 MAC Hilik 2R A .

AE%:

o T i AF| bR b A TR A N B B AR, R EROE D AT,
® 5 802X #EHkHA B, WIEEEHA.
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$F6E VLAN

PLAK & —Fh 3T CSMA/CD (Carrier Sense Multiple Access/Collision Detect, % il £ 415 7]
I IRATIND )L 2@ A BT B A B IRER, M N B R EZ 2 B0 R E . TRz
PERERZE N B AT A @, @i R LS LAN B ESR mT U ¥R 5€ (Collision)
FEEL )R], AEATRARANRERR B iR AR OC . AERX B AL R LT VLAN (Virtual Local Area Network)
FR, XFpE AT I —A LAN R0 82 N840 LAN—VLAN, &4 VLAN 22— #B,
VLAN W4 1 EHLELEAS HEAIE— LAN N —FF, 1 VLAN A RE BB Ed, X8, | #E RSO R
HIPE—A VLAN Wo [A—/ VLAN P NS AL SR DUK 8 AS 7 R T o ae 5, A E
VLAN P[] ML ) ) 55 ZE5d et 2% th 28 5 = 2 A L S M 2% 2 i AT i8S . Wil 6-1 P
VLAN 2

s AL A

J=

VLAN 6

6-1 VLAN 7%
VLAN [ S an R

1) FmMgERE. KRB IRGIE VLAN A, A S HI LK) XA, 18 T s,
NI s I 255 A0 B

2) MEsmMZE A, ANF VLAN (e ANREILARVI R, ANF VLAN BN GE EEGES, 2
I P 0 B SR AT AL A5 A 4 JE B W R ST = R R

3) MM, A — A REI TARH A EHA 2 RIRER Y PEE N, fifL 7 R, 5
A AN TR DX N 3L T AR 4L

VLAN (850 A2 B B BRI, ASE R — Y B BV B £ AT DU T A —4 VLAN; —4
VLAN 05 B P AT BLOEREAE [R]— 2t b, R aT AR BRSE Hedl . ASZ bl S fF 802.1Q VLAN X
AW

6.1 802.1Q VLAN

BTl s Bl TAEAE OSI AR BIRHERR /=, 5 ZZ e LRE 0 IR AN R VLAN s, Hgext
H A0 A B B 2 B R AT VLAN R . R, VAN R 31 = Bl s i B0 5008 B i 2 s
IEEE 802.1Q W~ T #a#fEft VLAN SEIL TS, St VLAN SRR FIEHR G4 HHT T4 — M .
PO ETE H 9 MAC HbHERTJE MAC Mtk 2 5 4525 4 AS=7151) VLAN Tag, FIEARRIR VLAN fRAR ¢
fZ8, Wk 6-2 fizr. VLAN Tag &5 M5B, 73772 TPID (Tag Protocol Identifier, #5%5 3%
FRIRFF). Priority. CFl (Canonical Format Indicator, #r#ERz0f57~107) 1 VLAN ID.
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VLAN Tag
[ L

DA&SA TFID Priority | CFI'| VLANID | Type

6-2 VLAN Tag 2H 7B

1) TPID: HRERAEIEWZMH VLAN Tag AR .. ZFBAKE A 16bit. R3O 5E ELE BUE
A 0x8100.

2) Priority: FRFRR R AR LRI RS

3) CFl: DLKMAZH#HLF, CFIEHEN 0. BT IRAERFE, CRUH T LUK R 25 F1-4 A
FeM g 2 [a], A RAE LUK S YR CRI BB N 1, Rz T ek, X POK
W3 A2 — A Tehn 2 1

4) VLAN ID: RRFRRIZIRSCHTE VLAN B4 5 . 7 BOK R 12bit, HUATEH Dy 0~4095. H
T 0 A1 4095 i #HAME A, ATLL VLAN ID BHUE JE FE —#% N 1~4094. VLAN ID iR VID.

ZHALFH VLAN 1D SRR BRI E ) VLAN, 48205 B (508 AN S VLAN Tag I, bl 2>
%R L3 R A A O B4 VLAN ID 1) VLAN Tag, #4503 78 200 i k4 VLAN it
1T AR .

AFMrr, A VLAN Tag FEIEHE G IEATRFRN tag i, untag Wife 2 4% H VLAN Tag
FEIEIEE, e tag WifeEdE 4 VLAN Tag 7B, {H VLAN ID 5 0 FI%dE .

> SO =M KA

TEAI%E 802.1Q VLAN i, 75 EEAR 4 ity 1 32 1) 1 4 10 B i 1 PARE RS 2870 . oy 1 PO IR 2RI i =

i

1) ACCESS: il AgeJE T 1 4~ VLAN, H IR UNTAG, £ s P 2am i v . 24
ACCESS 288 i\ 7 H'e VLAN I8, T 308 R A VLAN.

2) TRUNK: i AT DAY 24 VLAN JdEid, A DAZIIORI i 2 4~ VLAN FIHRSC, T T- 45 34
Z A% TEMZEH VLAN &8 B AR AL L, TRUNK 28855 1 F H DELA TAG,
BEME ARIE#E K %P VLAN BB AL AR 28 4577 1 VLAN 13 2.,

3) GENERAL: I w] PLAREFZ A VLAN i, A PUZIRAT R IZE 24> VLAN B3RS, TR T M
R GRS, WA DU T % . GENERAL KA 111 H 1100 AT DARE 4 %0 11
R A W SEPR S i R VG R

> PVID 5 VLAN ¥EEG 4B xR

PVID (Port Vlan ID), gt /2&%m HFIEE VID. 438 b1 i D20 3 3 SCAH VLAN Tag B, 38

AL AR PR 1/ PVID (A2 S VLAN Tag, F3ET8 K .

A R R 43 VLAN B, PVID s& 8N ) — AN EE S, R DBRAFTER VLAN. ©F

A&

1) Y HULE] untag i SCEE, EARYE PVID JN%dEEL46 A\ VLAN Tag.

2) PVID $87E 7 i BRI 3848, RO 2Sum D H R UL BB #E B AR, A2 BpLR X Le 2 4
e 1% i EE VLAN N7

it 1R B B R T AR T b S A4 LT HE N 1K) VLAN Tag BT 20, VE4ERINI IR 6-1 i
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X FRUSCH ST I AL EE
o 12K A RAEAR SO AL PR
AN Tag T Tag

24 VID=14 1 PVID, 3R . oy o
Access w4 VID#E [ PVID, E3plc, | o a9 FURHL

BRI, I ¥ v U ER A VLAN £ S
Trunk | SRS N8 1 % Tag Ja ko, Hoapfk

VLAN Tag B[% i VID R S H ST | gy Tag KIER L.
VLAN ID i, #2054l 5 .

A 1) PVID. 2 mn A ;
" 5 vip A | UEIRAD TAS S
General [ VLAN ID I, EFER . e tag °

M ORI A B N UNTAG
i, 2 tag Ja KB,

% 6-1 2R AL S VLAN HdEabFE 58 &
IEEE 802.1Q VLAN IjfiEfudE VLAN BC B . 3% O EC B AN ic B 7f .
6.1.1 VLAN B2 &

£ VLAN [ & Ui ] L& 411 S 4612 1) 802.1Q VLAN.
HEARER A E: VLAN>>802.1Q VLAN>>VLAN &

VLANEISTFIZE
HEE VLAN_ID E=5 ol RES B
1 System-VLAN 1/0/1-52,LAGT =g | =
ERREEEREEREED
ZEIVLANEET @ 1

K 6-3 #&& VLAN 713

EFEHN T, AT RIESHYER) HFREERERE, R4 COIE4 System-VLAN, L5 AT
B, ZVLANTCIEMRE .

FHAH:

> VLANBEH|E

privt e ik AT, W2k,
VLAN ID: §#7RVLAN ID,

ZFR: EIRVLANFIRR(E B .

R A - SIRVLANIF 3 AR5

BAE: X EANVLAN SR H HEATAH R ER A .

o JilH: BVLANALE .
o TE4H:. EVLANMEEE.
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s r<gmiE> 1 HE, T U R VLANSEAT il s <Bra>ighE, T CLEEET IVLAN

VLANEES,

VLANID : (1-4084)
VLAN £57 [System-VLAN | (116t
Untagged im]

UNIT : 1| LAGS

"zl el 0] 12174116 78120 [ 23][24] 26][38 30 [ 53] 341 36 38 [a0][42 ] [aa][a6] 28] 50l (2]

3 CE Cr Ce] ] (3 [ e [ (31 e o] e 3 ) o] (3 [ [ [ 5] [#m] o]
L=z | &= ]
Tagged &

UMNIT : 1| LAGS
[zl e 0] 1217416 3a 120 [ 32][24]26](38 130 [ 32] 3] 36 38 [40] [42] [aa][a6] 28]
AR R mEE T ERE R E e B

L2z | (&= ) [ == | (== |

Tszwemn Mz=amn D rmesn

6-4 Bl 4m4E802.1Q VLAN

FHI A

> VLAN{ER
VLAN ID: 5 VLAN ID.
VLAN £Z#R: HE VLAN MR E R, PMEX 5% VLAN HH &
Untagged %3 : EoRAUACE AT tag HIuG I, 1% DA RE & ACCESS R,
TRUNK 2875k 3% GENERAL 287,
Tagged ¥ H: EoNAT AL B tag MU 1, 1% AT AR TRUNK Rl
GENERAL 255!,
6.1.2 Ig A&

TEBIEE 802.1Q VLAN K, 7 B0 oy FUE R AT T8, DAME R E K um LS4
HARERAE: VLAN>>802.1Q VLAN>>#E OREE
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VLANROES
UNIT : 1| LAGS
EE &0 oA ME il PVID LAG S EVLAN
170 ACCESS 1 LAG 1 =g
1702 ACCESS 1 - =g
1703 ACCESS 1 - =]
17004 ACCESS 1 — =g
1/0/5 ACCESS 1 - R
1/0/6 ACCESS 1 - g
107 ACCESS 1 — =i
1/0/8 ACCESS 1 - =a]
1/0/9 ACCESS 1 - =]
10010 ACCESS 1 - =g
1/0M11 ACCESS 1 - =]
170112 ACCESS 1 — =g
113 ACCESS 1 - R
114 ACCESS 1 - g
10415 ACCESS 1 - =1 -
| 2 | | #Ex | | =& |
6-5 802.1Q VLAN—iii 1 Ac &
% H A
> VLAN i HORE
UNIT: PEE—A UNIT SR = B
Wk /R) 3 v 1 C B i 1 2R AUA0 PVID fE, R 2%,
. BRAZ N .
v A BRPEAS WML o 1288 . BRA N ACCESS.
e ACCESS: Zdi H X BEMA—/> VLAN, H Y UNTAG.
PVID {65 %87 VLAN ID F{EARFFMFE .. W5 VLAN kR, 8
M ) PVID £ H sl 8 NERAME 1.
e TRUNK: Z¥f A IIAZA VLAN, ¥ K 2N VLAN %
PEATH LA UNTAG, R4 VLAN s H k)
A TAG.
e GENERAL: Zif A IAZ A VLAN, H iFiR¥EAE VLAN
PEBEAE A I H00, BRI Y UNTAG. PVID (B A%
BN 2AET 5 AR R —4> VLAN [ VID 8.
PVID: WS F I D1 PVID {H. Z2RIAH 1.
LAG: SR 24 HT AT rVE R A
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Fr)@ VLAN: B A BTN VLAN 15 B,
<A I>{EEE, AT DL A N TS
20 1/0/1 BFEVLAN

VLAN ID £ MiZVLANTSES
1 System-VLAMN el
ECERETE
Kl 6-6 &F&um1JT/E VLAN

FHE -
> ¥RHOFTE VLAN

VLAN ID: {78 VLAN ID,

ZHR: 78 VLAN RS R .

MiZ VLAN B mr<BBR> s, KA MR VLAN SRR .

802.1Q VLAN fit & 5 1% .

S| B Tt B
1| S 2R DEEEVE . 7E VLAN>>802.1Q VLAN>>U H B B T AR #5 I 12 42 1 %
%V i 1 28T
2 | fil# VLAN WikiE . 7E VLAN>>802.1Q VLAN>>VLAN Be B T i o di i <> 1%

BEIE VLAN, 5% VLAN ID FEn AT, 78 v i o 5 2
% VLAN 88 1 1 o

3 | 4wiE/EE VLAN | AEEE(E. 78 VLAN>>802.1Q VLAN>>VLAN Fe B U1 <4 >k
<EE>FEHE, TTLANAHR VLAN #HT4miE AR

4 | MER VLAN AR . 7 VLAN>>802.1Q VLAN>>VL AN B B 17 [ /) 1% AH 5 1 VLAN
% H, mli<fhpR> s st TR .

6.1.3 802.1Q VLAN IhRERIZ M B B
> EMER

o THAHNIAER: [ iHENAMIRS 2EB:

o CIRMIBIER: T iHHALBAIR S 2RA;

o IFEHARIMRS ZRARE T — /M50 T;

o IFHEHNBMRSZBEE T — AN

o NI ILAVLANKI Gy, AHHE Z [BIANREIEAS .
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> HME

%% 45 B Jes54% A

P4

LA | P2

2=

i EHLA i HIB

B P B R R A AL g 15 o
> BESE

ST | BE PiEd
1| B a WEERAE. 7E VLAN>>802.1Q VLAN>>HE C1 AR B 7T [f 4 & ok 1 2 1
AN ACCESS; % & i I 3 285y TRUNK; ¥ [ 4 2874/ ACCESS.
2 | fiJ& VLAN10O Wik ERME . 7E VLAN>>802.1Q VLAN>>VLAN B8 7 i i S i< di> 1%
6% VLAN, VLAN ID A 10, 62 1 2 Ffis 1 3.
3 | f# VLAN20 Wik ERME . 7E VLAN>>802.1Q VLAN>>VLAN B8 7 i i S i< di> 1%

617 VLAN, VLAN ID A 20, 621 1 3 Fls 1 4.,

o MCEATHMLB:

PR’ | BiE AL
1| B2 Dk EEAE . £ VLAN>>802.1Q VLAN>>¥ 1 Bt B 7 i3 & i 11 7 12878
A ACCESS; ¥ Eui 16 [f25% 4 TRUNK; i1 8 2% ACCESS.
2 | filg VLAN1O Wik#E . 7E VLAN>>802.1Q VLAN>>VLAN Bt B 7 i b i dh <Jr > 4%
617 VLAN, VLAN ID A 10, F42 s 6 Fli 1 8.
3 | g VLAN20 Wik#E . 7E VLAN>>802.1Q VLAN>>VLAN Bt B 7 i b i dh <Hr > 4%

H61)7% VLAN, VLAN ID A 20, FA 2o 6 Ffls I 7.,
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BTE LR

STP (Spanning Tree Protocol, £ 0 ZRHE IEEE 802.1D FrfE#E LI, FHT7E /R
TH bR B B B IR B I o IBAT B I T 2% B I 1 eSS B B R I 4 R (3R, R ik
PRINT e uty VBT BHSE, 5 2K 20 1% I 28 5 K A5 BT BTG PR 5 PRI AR 28 DX 2 2540, AT B bR SCHE 3R
P ) 26 R AN DRI IS A2 FTG BRAG IR, 38 5 1 % Hh T 3 S 45 SOAH [) ) 9 SC i B R SC AR B B8 77 B 1) 1)
R

STP X H I3k & BPDU (Bridge Protocol Data Unit, MR #oc), WHCONECE N E,
BPDU AL & T B {5 B R ARIE B 45 78 AR b 17 S FE . STP B i i 75 1 46 2 IR 4% 328
BPDU A & M £ (1) 3 $h 25 1

> BPDUBRRFEHHA

BSOS (T RE, AL (4% BPDU #ROCSEHUE BACH, BT CFF STP Wl IS HpLED

MO E RO 2RSS X BT 1 A o o S B A 2
PRIEA R ) BPDU i 38 7 B it 1 -

2 1 1 1 8 4
Protocol . Message ) Root Path
Identificr Version s Flag Root ID Cost
. Message . Forward
Bridge ID Port ID e Max Age | Hello Time Delay
8 2 2 2 2 2
Protocol identifier:  #rXFriR
Version: [P ES
Message type: BPDU 7Y
Flag: PRENL
Root ID: WRHFID, 2 TIPS A 6 717 MAC HitikF 1
Root path cost: HR % A28

Bridge ID:
Port ID:

Message age:
Maximum age:

Hello time:

Forward delay:

> STP HEAS

#F ID (Bridge Identifier): #f ID &R MAC HibEILEAEUE, PR ede — ]
DABEERIZH. M 1D BAC, TUMFRIOR Jadtim, IR ar DARS e oM AR MR ) R

Mr 1D, Fon/kik BPDU M ID, H1 2 1R Ja4 M 6 717 MAC Hihik#4 %
i 1D, FRIRKH BPDU )i H

BPDU A= 17 []

7 BPDU (W2 Akt ia], Rl FORAFE BPDU [ K [A]

W & 1% BPDU ) )8 1

TR ISR G, ASHAAE K EHE 0 T 4 RF CE I Ui R0 2% SRS 1R[]

MW#HF (RootBridge): FA /M ID FIZZHAEMRN. TERIREE T A L h e i — B W E
MR ACHRAL,  LAORIE BE % B2 I foc ) R 48 1R BE AT m] S

f85EMF (Designated Bridge): 7ERRNMBLH, ZUMRME I EARTT 8 AR AOMRIE OM TR 2 M, B B
W ERR BNZM B T AU A H R AR B AT A I, A AR IR ID S L = ik
NARERT

MEEEITH (Root Path Cost): — &G AZ B AR BK A TF 48 2 Mot 1 1 Bx A2 T 40 S8R W 1 P A
ACHHUIAR B AR T M. AR R T 2
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Brik 564k (Bridge Priority): & —/NMH AT LARE S8, $UETERE A 0 3] 61440, % 5E FIMEM/D,
RIegbim . NI, 7 8A v] RO RR T -

W% E (Root Port): AR IS HAL b B ARMr il 1) 1, A S S RMr AT @M, X/ AR
MR BRI K . 292 Aol 11 5L A AH R R BRI 1 BE AR TT A8, FL A B v i 1B S 4R 1 ity 11 2 1
ARG 6

oW O (Designated Port): & & Mr b [a] AR A8 M AL J H0080 (1) 1 o

W AR 5%e2%k (Port Priority): BB G F M 0 2 255, {E#k/N, i 0 HIA0 S Fowlbl s . i 1R ot 2k
i, AT AT AR R AR Ui 1

BZIFE (Path Cost): STP MM Tk #HEFE IS H. STP U@ THEBAAHE, EHRN
“DECHIERK, PHIEZ RIVEERE, N4 WA BY RSO B R R 28 X 2 25 44

AR O B AN S X R B B ] 7-1 Fos. SZHRBL AL By C =FIIRARIE, 4 STP iH&E S,
AL A B AR, i 1 2 Al 6 2 (] [ 2 % il PH 2

o fff: ZCHHL A NEEAN LRI SZHHL B ZAZHAL C KR ENT .

o e gl 3 M 1 5 23BN HAL B MISZHAL C MRS 15 3 1 1 A3 1 4 73 B SS AL A
ANAZHHL B 5 5E 5 s 3 6 S HAL C HIFH 2w 1 .

LA

SERHLB pLC

Bl 7-1 A RObe R AN 4 X [
> STP Ei8%

Bk&g i 8] (Hello Time):

HUEVEE N 1 B3] 10 #bo 2 FARMr ) BT A Sk tH BPDU 4 &L 1] (] B%, T 38 #il
AL B R 75 A7 E W

FALR ] (Max. Age):

HUETEHE N 6 F0%] 40 #b. QRAEEH 2N A2 )G, EEAWEIRN & HiY BPDU HdE L, 4
ALK [ H T A A8 LR H BPDU $idii 0, S5 A by

FEHIRIE (Forward Delay):

HUETEHE N 4 03 30 £ SRARST WALt RS IERE BT FH () (] o

2[00 24 I 5| R A AR T TSR, A AR 11 G R A R AR R AR A o AR FER TSR B T
MBI ZME A W4, WG TURS L ZBER TS, wRe S~ A g . ik, R
PP BCR T — R IER MHLE], B0 AR ORI e i D T AR R 5 R 2 B4 2 £ (A4t
FE, XAMERRIE T FT LBV B O AL i AN N 4 .

> STP #=¥ BPDU HIk 554% ik 5

REAM% BPDU X f1Y, M.
W X fARME ID /N T Y BIARAE 1D, X RTF Y
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TR X FY BIARAE ID AHE, 5 X BREAETFHENT Y, W XETY
WS X AY FIARMr ID AR EEAE A, H X M ID/NT Y, M XAET Y
W X ANY FIRRAF ID. ARESAZTFES AN ID #HE, (H X i 1D ZAMF Y, X fEF Y

WERZHHL T

> STP KIiEdRE
o WIAWRS
B G HHEYILGI 24 R L E ORI BPDU, IREEZITH N 0, $5EH ID NE &% ID, 15
5 Uiy 1 R A3 11
o i BPDU fyik#%
GBS RIEE R BPDU, [FR U B H & A #lL ki ¥) BPDU. U FEan R
ik
PR A
1| M RN R BPDU LAy 11 BPDU HIfL S A, A8 3 bl & 7 B20 2 1) BPDU,
TR B Z30 18 BPDU; I, SZ LR3I 21 ) BPDU Bl v i35 1 H) BPDU.
2 | SCHALKE P I ) BPDU #E47 UL, i i) BPDU 1E N A SE #edLi¥) BPDU.

X 7-1 #ft BPDU fik#%

o IRMFAIESE
W R E S, B A LLEARM ID, ML AR 1D S/ B & Bl AR .
o MR, FEE N K

M 1y 36 € i e RS AR A0 R AR IR :

BB A
1 | AERHFAS AR B f . BPDU B8N 118 2 iR i o
2 | AR B HR 3t ) BPDU FIAR iy 11 A #4248 , e 1 18— I BPDU::
o IRMF ID B AR F AR ID;
o MRESARTFEH B e A vy 1 AR B A T B I b AR g 11 B g 11 1) B A T4 5
o TREMNFID B NHE B &M ID;
o JEEMEIID B¥AHE YO ID.
3 | AU R kY BPDU AR BAf 5 o 1 A ) sm i) BPDU #E47 ELAR,
FEAR B b &8 SR AT AN [F] i Ab 2 -
o IR IFEHRA BPDU L, NI mer 2 11 & e g im 1, o i BPDU
HETE S SR BPDU &4, & BAVE M A iz .
. s 0 R BPDU R, N £ A B 8 iZum 1 BPDU 5 bbb L FHZE, 123
MU AT R, REBWEARIEREHEE;
% 7.2 WU BRI
o

® HEHIRERAS, RAMmD fotg B30 A 5HE, HEuMmoMAaFHERS, B11R
BPDU X1l 4 & # 3.
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> RSTP

RSTP (Rapid Spanning Tree Protocol, s A sibd s IR STP, A X K4a% 1 i H ik

NEERARAS PVIEISS ,  TTAEFL 1 X 28 e 23X B P A8 P 75 220N 1) . RSTP -3y RS SE 0 PR

TR HIRTSA T

o iy A FURASTREUT R () SF . A& BIRRRR G B C 2= bk HdE, M H Bl
Uiy I S TT IR e K AR

o FiE U s MRS PREHT AL 1 S5 A2« 8 7 i 11 & 10 Sy 1 B0 418 5 i 11 15 106 RURE R AHIE
W AR € I 2 A S 1, AR € o AT DAEREHE NG ROIRAS . W 2R 48 08 I HHEHE O R
B, MV DLEE 5 MR T, 19 200 R B2 HEN L AOIRES o

> RSTP HIEAMES

W% 0 (Edge Port): E#%5 2 i A 2 5 Hoe s B U E 3 1.

RO R R &bl A B i

> MSTP

MSTP (Multiple Spanning Tree Protocol, £ 4B il Z&1E STP Al RSTP ()4l |, R4 IEEE

=il 2 1 802.1S A LI, Al RE AT DAPUEI S, A VLAN LRI & B IR K,

T S TC AR B HE A T 58 A 1) SR 0 FE LA
MSTP FI%F SR

e MSTP il VLAN-SZHIMLsTE, 8 VLAN R BB /2R, HEA VLAN FRE0 5 — 52
W, R DA A SR S A B AT

o MSTP AR N 2881 73 Bl 22 ANk, AN T 182 BR PN S0 A Jsi 25 A A2 bt 2 TR L ST

o  MSTP fEHHEH, K #EHh S VLAN B i 7 3 048 .

e MSTP % STP #1 RSTP.

> MSTP HIERMES

MST 3 (Multiple Spanning Tree Region, 24 :  H B A AH [FHEC B AIAH R Vian- S i i

KA AN o

IST (Internal Spanning Tree, WA ): MST 80 A B —BRAE Bf

CST (Common Spanning Tree, AJEAZER): RN L N BTA MST 3801 54 B

CIST (Common and Internal Spanning Tree, A3EFIPYEA BR324 4 BT A7 180 4% 1) B A

W, HIST 1 CST FL[FM .
MSTP AR SN E & 7-2 fix.
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e I

CIST: 23 50y &4 i b

B 7-2 MSTP JEAME & 4H W
> MSTP HEAFEE
MSTP B HENM LR 2> MST 38, SNz (Bl T8 A R CST; 38y NIl 1 54 Al 22 AR

A, BERRAE R ER R O e — AN 2 AE R se] . MSTP 7] STP —#%, il BPDU #E1T 4= it
IS, K2 BPDU F#47 2 MSTP IMELE (S & .

> MSTP #K BPDU {564 ELi B M)

e B W% MSTP (1) BPDU X #1Y,

W X SR ID AN F Y SR 1D, U X T Y

W X FY FUEAR 1D AHE, H X BISMRESAT RN T Y, X T Y;

PR X ALY (AR 1D RSN AR AE R, (2 X B3R 1D /T Y I938AR 1D, U X BT Y
WEHRXFY FEHID. SMEEARTF A AR 1D AHE, (2 X BB/ T Y, XA T Y
W X AY WA 1D AMEBERARTTAS . U 1D AN SRR AT AR A, 2 X IR ID /N T Y, T XA
TY;

WHR XA Y FLSAR ID. AMEBES AR TFAY . AR ID. PSR aS AR ID B4R, {H X K3 1D
TY, M XAHTF Y.

> IRE

MSTP Hr, M5 3 11 2 75 55 & e A0 ] 4b B BPDU 132, ATKR ot RS R 23 9 LA R DU Ff
o R BSOMELREE, B RIE BPDU L, AT HEAE .

o ) AHAWEE REUE, HlORki% BPDU R, #EATHINEF ST,

o [HZE: AlEEEREGE, BB KX BPDU 3L, AEEHATHibES .

o IiF: WUEREERKWIIT.

> WOff

MSTP ¥ 1 50 A LT JUR:

o M. FUMARIERAR TS B, BUTT I AR 7 e e R R 1y it 1

o FRIENN M SUBTIA) U I B s 4 e R B 1 o 1

e  Master Jij H: HEH MST BRI L, A7 T BRI SR RS E.
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o Eruim . MU IR Master i 1A &4 1.
o & i E i A S o
o ZERHum I WELEERR T I
s A ERREE K 7-3 fs.
EREDER

¥ A1
EihgmO.: ko1, xEa2
Masteriy [1: g1
g Sgo2
FBERA: WAO3. KA5
im0 dgOe

¥ 16
35 H3

B 7-3 i H A o =

AR T EH T RO E S B A N ThRE, UEEARE. WwmOBE. MSTP £ UL &4k
b= AL

7.1 EARE

FEARCE N TH B M AR LA O ThRERI 2R Jm e, AT e AR Z A e B AN AL B B P 1
B

7.1.1 AR E

e B AR TV B 25 S S LAE B A A O S R g, RS A R e R — B S ibLAE T
WRMFHAL . Pl B AL A R D fE, B e 7 BEAEAS DUC B A LA O 1 42 = T BE AT AR G 24
HATHEHTTE: BN >>EATE>>E AT E
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zREEE
4 AR TS | O pR @ zg =
iE
A ARAHER: STP | V|
ZHEE
CISTi 440 32768 {0 - 61440, 4006%4EkE"
EriEETE - 2 b (1-103
E{LEE : 20 P (6-40) B
iE
SR 15 Fo(4-300
TR g pps {1-20)
EAHE: 20 B (1-40)
K 7-4 JEATE

FHAH:
>

>

£RiCE

A R T BE -
A R

SHAE
CIST tt5c4k:

R I ] «

ZALRS A
FRAmI 5 -

TREPR A :

= IN 8

TS IE F AL 0 AR R T RE -
19 AT WAL A AE B A G

o STP: At FeEmi.

e RSTP: P it s A=
o MSTP: ZHAFMMEA.

HEAHH CIST 5% . CIST et i B A8 Hbl 2 4 hk
e YRR ) AR, R S5 5% T 0 S 4 v O S S LR A% 9 iR
Mo (BN, RoRRICIR S . BRINH 32768, HA40E 4096 1
L

WSS RIE PR ST ) RS, FH T4 I % o 15 A7 AR b I
H, 2x(BLLg ] ] +1)<s 20, BRINA 2 #).

S PP AR STHE A AL P BES ORAF I B R A A7 3. BRIN 9 20 0.
TEM IR JT, SR iy R AT R [ B I B 18] o 9F HL,
2x(fEHERT — 1) 2 AL ] . BRI 15 B

TS PERR B EE IS 8] A, 3 8 20 Re 8 R0 R D AR ST T o 3R
N 5pps.

TS IR ST B P B Rk, & PR 1 A b R RIS o BROA
20 Bk
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FE:

o LEHWMLRMESKNKEL STP WA K. REME LD, a5,
WREMHER K, FETRABKME A RIKZER. ZIRMRAE.

® S MNERL M T DURIE R A R R R L A P B, X f e T S R R
WRKEHF K, ARBRLEFAH, REN2RUABBERILT SR, K5 LWL 4
B G R E; wRKE R ERE, RENEMERRELOBREHRE, Hin T RSN 5
H, RETWEKE. ZVRABRAME.

o wREABIEIN, RBEARMEH I H &M, T EA o WS E R AR E; o
REMRFE LA, REAA MR LI B E, A KB BT 5 A R, T P 4 ey
B3 RE AT . AEDORA BRI

o WRAEMEIA, FMNKEHENKEZN MSTP HXHARS, AL HEL 0 HEFE.
FER A BOAE.

7.1.2 A FHHE B

AT RAF S HAE R D RERIH RS2
HANREH T RN >>EAT E>>4 s B

EEERHER
FEfzE: =
STPHEE -
+=H - -
potic —
i a1 —
1R —
FIERER TN ¢ —
EER —
RiRa - —
st AEETE —
oA 0

MSTPERANE 2.
M0 - 1
FEERSE: =35
F: X —
AR —
PIETRE ST - _

BRERT —
RO —
iam R EaTE -
oA -

RRUER

K 75 BEAGR
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7.2 WO E

AT R AC B A el 1) CIST 44
HENRERITE: EBA>>% O E

sOE=s
UNIT : 1 LAGS
EE B0 s rem  SEEmETE aEESTE asEd ST TR EOTEER ROsE  ROSS LAG
v " v v
14001 = 128 =kl =kl ZE =k - LAGT
1/0r2 = 128 =5 =k z5 =El - -
1703 ZE 128 =@ 3 ZR Ba - -
1004 = 128 =) =3 =B Ezh - -
1/0rs ZE 128 =l =k ZR B3 - -
1/0/6 = 128 =5 =k z5 =El - -
1oy ZE 128 =l =k ZR B3 - -
1/0r8 z=/E 128 =& =k =B Bzh - -
1709 ZE 128 =5 =k ZR =E] - -
11010 z=/E 128 =& =k =B Bzh - -
140i11 ZE 128 =5 =k ZR =E] - -
110012 =K 128 =& =) =K B3h - -
1013 ZE 128 8& Bal 2R =E] - -
110014 =K 128 =& =) =K B3h - -
10/15 Z=F 128 8a Bal zE =5 - - e
(= ) (8= ) (s ] [ =2 ]
—_

eEETRAER0 , EREREEEREREREETE.

FHNA:
o O ACE
UNIT:
pristi=
BT
R
ek

SMERER AR TT 4«

A ERBR AR TT 44 -

kg {ug

R S R -

WIGER -

K 7-6 i D E

ERE—AN UNIT i S B

Rk CRC B 1 STP IhRE, Wik,

BN WHLE G .

WPz 2 STP Ihik.

Hf 8 5 2 1 IEFE I 2 75 2 Bt AR o 1 A0 B8 B4R i . [R) 5%
kAT A St 2 v i R 0k AR g 11 . B RN, SRR
E. BRiAk 128, JuH 0-240, HA 16 ({55

EANA MST s 8] 12 b, B Tk aEmit g E e s
ZE{H, RIS AR A R 1% 0 1 AR 1S 2 0 AR i T AR B o (BRI,
RN ol

£ MST N2 b, AT ERFERAETERETHN S5,
(i) Fsf 1 2 i 2 12 i 1 A 7 2 e AR ity 1 AR H o BN, SRR A
S

WEFER TS S P S 1 o 30 %50 11 HH PH 22038 1A 8% ROIR ST R,
AISEIREGE RS, T SR IR IR I ],

e PR 1A S s B OIR S o USUXT AU BE AR E W5 AN 1, G R
SRR S 1 B R e i 1, ) A DUBRGEGE RS B EE RORAS , AT /D AN
DAEL [ g SE IR I [A]

Ja F i s — IR SR FEAS 2
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I 0 TAERER:

B A £

LAG:

AE%:

RS AR A A AR AR
7 i P A SR S R 4B A B A

Mo 1 BRI BR AR B B MK, 07 53 Im) AR 7 I 2 O 5080 1)
i,

FaoE w1 5757 m) I ) B B A B R 1 i 1 o

Master ¥ifj Il : 4% 2 A8 W S8 AR R0 11, A7 T AN R
MR R A L

e 1. M3 LIRD Master i 1A 4547 S 1 o

& s 5 8 v 2843 i 1 o

AXFH . W EREE RS W R A

W T AR AR

B FMOFR R B, PO AR PGERIC, BT AR
F2) ARWEE R, RBOF ARSI RS, BT AL
s

PHZE: AU kB, REARIE GRS, AT H
i =

WidF: PR EERE T .

R 21T TR A

o MTHELH/mENmD, W ZmDEN LR, FK/E BPDU R ik, XA
RE4 (200 O PR TR B AORA,  DURIE R 4y % 2,

o MTETILRAdmD, FrAswmo M UHREKE frt R s,

o UmuEEBAL A REBAE, MR D PTE A £ B LR E NG R RS
M. wiRonD LR WEERT A R, WEEN R A A, AT

I 3

7.3 MSTP 4

MSTP % & T VLAN-SZ i 32 CRI VLAN FIAE AR %] B¢ 2328 ), 8 VLAN FIAE AR R R K
I MSTP s24] CE 24~ VLAN 5 3| — N ES ), B2 VLAN #iZ83|—Asefpl, IELA

S g HE At SE B S BT

REXZ EZHHLE) MST 4. MST BT 0. VLAN-SLZEILE R 58 e 0 FRy, e114 6
FRE—A MST 3. ATGEOFERECE . STHEE M szfbsw 0 =N & 7T .

7.3.1 BB

ATTHRELE MST S84 AET 2900
HEANTE R EHRM>>MSTP S24]>>15 A0 E
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=
B 00-02-03-c0-5a-d3
‘ 13
HETTERA - o | co-65535)

K 7-7 W E

FHAH:

> BHEE
B4 WS4 KRR MST 38, KA H 32 M7
BT A - GBI F KRR MST 15,

7.3.2 LHIRCE

SR E R MST B — @k, FSRFAR VLAN FIAE S Seg) it 6 2 o 5% F 20% VLAN 4
P 28 AN [ (R S5, AR SR —ANVLAN 417, AN 52 B Sl R A S 2F omt () 5 i
HARER G E: ERN>>MSTP S24>>2 5 il B

VLAN-SC{lERST
ZAID | ( 0-8, OfE3RCIST ) A
VLANID : | | (1-4004 , B2 : 13,4-7,11-30)
THEE
= =HEID W (R VLAN ID
CIST =5 32768 1-4004, TRERERET | e SRERRET
1 E=3 32768 T FRIRET | Sk saEinsT
2 = 32768 T2 FRIngT | EhkesgEme
3 =4 32768 T TEingT | Shestiins
4 E=3 32768 T FRIRET | Sk saEinsT
5 z= 32768 TTEFEIReT | SheEEEme
B = 32758 ETEEEmE | ElesiEme
7 E=3 32768 T FRIRET | Sk saEinsT
2 = 32768 ARG | St
[ == | [ =3 ]

HE

SEVLAN IDBRETEIE-TEAE ( CISTERS ) | = PEfeaSmERA.

K 7-8 LI E
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HANH:

>  VLAN-4 bt
Sz 1D
VLAN ID:

> EHIRE
HFE:
241 1D:
RE:
Pk
VLAN ID:

7.3.3 5 0

S5 541 1D

HETERMM VLAN ID. 2% M sEf] ID 1 EF VLAN ID, 7Rt
BEgE, H VLAN ID B8 in, A 2 aiiE o .

7)ok HBCE SRS e, W2k,
R HALINSEH] 1ID 5.
WP R FIAH RSB o

FEXS RSB 1D v, B 58 1ZAS AL 15 2 e e AR AR 1 B A Al
BRI 32768, H.AAZ/E 4096 %L

%56 1D Fra 41 VLAN ID. %2 Jf D AZ7E VLAN ID, 7Eit
B)5, ZHI VLAN ID KgiiE =S, FEmt % CIST .

Sy 1 A2 AN [ FR) 2B B SEE9] b mT BB AS R R A €, AR TORTORBC B AN R SE B 1D v (s 1 0 248, R
FE AT DL S AR S8 S RS AE B
HEANTE R EHR>>MSTP S24]>> 52435
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=R DETE
=HID -
= M =
UNIT: 1 LAGS
EE =0 HFE IEETHE Elss Btz LAG
I | |
1/0/1 128 =7 — — LAGT
1102 128 =z — -
1/0/3 128 =7 — -
1/0/4 128 =z — -
1/0/5 128 =t — -
1/0/6 128 =7 — -
11017 128 =z — -
1/0/8 128 =F) — —
1/0/9 128 =7 — -
11010 128 =z — -
1/0/11 128 =7 — -
1/0/12 128 =z — -
110113 128 = — -
1/0/14 128 =7 — -
110115 128 =F) — — -
(= | (= | (B | =8 |
EIE M

HEETREEER0 , ARREREEEEE e ETEs.

K 7-9 sl I

ZHA
> SEfID R
26 1D: e N B s @ M s 1D
> Sl O E
UNIT: WeFE— UNIT SR s B
EFE: A e vy 1 C B o 1 AR e AN B AR T, AT 2k
Uig ¢ R A AL 5
Sk : FEXF N SER) 1D H, B 52 5 %0 L ) i 1 75 2 e s i 11
FIEEAK Y. BRIAN 128, JEH 0-240, H A 16 5%,
BRRFF4S: TE MST 35k B0 N SEl R, BTk BB f B R T 1 =%
B, [FIEF 2 0 120 R 75 2k i o 1 ARSI o BB/, 36
N e
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WOt 71 S VR A B 245 Hh FE A 1) A

Wi DR SRS AR I TARIRAS

LAG: SR E 28T AT E R A
A‘E‘%:

IRl — i 11 72 A~ [7] 9 2 At SEA) o sy IR A5 5T LA
2 W) E 4R AC B P IR:

SI] | BfE PLEH
1| WIS BLAE A R S ) | HERE AR
fate: WRAFEdE EN
2 | BB MSTP 4R &% IR, EERMS>SEARES>SHEARE Tm, HEL
B AL R ThBE, JFECE MSTP (3%,
3 | FEM N MSTP 35 DI HEE . AR B> > G B >> g S B 7 i k47 e B .
4 | FiiE MST IR HERAE . EBM>>MSTP S2H)>>IHECE . SepEeE 7,
B MST 88k, KA MST 38 1) # s
5 | FESLHE I MSTP 251 Al A . AR RA>>SMSTP S24)>>S2F3 0 7, N MST
BN ASFI R SE, i B S ) MSTP @ .
7.4 ZEE
B A R Th RS, B LA O X 4 o 4% T A2 S R R E e . AT RS RN D
R A TC AR AL & DU .
7.4.1 ¥ ORI
> FRERRI:

FEM LI AMEE T, S L AW BT A B LUAIE ) BPDU 530, SRORREASHL A3 1 (1 5
FUIRZS o B 24 A AR R A 28 0 PR () BB I, (82 T R A S el e ik ®) BPDU 30, K&
HUF A R, EERT e A O, XN BE 2 1 IR B AOIRES, TS BN 4% T A IR R
P BR ORI D RE 2 AMHIX AN B K7 2 o TR IR RS B3 1, B BRI R i A L A%
f¥1 BPDU 3L, 5lkE STP dEHrit &, A Him Ot undr, % F0R — Egi BV HIERE

> IRAFRY:

FEBTH IR IRINEE, CIST IARMF AN & O ARBE K 2 Ab T — ANl S A DN o (B, S 4EDT N B3
TRIC B I 52 21 9 2% T Rl R i, 2% TR B S AR A T e I BT e CE =i BPDU 41,
BUE AT GEARMR R & TIRMRIIBAL, T S BN &SR Sh s R AR . XM IR I0AR SN, (45
JFUR N 127t A e SR A P R B 5 RO B b, SR 2 A 2E

N TP DUR AL, MSTP SRR ORI TIRE: X TR A T ARMF RS ThRE RIS 1, AlLAE BT S
b i 1 A 6 R REDN Fa e i 17 1% R P e CE =i BPDU I, 372K 23 1 R
SHEATHIERE, A RARSC O 2 TR o DORDERIBERR T ) o 244E 2 i AR AR SIS SE A (]
PRI TE AR RC B S, i W R I IR RS
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> TC1R

LA E] TC-BPDU 3L (MR INE AR HIE RSO Ja, SRANUKBIER MR . 26
NPyi& TC-BPDU R SCE R B SN, LI [ WU R K B TC-BPDU )30, M2 1 I Bk
BAF AL RARKAH, 2 PSR IRE T oRIR KIS S . B/ HNL LR TC Ry 2hRE, W]
DR G A2 B L 25 ] o B R 300

JAH TC Ry IhEE )G, B TC Ry AN, {3 TC-BPDU [ KA H 9 TC {4 A" Ab Bir
B H, 2 H R, SSHALE 2 N AN AT RS BRI A o SRR AT DARE G 402 i
B e bk R T

> BPDU {54

LML EEHEES PC BUIRSSA A b 2 B 150 B O 0 S 117, DASEILIX Beis L PUEE R . 24X
e 12 E) BPDU R SCI R Gu 4 H X Beviy 18 BN AR i 1, BRTTHE A RN, 51 2%
A SR AR o X S O — RS L R A2 Y E] BPDU i 3C. dn i A bt BPDU S0
Wi 24 l, e 5] RN RN R

MSTP $2it BPDU {47 T e KBy (kX Fi ety : J5 1 BPDU fRIFDe S5 , 4 SRl S 1Y 3 7 BPDU
I, MSTP wlokiix B 15, [R] A I8 %0 X X L8 LT 9 MSTP e l1, o b o 11 3 A B R 2%
BN R .

> BPDU itj8

BPDU i 38 A KBy 1% 5 %) BPDU k32 Moihi o S #p LU 2% 2 1) BPDU R SCLLfS, 2 1) I 28 1 35
CERHHUEL R, BAERILE N A HANAE 3T STP 5, i SECSHHL CPU (5 il &k
& BPDU RO BOIR A H 1% 55

JEFT BPDU G IR Th e 1, A4 A FEESCRI L AT BPDU R0, (H&mARiER S
BPDU 3¢, MR k22 #4152 2 BPDU #fSCI X, fRiE STP T IER 1 .

FEARTURT AT A2 AL 00 &l TR B Bl JURR RS DhRe, @ WO 56 260 1 11 s F AR Thig
HEANTE R A >> 2 2 H B >>5 H 4R 3P
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wmOER
UNIT : 1 LAGS
B sl B

[ vl
1001 =
11002 =
10003 =
11004 =
10005 ==
10006 =
1o =
1008 =
10009 =
110110 =
110011 =
11012 =
1/0/13 =
1/0/14 =
110115 =

EFER TC{EH BFDUER BPDUiTiE LAG
L« L« [« [ ]

ZE ZE ZE zZE LAG1

ZE ZE ZE zZE

ZE ZE ZE zZE

ZE ZE ZE zZE

=R =R =R =R

ZE ZE ZE zZE

ZE ZE ZE zZE

ZE ZE ZE =72

ZE ZE ZE zZE

ZE ZE ZE zZE

ZE ZE ZE zZE

ZE ZE ZE zZE

ZE ZE ZE zZE

ZE ZE ZE zZE

ZE ZE ZE zZE - -
L2z | (&= | (=8 |

g -
FEARY:

HRBHRY

TC ¥

BPDU 133
BPDU i 3E:

LAG:

Bl 7-10 s {4

PEFE—AN UNIT i S B,
/R) i v 1 BC B i AR g, R Bk,
IR AZ BN LA b S,

B35 1 T A 2 B R e R B R, S BT U A EOR SR
B, U= AR 2% PR BRI A

77 1 224 BT A VA AR MR O 25 AR O L2 1T 52 X 2% 4 Th 45 R PR R AR
Zfo

B 1k TR & ) TC R SCHE STP WS £ b A 5 1T 5 BOdr i
e [0 HL 1SR AN BRI 775 22 Pl 51 ) IR 4% e i R B

B35 13 S i 11 52 3 5% i D 32 A B SR SC R Bt

B 1k STP B s 2% v stk S0z it

S i = H TR AT SR A
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7.4.2 TC &3
¥ DR UL 5 6 I ATC R Ihae S, TFEAEARTI TC /71 TC ARy R{EM TC £
FAHEATRCE -
HEARER T ERN>>% 4R E>>TC £
TR
TCiR4PERE - 20 FHEEC1-100)
123
= H I _
TC{R{PFEIHA 5 C1-10)
K 7-11 TC {547
& HA4H:
> TC{#
TC Ay R{E 76 TC RP AN, 2B E] TC R H . Btz H
JG, HHILEIZ AN RN T R R I R R . BRI 20 %9
£,
TC fr¥7 B #A: HE TC Ay A, BN 5 .

7.5 STP ThReHIAH M M H

> EHMER

o ZCHNLA. B. C. D. E ¥ ¥# MSTP Tjfg;

o ANTFLAZHANL;

o B. CHILEEZX#HN, D. E. F NENEZHIL;
o AWM 6 4 VLAN, A VLAN101-VLAN106;
o  FTHWAIZIT MSTP, JEHATER&YE T F—14 MST #;

e VLAN101. 103 #1105 f#idaimi & LA B NHMF, VLAN102. 104 #1106 sl C AR
Mo FHITZS R IR RE, JFREIR 2 EHE 7 RIS FE h VLAN B 10 A& &40 DL S 3 3R
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> HME
> WESLRE
SB | #BiE Vi BA
1 | FeE D 7£“802.1Q VLAN"Ifgkb, #HR ¥ IZEAA Trunk, I
F3 hnN VLAN 101 % VLAN 106. BEARFR & 7iEiES
I, 6.1 802.1Q VLAN.
2 | JE A TR TEAE B >>FEAEE B >>F AL B 5T, Jo A S i 6e,
kP MSTP A sl i K
EEBM>>EARBEE>>w OB E i, o5 A
MSTP Ijjft.
3 | Bt E MST BIAZ BT &5 | FEERMS>SMSTP S2f>>ERE i, A& 4 N TP-
LINK”, &7 BRAARP T,
4 | BCE MST 31 VLAN-SEEIBG | fEAERR>>MSTP S2FI>>SERI R B i, FE VLAN-5E
w2 . ¥ VLAN101. 103 A1 105 mei sz 1, %
VLAN102. 104 #1106 Wi 3524 2.
o iLEAHANL B:
SB | BiE Vi EA
1| &N 76802.1Q VLAN"IHREAL, HHM i AN Trunk, JF
F3 0N VLAN 101 £ VLAN 106. BEAREL & TiEiES
I, 6.1 802.10 VLAN.
2 | B AR IR . TEAE B >> T ARRE B >>FE A EL B vl H, 5 H AR R DI RE,
eFE MSTP A= bt A =L
EAERK>>EARE>>w OB E v m, /& H b
MSTP Ih&E.
3 | BLE MST B A AEIT R | fTEAERR>>MSTP SLHI>>BEEE v, A& 84 N TP-
LINK”, &1T I ERNRI AT,
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SB | BiE Vi EA
4 | LB MST 1) VLAN-S2GIs | ZEAE R >>SMSTP 2 >>sepfo B i, Al & VLAN-5Z
i 2. ¥ VLAN101. 103 F1 105 Bii sz 1,
VLAN102. 104 F1 106 Wi 3524 2.
5 | BNl B ELE NSl 1 RN | EAERMS>SMSTP S2)>>seFIRc 8 v, Krsefl 1 fL
Je K BN 0.
6 | BAHHL B LB Nl 2 RITEE | EAERM>S>SMSTP S2f)>>seFI B B 7, Kl 2 1tk
Mr %% B N 4096,
o [FLEIHALC
SB | #BiE Vi BA
1 | EE D 7£“802.1Q VLAN"IZhREAL, FHN % IS8T N Trunk, Jf
$3 h0N VLAN 101 % VLAN 106. EARAR & 775G S
1 6.1 802.10 VLAN.
2 | JE A TR A >>FE AR B >>FE AT B U, 5 H A IhEE,
P MSTP A= A =
EERW>>EARE >>w OB E v, /& H
MSTP Ijjft.
3 | Bt E MST BAZ BT &5 | FEERMS>SMSTP S2H>>IERE i, B &4 N TP-
LINK”, &7 BRAIARP T,
4 | Ko E MST 31 VLAN-SZEIBLE | FEAE B >>MSTP S2F)>>S2R B 8 i, fE VLAN-52
MLt . ¥ VLAN101. 103 F1 105 Bit2)ses] 1, #
VLAN102. 104 F11 106 Wi 3524 2.
5 | BAHHL C EE NS 1 e | TEAERN>>MSTP SEFI>>SERIFCE v, K sepl 1
Hr SetR B E A 4096.
6 | BACHHL C BLENSEE] 2 FIRRME | TEAERR>>MSTP SEf>>SEFIRCE T, K s 2 s
HBEE N0,
o JLERZHHLD
S | BME Ti B
1| BCE 7£802.1Q VLAN"IHREAL, HHM i IS HN Trunk, JF
B3 0 VLAN 101 £ VLAN 106. BAREL & FiEiES
7, 6.1 802.10 VLAN.
2 | B AR IR . TEAE B >> T ARRE B >>FE AT B vl H, 5 H AR R DI RE,
eFE MSTP A= bt A =L
TEAERK>>EARE>>w OB E v m, /& H b
MSTP Ih&E.
3 | BdE MST BHs & BT % n | EERM>>SMSTP SEZFI>>IRERE i, &4 N TP-
LINK”, E1T 5 BRI AT,
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PR | Bk L

4 | LB MST 1) VLAN-S2GIs | ZEAE R >>SMSTP 2 >>sepfo B i, Al & VLAN-5Z
i 2. ¥ VLAN101. 103 F1 105 Bii sz 1,
VLAN102. 104 #1106 i 3524 2.

o ACHML E MIAZHAHL F AL E 5 R #pl D
> hibRsE LR WA LRI Br A s SR &1
e XFTsLf 1 (VLAN 101 103 105) 1ME, EMpIEER N N EF L amige, KErawrr.

HHLD ALHHLE A HHLF

e XITsEf 2 (VLAN 102 104 106) 15, ZEBAEEM N T EPIE AR, KEFBREEH .

> EEEWN

o A AZHNLI S L B UUE FTC (RIThEE.

o RAFACHLMLI HTA Ui 1 £ WS F MR RS Th R o

o G P BUS B R TR

o R PC 5 MALG I, #UUS HBPDU ¥ “BPDU i JE"TifE .
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"

FeE HIRB

g

> B

FERZE R, AR = FPORIEIRSCI T A gk, T8 1%, Bl R #.4% (Unicast) 5 2Wt&ais
R 55 as = udE— A RICE B — 5 2, WERA 2 RICEAAE, M Lt ER LM 2 0
MR NFERE S, PR KR SRS I SdikHT# (Broadcast) J5 (&, KRGt
R MEREE S MR T, ANEMATE SR, AR A 2R feR i E R .
AT, U S BORAI SRR S5 L RURIE 22 RSN 28 LA 55 1A RO AR R AR IE 1) B L4
Wore £ RRIEZ SRS T, AR S0E G R P B Mg, i) 3% 5 20E G P AR E
2%, R RIS B P BEAEER, SRR 17 sUACR ARG, X248 (multicast) M
B, el T Mg R B S R AR AR, BE AR EM A G, PRI TR 4l
et s B0l 8-1 fw.

K 8-1 4k fkhmis B iJr sk

AREINES Vo

o  RFXEARE, WHEE-MNZHIKE;

o HMBXREM—NH, ik R TG EARE — IREE B I 48 B & BT 5
o  HEANHIF AT LABERS AN BGR H AR

o SEINPEELREGE, SVF €M EWI G KA.
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> dHIEHbE
1. %P bk

¥ IANA (Internet Assigned Numbers Authority, KRR SR ZRE) e, AFBHRCH 1P
bk D 28 1P ki, Z14% IP Huhibis F 2 224.0.0.0~239.255.255.255., 1, JLAMERR4LEE 1P
b B B 5 B2 SRR

SH B BB

224.0.0.0~224.0.0.255 % E DI TR S A A AN A 4 B B R B b
224.0.1.0~224.0.1.255 SV AL

239.0.0.0~239.255.255.255 | JRjdsl ) N EBAE Ak, ANEEH T internet

# 8-1 RFERIIHSE 1P Mokl B
2. A% MAC Huhik

DLK AL 535 1P R SCIE%, B I MAC sl F 2 BUlcs 19 MAC stk {HE 7EAL S 4 3B 4Rk
SCIF, AR E AR TR — N BRI CE, R — AR AN e AL, BT DL RS A 4 HE MAC Hihik
1E N H BHihE, H8E MAC bk & — N2 MAC ik,

IANA ¥i5E, ZH4% MAC Hulik i) 24bit £752% L 01-00-5E 13k, 1% 23bit HZH3% IP Hihik A% 23bit,
WL R 8-2 fi:

0

32-hit IPv4 | 1110
address

|
71 15 23 3
|

23-bit [
 mapping

5bits
MAC Aderess v

|
|
|
|
|
I
f
00000001 00000000 [0101 | 1110 0
T
E

01 — 00 — 5

K 8-2 IPv4 ZH4%E MAC Huli FIZHH% 1P kb 5 i 5% &R

HIT 1P ZHAR ki 55 4bit /2 1110, AR T 28R4, T 28bit i XA 23bit B 4 HE MAC
fik B, XA P AL RS Sbit SR, ATHEL T 32 4 1P LRk bk U B[R — MAC il
b R REE R

>  HEHHEER

SEHNUAEHe K H R R I R RS AR IR ORAEAT I . i T2 A8 AN RES B VLAN A4, R4
FEHLIER IS8 —H 7052 VLAN ID, 258 Ht LU 2 4 AR Hd G, Hods 0 R se e i 1 BT 7E /) VLAN
WA o AR XT LA HY 1 3 LU — A, e — i M3 BOA BT, SRR 4 2H 4%
i) H AR SR FR LR, R AR bR P EARIMM S H . W AR S
Fo, B2 DRTE VLAN NPT o 1 Bk AR BE B R B N4 H . U H AL AR 1% 2
— i AR, T RN AT E R L e R B — i 1, AT 58 A s e 2L 3% 3
b — etk N 8-3 .
| vianip | @me | owmo |

Kl 8-3 kiR
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> IGMP fiily

}A 2% b () FEHLE T &% IGMP (Internet Group Management Protocol, EIBERIZ4LE F 0 R C1A
I AT % E 28 BRI N (BRES P AR, 4 FEM R s RS %k FoRE, L 5o
HIBBIREE RS EHL. IGMP i (IGMP Snooping) ZHAEZH LA, E1T IGMP il 158 bl
AT A AT LS LR 28 2 T RS EL IGMP R SR AN i AR 4L, M AT DA R
PR EARAE P 28 T B

8.1 IGMP fitFr

> IGMP fithy i) TAEE 2

ML P BN B S 2 A H IGMP #1050, BREFALIRS B S FiE it o 2458 #eb L
W 380 = AL ) 2 2 & R A5 RS (IGMP Report) B, 28 LR 200 1 I\ 43R bk b 24758 4
BT B FEHLARIE I E TR (IGMP Leave) I, i H 8% 2 & 3% % (0 4F 2 41 & 4R 3¢ (Group-
Specific Query), #HIOHHE TN FEZHRE, WPE R SR AR, 58 b B BT EALA [
B, AEHHUE 200 N R bR R . 28 B A8 2 e I R B IR SC (IGMP Query), A2 #pLig
BRSO, Q0SRAE— R I (R B 9 A R ENLRI R L, % T A2 3632 IR o

> IGMP 3¢
ZAT T IGMP it i A2 AL AN [F SR L) IGMP R SCII AR 7RI T
1. il (UIGMP Query)

HE AR A Y, SCAT 23 gt A R SRR E A R SC. B e e N I I A R 00, DA
Z I B RS AR AL R L o 2% USR] IGMP BT RO, 2 idad Belesi 1 1m) i 20 F 4 R %
IGMP 8 HEWMIRIC, ZHN RSO A, AR 1200 1 2 e A AR AL e A R A

X Tl A WAR S, AR RSB VLAN A BRI 1 AAMR e 3 5, FHExt il
U R A S FRy AL B SRS AN A B b o 1, DU N B Hh s E 03, O AR FH K el
v A 8] QR A B A o 1, U et e 1 T

TR E A WAL, SCH L A B A o P AL R 2L A B DA R K IGMIP R 8 L B IR ST

2. AW (IGMP Report)

FENUA A EAUAR T BN AL RR 2 Ons B oy 25 A 4R S04 WA LI 7 A SRR S

TEUCE] IGMP 5 RTINS LK LR SCIT VAN P R e a3 L A2 25, [ AAZ AR S
FERTT H AL AR AL, X AR SO H O LR AR 2 SR Ao Tk B i
1, MR SN B RE d ikFe r, F AS P %0 ) s B VAR s A SR el LR TA R B 11, O
L3 E B VRN T

3. BJFIC (IGMP Leave)

1247 IGMPVL 1 ENLES I H RIS A2 K% IGMP B IR IC, BRI BTG SL RIER S LB TR
R B, HTENETABHABASTRKIE IGMP g T, DA 2 H T R 04 3 I [
e, SCHMUBL R %0 AR R AR AR T ER . 1217 IGMPV2 B IGMPV3 [ 4L T 44k
N, ZIELAIE IGMP BRI, DOE AR hes B O RT 7R 4HR.
HASHAHUNTE — 3 IS IGMP BT R SCIS O 1 #A i 1 e e A AE, 28 #il
IF1] Abt B 11 % R e o AL A WA S, AR B BB R 7 i 1 RF ) Sy B Vi J T T, 8 R 5 B (DR S, A8
UK IS WA L A L FE It R P R o SRR 2 O i i AR A B0 e LR AR, T
R B AR AR -
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> IGMP il A&
1. AHSRER

B EAs 0 (Router Port): 23l b7 2% HH 2H 4% 15 2% 1 i 11
g (Member Port): A2 3l 37 42 20 4% 2H i o it 1 o

2. FHIRE 2%

B AR IR [B) . X BN (] P, G SR A 4L A v 25 0 1B US B A WO S, A A2 i
KA. BRINAE 300 5.

B U I IRD - X BN TRI A, S SRS LA A 0 s BB 15 4050, A iR B o AN A
FHUET ZHEH. BN 260 7).

BT FE I T - A WL B T SR AE LA 12 AL 11 ML AR 4L Ak ) 1) s 1) BROA A 1 D

8.1.1 AR E

Mo B A S IGMP il Thae, 5/ ZAEA T E IGMP il 1) 42 J& Dh BEAAH SRS 4L

ISR SE HAVSC R I AR A RSN R Y, AZ AR B S22 VLAN N 3 58 HLE FH R
SNBSS RS INRE S, ASHAISC B AAE AR B P (L RR BRSO, 2ok tior £ 38, A
TR, HFIREARGAIEEE, W IRYE LR S B %I fE .

BN HBEE>>IGMP Mr>>2EAME

=EEE
|GMP{EIF : 28 * =E
FHEEEET o g ==
ReportEs4E] - EE @ =5
EEEE0E - 300 B ( 0-600 , 3EZI00% ) 2=
s CIeTE - 260 Bl ( 60-600 , 3EZ2608 )
ESEmmE=EEE - 1 B (1-5)
EEEINREREEIRE 2 {1-57
IGMPIITEE
Tk RES
2EAEC
EEEVLAN
| msn | | =8 |
3=
ELEE. EO&E VLANZIEER | IGMPITTEEERA.
K 8-4 FAME
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R

ZIN

>

>

EPILF
ZRE
IGMP 517 :

RENHFERC :
Report R 3CHIH] :

B p i T B T«
P S 1 B ] -

B JE W W B 5t I [A]
(8

B J5 MU B B K
ﬁ:

IGMP fiilr 5 2
ik

Ejzﬁ:

RS A HALE) IGMP it Thfe -
MEFEAZ HATUR AR R R SCHI A BT

HFRAGIT R Report $kCHIEIZhAE, WERIFRIZIIRE, WIHSEH
FEAM S — Report R 3CR A AT B a3 3 1, 4% F R Report 1
SCE B, AN KA B R 38 1 . Report &SI Th s Bh T8>
P& IGMP 8 B I &

FEFT IR Y, RAZ A LB M 2 o R R B R o,
AIZ I i R

FEFT RIS TRIY - S SRS HbL B A F A3 A B 11 A3 PR T 4R S
FUA A 0 R 2K

By O\ B¢ I Mo Y S 7 7 A ] O AR 1] o 2 2L 45 2 A L A 2 45 A o
1, R 2 2 R A ) 1) B A 38 e 7 2 28 W SR 7 7 7530 HLA 2H %
JE o

By N5 S5 I T R A R ML RR A A AR R R 1,
BRI GBI € B RO B2 1A HA LR A

EIR IGMP Wi T (1 & 1.
SR I e TR AR
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8.1.2 ¥ HECE

76 b T R LA P B A o 1 IGMP AT Th g RN e 55 R T BE .
HARER G E: HBEHE>>SIGMP M>>Il E

EOEs
UNIT 1 LAGS
yriz =R = |GMP{58 HHEETTIRE LAG
L 3 L
1/0/1 =5 == LAG 1
17012 E=g=:] E=g=
1703 = £
1074 = =5
1/0/S =5 =5
11076 == ==
1707 = 5
1/0/8 = =5
1/0/9 = E=3=2
100010 £ EEF
1/0/11 = =
140012 E= =2 g2
10113 == ==
100014 =5 =5
11015 == =m -
| & | | 2= | | =8 |
K 8-5 i It E
% HANH
> YHABE
UNIT: A UNIT SR S B
priitz A A% B E v T IGMP {iir hRE, Al £k,
HaS. R AZ B A5 5
IGMP ¥y HEEZum L2 )8 H IGMP T hEE .
POEBEFIhEE: M R PGSR BT Thaefa, AZHMALKE] IGMP BT e, B
F i 11 A 3% 2H o IR
LAG: R 2417 B B R .
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AEE:

® i o By BRI B I 3h ik R Rk EALEF IGMPV2 5t v3 B AR

o LURFEBEAGEGKRMAFERXEZF WA BHEAT, WRENGDTHEZANAF,
MR P EREET, THhadkE —AEAF XU P A% LS T,

8.1.3 VLAN it &

IGMP il T2 37 (4B 42 25 T VLAN 438001, ANFEM VLAN 7] L EAE 1 IGMP 4. A
T TBCE S VLAN (1] IGMP il 23,
AT E WA EE: HIBSHES>SIGMP fiiF>>VLAN it B

VLANEE

VLANID : [ ] (14004
MEsEOeE: [0 | (0. 60-600, #3008 )

\

mEEOsE: P ] #:(0, 60-600, #2608
BaEmEl
UMNIT : 1| LAGS
P e Moz a1 el fe 20 22122128 128 301 520341 361 38 fao] a1 ] ae 1 ae]
LU sl e inlie s rlle 223 s 2T 20 [ 31 33 ] (351 27 [3e] [41] 43 ][ 48] [47]
M smmamn Mlasmsn Trgssn
VLANFIZE
e BrmamED rsRmsED T
EiEhE
(2= | (me | (== )
3=
LAEVLANGERET  LESEE.
Kl 8-6 VLAN [l &
ZHA
> VLANEE
VLAN ID: 5 J5 H IGMP 1M hfERT VLAN ID.
% HH 2% v B TR TEFTRI ) Y, R A AL A MBS s i T BRI B4R O,
N ATZ M g i 2R3, #EFE 300 #5s
Ji5 57 B B ]« TERT I A, an SRS e LA MR B o R U B 5 S, A
RZ R R TR SR 260 7.
BB HY O HEHSIE MBS, 2HTHiMagErmegh,
> VLAN B
Wk Rk HEE VLAN 25, " £ik.
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VLAN ID: 7% VLAN ID.
% H1 A% S [ BN T« 7R VLAN 1% B 25 3 1 (8] o
F% S it 11 Bk 7] « SR VLAN (152 57 3t 11 B (8] o
FSE RO, IR VLAN i s % i 11
BB AR . TR VLAN (18] % h #5311 .
Bl Xf BAAN % H BEATAH R B A

AEE:

L VLAN T 68 3 B, A B B B KA

e B IR

BB | RAE it
1 | JAH IGMP il hig IRV, EHABEESSIGMP Mr>>EARE . WwORE T

I, JA3 HACHRHLET IGMP il D ERT S ) IGMP {it U Zh e -

2 | i2® VLAN B4 33 Ak . EHBEESSIGMP {F>>VLAN BEE T, N
HHLI & VLAN B B HIES 5.

WA B HFEZ L VLAN, 2R A 5% VLAN B IGMP
WirThaE, H54i% VLAN I 5E 2 1%

8.1.4 #H#%& VLAN

S TG AR R 775, BT AFE VLAN B PN R —AN RN, HIRR e i
A EHCE ) VLAN Bl 5 R — 0 A 5 . X R A% S48 0720, IR T REMIH T

T TC B AR VLAN, 1 DU R A 1o (v 0 o <2 AL P g 10N I ZH 8% VLAN H, A4S [F] VLAN
PR P S A — A% VAN S0 AR50, AR 30E R 4% VLAN WabAT (4, MIm T 7o
%o AT 413% VLAN 53%5E 1) VLAN 524 Fa 5, 224 o #5158 LUSIIE .

Fo B 404% VLAN 2, 7524F 802.1Q VLAN IHAEA TSGR E — 4 VLAN 1EN41HE VLAN, FHH541
7R3 N VLAN A, 414 VLAN B F S, 76 VLAN ST oA H e VLAN it & 4%
B, BVAHREEE N B (4145 VLAN LA S VLAN # % .

HARERI T HIBEE>>IGMP iir>>4H3% VLAN
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{FIBVLAN
EREVLAN ; BR @ =zE
VLANID : [ ] 24004 g3
BEEmEE0E b | #(o0.50-600. #3008
BRSO : b | # (o, 60-600, 372608 )
AFsHEEERsl

UNIT : 1 LAGS
A T P e e
(NN R [N N Y REY KA ) PN R Y e A R BN Y E TV BN EXY EEA B2

fersia=p |
UNIT: |1 LAGS

7 e 2 e T e S T i e T
I N N N N Y R KA S RN B R A B Y KN BN ERY B BT

Tazramn Desmn D lrmesn

23
1. GETERBVLANS , FrEflIGMPIEIETERVLANFIMHE,
2. BATEVLANEENE=AEOMHERVLANESES | SBVLANT EEFEET.

K 8-7 4H+% VLAN

% HA
> #H# VLAN
ZH$% VLAN: HEFEE S 5 20 4% VLAN.
VLAN ID: 5 H3#% VLAN [£] VLAN ID.
% H A5 v B T TERTCIS RIS R AS AL M E A 11 B2 B B4R S, 3t
A% 6 28 v R 2. HEFFE 300 5.
R B 1B ] - TERTCS TR P, R AZ AL MR o i 1 B2 US B3R 5 00, mk
RAZ R G R R, HERE 260 £
AR AR . BIRAFE VLAN 50245 8% e 2 it 1] o
BAKhma. WFEASE E M b e 1, Z AT RIMagrm gt
AEE:
® im0 SAHAEHE VLAN B, E I A& R om B LR R A% AE.
® L4 802.1Q VLAN 3 fE 4L SE B3 B 4 % VLAN BB E , 414% VLAN A gk IF %3517,
® ZI#% VLAN & Bk 5t 3 O B3 0 K AL 3 #F 4 GENERAL.
® % VLAN PHBEmBEmotsmo XA LHEE N TRUNK =F 2 0 AN &% tag’th

GENERAL 35 1, %N 44 VLAN W8 BT A B A3 K 5 s 0 40 6 ik 3 R 3 41 3% 438 .
® U THIEHVLAN B, FraH IGMP X # R 74 4% VLAN A 4.
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fl B DR,
PR’ | BiE AL
1 | B IGMP il Thee DIEERE . 7EHIBEFSSIGMP [IF>>EE AR E . 5 O EE i,
Ja FZZ HHLET IGMP i W Zhae it 11/ IGMP AT ThEE
2 | fIE4H#E VLAN DikHEE. £ VLAN>>802.1Q VLAN Ihfgkt, fZ2H#% VLAN,
FEB BT R B i 1 RD % el 2% 3 1IN i% VLAN .
o it B Al DA TR 1287 GENERAL .
o AT B I H i I A 1287 TRUNK B HY TN A7 tag” ()
GENERAL.
3 | BB AR VLAN 11330 | WkERE. S NEBEHE>>IGMP [r>>H3% VLAN Tm, 5 H
ZHE VLAN FEICE A7 VLAN B S .
R 1) 2 B0 U1 FH BRI .
4 | AEREEN FCE BRI, N 7E A RS T S>SIGMP i >>3E A/ B v i e
Ja i VLAN"2 B 4k, E7-44% VLAN [ VLAN ID.
8.1.5 AL E

1EIE1T T IGMPRIHEM A, FE—G ZZHE RS R UIGMPE I, 75T KIEIGMPE K L,
f8 = 2 A R A RE B8 16 N 28 JZ G ST G 2L B A SR T, T AE I 28 J 2 1E 5 e R AL AR i o T R 2%
W) R A T DU IS T = 2 R A 5 BN A2 B IGMPHR SR A 37 2 A B e A R T, S
W B R AR, fE— A = 2R A, (T %A & 7 5T IGMPE H 25 1 D) BE,
IXFE M2 A2 R BAPEAZEIGMPMMEZ B SC, 2 %44 i@ i T IGMPH SOk 7 — )2
MZHRE R RI. N T R A @, v DE 2% EAEHIGMPTT Al 2%, 18— 2 & Reig 11
AR HEER 2 @ LI R KRR I, MMAEEUR FE G 2 IR W e R AR S . AT FEH TR E
IGMPAG T 25 1) 2% FIAH S S 2
FEANR BRI EE: HEEESSIGMPITr>>E 2 8

IGMPIIT= EREEE

VLAN ID [ 1-4094 }
E=EEE G0 L 10-300)
D

EAHRTETE] 10 B 1-257
EEE=EEEIP 192.168.0.1 (FETL - 192.168.0.1 )

IGMPIA = EEERI=

2 VLAN ID ZgiEE SA BT EETEEEP
R,
EBRE=ERE 2 EREER
TEEHE 0

K 8-8 Aifi#shic &
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FHEN
>  IGMPiT RS E
VLAN ID: N T B JA F B SRR EIIVLAN 1D
24 6] KR - B N ) (R RS 1] o 7 ) 45 2 4 R ) ORG F TF) i 2ok P A 4R SC
= NIV R B N VAR S i DA ) 2 R (] B PR A
T EWIRSCIRIP: B N3 FH R SR IP L AL o

>  IGMPUrE A8 FIR
A IGMPINT & 1f 28 IO R4 B 240
8.1.6 Profilefic B

ARG 3 G B A B R A AR bk B
HARER A E: HIBEE>>IGMPIF>>ProfileAt B

SEEIGMP Profile

Profile ID {1-999)
s
#L fiF @ EE
sras. e v
IGMP Profile (S8
iz Profile ID s #EE] B
1 s =
(== (== ) (=5

=5
{FaTLl =g s Eprofiledl PEE.

K 8-9 fil&Profile

R

N E{I\/H:

> BIZIGMP Profile

2

Profile ID: HiAProfile ID, [X[a]>41-999.
5 W fit B iZProfile i i e =L

o V. RAMAMEMILE T IEMILTEHI, A AbBRH RO
o JEZf: JUACERA ML ASAE R PE I v A AR R S
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BrikE:

IGMP Profilefg B

priik=E
Profile ID:
B
e 1 -
etk

Profile £,

Frofile ID
#
EhnPEE

Frateht
S

IPFEE

p= ———

A= SITT

WERZHHL T

HEFEIGMP Profilefs S A S AN, AT DLFE B bRodk B4 2 i =5 1)

%H-
o &b HIRAEBIGMP Profilefs &,

e Profile ID: I ABKEH S H FHE & MProfile ID.

7% J5 A LU BR Profile 4% H -
EI~Profile ID.
S oRProfileftyid e .

R MEIGEE T 1ZProfileff) 5 M .

s il < HE> 2P rofile Vs I B AR I pE AL Mk, A P

7N o

1

e v
(7. : 225.00.1)
(18T : 225.00.1)

sttt sETEliniE
RS,
| 25 | [ e | | =8 | [ =80 |

A

FHAG:

>

>

Profilefi=

Profile ID:
R

winPEHE

e fe H k-
SR Mk

8-10 AProfiles it JiE 4H 4% bk

. 7xProfile ID.

fEizProfilefid yEM, FTI—RZA REERL

B yE AL B A 2 3 P H L
BRI PEH IR B 25 R AR P B .
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> IPTEHE
privti= ‘n)ige Je o] CAIBR IPHBIEBE 26 H -
F5: EIRIPHIREE R R 515 .
Fedfh L SR IPHUEE B AR AR H AR 1P HuLE
ZEHR bk IR IPHESE B ) 45 R ZH R 1P b L

8.1.7 Profilegf5E

AT KRB E v 1 S Profile b AT 405, A IF L I ThEe A2
HARER A E: ABEHE>>IGMPIF>>Profiled8 &
Profle SE7 i BB HE
UMIT : 1 LAGS
= =0 Profile 1D  1-999 ) S MAEEE T LAG

| | | | L ]
1/0/1 1024 == LAG 1 =
11012 1024 == _ =
1073 1024 == _ =
104 1024 == _ =
105 1024 == — =
105 1024 == — =
107 1024 == — =
1/0/8 1024 == — =
1/0/9 1024 == — =
140110 1024 == — =
1/0/11 1024 == — =
140112 1024 == — =
140113 1024 == — =
1/0/14 1024 == — =
140115 1024 == — = -
| 2 | | &= | | =& |
3=
A A Profile s S BT R B EIPA AT,
Kl 8-11 ProfilesfsE
% B4
> Profile 5 KXIMANHE B2

UNIT: HRIGUNIT IDE A & A HHL AT E

HoPk: RS BCE G O AR e TR, W Eik.

wo. IR AT WAL 11

Profile ID: T B i 1 46 5 IR Profile 20 #5 1ot g S 4
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BRIMAZEHEH - Jic & o AT DU 21 e RAH B2 H -
s AR 3 R IINZH % A 5 Dk Bl R AR L B, R E AL
A, ZHNEHAITIEE .
o FEFr: AHIMNFHAHSEL.
o B v UMK AR, FK om0 M 287 SN 24P
Huhik e /N ZH B RS R
LAG: Rt E 2\ Fr e f R A .
B E: TH BR 0405 (I Profile .
A‘E‘%:
Profile4f € 1% & xt # & 4L #& P 4 3.
fic & D %
ST | BiE |
1 | i & Profile Wik tElE . EHBEES>SIGMPHINT>>Profile e B i, A%

Profile ¥ B 4 &1Ly bl

2 | BB AR IR | e RAE . EARREESSIGMPATNT>>ProfilegfE i, FLE

st 1 5 Profile45 € .
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8.1.8 34t

FEAGUR] A Sl o5 i 1 AL AR OCRE S 2, T IR M2 P IGMPHR L
HATER T AREE>>IGMPITr>>1R X4t

=pulzE

SRREET * =5 =3z
FIFTRES : 300 Bl (3-300)

IGMPIE=T5Et
UMNIT : 1
=0 EiEE BEES (V1) EEES(V2) BEES(VE) =R R
1101 0 0 0 0
12
13
10/4
105
10/
17
18
1/Vg
1/0/10
/011
17012
17013
1/0/14
1/0/18

o o o oo o oo o oo
[ R e R e e Y e Y e Y e Y e [ e Y e [ e Y e Y e [ s ]
o o o o o o o o o oo g
[ R e Y e [ e Y e Y e Y e Y e [ e Y e [ e S e Y e [ s ]
o o o o o o o o o oo 9
oo o o oo O 0 0 0 O OO0 o0

(&= ) [ x| == )

Kl 8-12 kR &iit
FHAA:
> HIRIH
E BT - WA A R B S RET L EE -
Rl 3 - S5 E SR R A
> IGMP# 4t

¥ 0« BN AZHAL I T

IR o FHZUCE I AR SO RE
WERIL(VL): oni B IGMPYLIR 5 40 S % H o
HERIL(V2): T IR IGMPY24R 15 4R CSC AL H -
WERIL(V3): R IR IGMPY3R & RS I H
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BT R TR B TR SRR E
BRI L BB B S
8.1.9 IGMP i r Th Re 4H. PN 5 F
>  HMFER

H R P R AR R RO, R R I A e LR e e B S A R P B
S WAN 5 HBJEAE; LAN D538y ZE, Hisid VLANS %k s .

ML a0 3 HE AR A, OB VLANS # 8 5dE; w4 5P AME, HiEid VLANS
KEAE; w5 5H /7 B AHE, Hidid VLANS # k5 .

A S5EEHMLE N T 4 A7IE

I B: S5ACHMLEN T 5 AHIE

fic B 204 VLAN, 7~ A FR P B i 208 VLAN H20 i 1B 500 -

> HME
Jy -
paER v
AL
i 114
VLAN4
%FAI FFB
> WESE
T B A2 AL -
BB | BIE PiEA
1 | fJ# VLAN 7E VLAN>>802.1Q VLAN R4, fil VLANS. 4.5, 3K VLAN3
(IR S N 3% VLAN”
2 | EE )R 7E VLAN>>802.1Q VLAN Ifjfig4t .

BB o 1 3 [ 288y GENERAL, WL TAG, FEA
VLAN3. 4. 54,

Bt B o 1 4 (s 28809 GENERAL, S O#I] UNTAG, A
VLAN3. 4 7,

FeE s 1 5 [ 12880 GENERAL, S #1] UNTAG, A
VLAN3. 5 1,
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SB | BiE VLA

3 | B IGMG fiilr EAHBEHE>>SIGMP fiNr>>E AR E i, /B IGMP il IhfE.
EHBEE>>SIGMP Mir>>i OEEE 7w, B HmE 3. 4. 5 11
IGMP i W Ih &g

4 | B4 VLAN EHBEHE>>SIGMP fiilr>>H#% VLAN T, /5415 VLAN,
B & 4H4% VLAN 11 VLAN ID A 3, H'eSEd U FHERME

5 | K% VLAN TEHIEEE>>IGMP fir>>EARRE T, “IGMP (il {5 B4k,
“CE R "SR N 30 4. 5, ‘B I VLAN 2R N 3.

8.2 MLD fiiHy

> MLD Witk

MLD (Multicast Listener Discovery, ZHEINT KL BO WiWrig T £ ZZ M2 d, 7578 IPve 4
PR (0 2% 2% R 38 AN N L2 TR o fE 4. Bt MLD fiilrbLi, Sk I1Pve 41 3% S A ik B h 3%
RETECMEN, mAREEAN VLAN 8. S HpLiE IPve 4375 f B0E a ok G @ M4 i
86 AL B A R . MLD iIWT 7E 1PV W48 HH 7E S IGMP 0T 7E IPv4 2% HRAE B .
AT FH 7 AL 26 48 2 [ 22 B MLD R 3, PREFZH RS B AL i i 1. 438 bl
F) LA B B 88 & H AR R SC (MLD Report) B, A2 UEHN 20 T NN & bk R b 458 el
WU B EHLRIE B R SC (MLD Done) B, A8 3l oz Kz i%3m IR 2 & ik 5 (Multicast-
Address-Specific Query), i3 HE EHLF EZAHSE, WP R NIRE RS, 258 HALAS B A
FHUIEIRL, A8 b LAE A %0 N P bk 2 B o % Hh 45 22 08 IR Bl S (MLD Query), &2
BB B WIROCST, WA — 2 RN 8] B A B SR LWL R S0, BT % M2 382
bR o

>  MLD iy E A&
1. MLD#

EHHL (MLD Queries): H MLD B H#s & H, 4> Al HE R SC (General Queries) FlfEE4H
R (Multicast-Address-Specific Queries, MASQs).

MEWILC (MLD Reports): HEHKH, HFEHPAEEZMAFE—HFA S E T MLD &k 4T
Wi J97 P 72 A g S

BEFFRSC (MLD Done Messages): FAHLE I IPv6 LRI 2 % B T C, DUBZAN IPv6 417k %
H#H O T T IHEANHREA .

2. AL AR S D

B ER 0 (Router Port): AZHALH % 32 538 0 n B HH 85 0 ity TRk A % b 28 i 11 o

B E (Member Port): A3 HH % 32 538 5 ) 2E 47 B 53 (1)t 1B R A ol 07 iy 11 o

3. MHIER A

B i 283 O Z4LIE] (Router Port Aging Time): SXERINHAI, W A8 #b L% G M H 280 113320
BIEWIROL,  BR s A H 48 0 1 5138 BLMIBR . BRINES )24 260 5.

J 7 DAL B (Member port aging time): IX BB Y, 40 R AT B LB MO 573 o 1 F2US B3
BRI, WS I MLD ZH AR b 3= B BR . BRIART ATy 260 £D.

BHE#EIRE (General Query Interval): ZH3% ks t 2% & 1238 B 25 v S s a] 1) B

¥ HEWERE (Last Listener Query Interval): A2 #1245 2 225 10+ S0 At et 1) 1) B
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K HIBHA W (Last Listener Query Count): 24—/ IPv6 B4 KU E] MLD Report i
SCIMZAHT, 2 % R 2% R Js e o 2H A w4 SC AN

>  MLD i TR
1. EHARM

MLD 1] % FH 2% € I ) A 1 X B & H 38 H Z 1) 4 SC (MLD General Query message), LA )i
B AR 1Pv6 B2 Al bt o ASH AU BE H B O0E, 208 Ak S ) e i BT 7E VLAN
[ RITA HoAh A% ,  FExTEelicm EAE AR EE . R Bl O A2 A Bl ds i 11, P A
P AR I BUER,  JEE S th 2t A2 AT ) an 5% O B el as o 1, 0 B2 B 0% 0 P A i
)AL T

2. BARAME

2 NI TE — LR 21 B X e o 4% AR SCEAT WA RIS AR AR 01 R R R 4R S (MLD
Report message). AZH#ALUCE] MLD i &5 4k 3CJa, 25tk SCE I HUCe /% H T VLAN % H
i R M 2, RIS AAZAR SR AT H ENLEOI N RO AR A ik, o SR Bt ko 17 (9 LR 2 A
FEAE, WG IR AL H o JF 2R SRR 1 SORH LR AR B - p SRR A o 02 3 1l 0 o 11,
R MBI HFR AR R B, I8 A% AR S i 1 22 AN 8] o Rl 1 S A7 AE T3
KB, D) A i 1 AR T

3. WRREFF

BEHLEFF IPve AR, 2 K% MLD & (MLD Done message), LUEEIZREES 2 EH O
BF T AN R

TR FF RSO3 T T E R VLAN A B PO B T DhRe, SCHHLEW RIS HRSUE, M
o R IR 2 A AR (MASQs),  PUKGIIZ 3 R & R A [ — N H R AL R A7 . e il
P VAR S A3 R B A R AN B e B P O, SR e R 7 B 1) P a1 38 A RGBT I )4
RIC, AHMU 20 v A FR2H 1) e B 3 BRI B, R itk B TR oC I 1% VLAN BT A 1) 12
FH a1 R 2.

MLD it 2 1L IPv6 Hig 4778 — 28 bl B Wil . 28T/ 7 MLD fitir iR 5, 1Pve 41
FhEE R A 2 Ay BE15 21X Le 500 11— R 00 0 V% et 25, A = AEIX S VLAN BT o 119 ) 16
WD R BRI R . MLD U ALHIFR] T IPV6 ZH4% 2 il 45 S ke 2 il 2B Bl v i 4 %

8.2.1 AW E

AT DLZE L ARAC B MLD il i 4 R ShEE AT EE & MLD i )5 A4S B
ARER T AREE>S>SMLD Mr>>EARE
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=2FEE

MLD{IAT :
AR
ReportfE=30s] -
FREERELATE -
REcyEs[1ETE :

= TR A SRS
= TR EENRAN

MLD{sEF=E
b=y

EEEEO

BEERVLAN

300 FI ( 60-600 , EEFS300F0 )
260 #I ( 60-600 , FEFE260F0 )

1 B (1-5)

2 (1-5)

2!
i

| ms | [ =a |

=

=ETEE. L& VIANZIERNER | MLDMITTREER.

W

EPIZE
> ZREE

MLD {3 ¥t
RANEEM:

Report 3} 3CHIH .

B e A B ] «

FR 5 ¥ 11 e T -

B 5 W8 W B 1R 2 )
-

B BT AR SR B R
-

K 8-13 AR E

BEFE R i F AZHAILIY) MLD i Zhie

VR WA AR F AR RO AL BT 7%, 75 4R R MLD it
The-

ARSI Report #HICHITIThEE, WIRIFIRiZThEE, WK €4
FEAM S — Report R 3CR AT B 255 11, 425 R Report #i)
SCRREAI, ANRAE BRI ARG . Report #RSCHIHIT) A B TR
/bW 2% MLD $s (0 R &

FEFTCINT TR Y, AR SRASHATLBOA MK b 25 o R Bl AR, il
A% 45 3 1R 2
FEFVCINT IR Y, S SRAZ HATL A A 38 Al B2 11 A& PR i T 4R ST
BN NAZ I 5 i 1R

B O\ J M T S 73 D ) R IS 1) o 22 2B 9 2 A FLA 2E 4% 1 0o 1
W S R A 960 1) o8 A 328 R 7 2L 1T A0 AR ST T3 2 75 38 A HA 2 4 ik

=]
AR

i N T L A IR e A L RR A A A AR o T, R
ERIE GBI R 8 H AR OO B2 1A HAl AR A
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> MLD fithrf5 B

ik 7~ MLD 5t Wy f g B 10
R - ST 7N T B T AR
8.2.2 i DL E

FE L DU AT LS FH BRAE F it 1 MLD At T D B A PR IE 25 T D) e
BEATE KT HRREE>>MLD MiYr>>% O i E

EOEES
UNIT : 1 LAGS
pricic2 = MLD{sInT HREETTIEE LAG
L 4 L J
17071 E=g=s E=g=s LAG 1
1oz =5 =5
1103 E == £=m
1704 =5 =5
1/0/5 =5 =5
1ioe =5 =5
T =5 =5
17078 E == £=m
1109 =5 k=323
11010 == =5
17011 =5 =5
1012 E=22 ==
10013 £ z=H
1/0/14 =5 =5
110015 E=3=c] == -
Lz | [ &= | [ = |

K 8-14 imIfCE

FHAG:

i DA B

UNIT: PeF—A> UNIT Bomi 145 B

ik /Al 4% H G B 5 T MLD fiiWr Thie, mI£ik.

W05 PNE Qi INE N RS

MLD i : B Z s L 5 5 H MLD (i &g

PROE BT T BE - Wi R E PR E TG, L] MLD BT, B
W 1% 11 AN ZEL 96 2H A B

LAG: S 2 BT R SR AL
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8.2.3 VLAN &
MLD {oi Wy ffr 8 57 R 2HL % 402 25 T VLAN #8350, AR VLAN 7T L% B AN MLD 248, AT

FH T & 44 VLAN ] MLD 1iilr 5.
HARER T E: HIBSHE>>MLD fir>>VLAN BLE

VLANES

VLANID : [ ] (14004
mEsEOsE: o | #:(0. 60-600, #3008

[ & ]
ESEOeE: o | #:(0, 60-500, HFEE0E)
#aEaED

UNIT : 1 LAGS
P e folrzais el Eol 2 e zs 2e] 50T 52151 561 el ol ez fedfaeifaed
LB RE LT L aa]fs A7 ifae ) 21 (23] 25 |27 [ 2g | 1] 33] [ 35] [ 37] [ 39] [ 41][ 43] [ 45 ][ 47]

T lssmamn [asmen Dressn

VLANEIS=
s vmnmﬁaﬁiu’ﬁﬁguw BEammmsEn mEmEaSEl &iE
FEAE.
(2= | (e | (=5 ]
jz3=

SEEVIANDIEEERAT | ILEEEEAL.

& 8-15 VLAN i &

FH4:
> VLANEE
VLAN ID: 5 J5 H MLD fiilr D BER) VLAN ID.
B e AR 3 R ]« TEFTI (] P, AR A bl A MR E s el B A R os, wh
W% R A 1R, HE7E 300 B
P57 B 11 B TR FERT VI [P, G SR A S MR B o U B 5 45, A
SAZR G R AL HEFE 260 7).
BB S AT E G R 3 1, 2 AT RIMRE Mg,
> VLAN %%
b7k n)s BECE VLAN 25, i £ik.
VLAN ID: &5 VLAN ID.
B8 E 25 o 11 B 1]« SR VLAN 15K H 25 i T[] o
P57 B 11 e TR 7R VLAN 1 57 3 11 J8)
A AR 7R VLAN AR I H 4% 3 1 o
B AR O . SR VLAN (30 % 38 1 .
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BlE: X BN B HEAT A N 3R
TEE:
Lg% VLANT 8 B F B, AR TR B E KR
fic & 0 IR
S | Bk P
1 | JaH MLD i o6 WIEEAE., EAREESSMLD ir>>EARE. WMORE R
M, i R HHLI MLD iU BhRE R 1 MLD i Zhfg .
2 | it ® VLAN 4% S5 A e HEAF . [EHIBEFSSMLD Hir>>VLAN BB T, A2s

HLA & VLAN Ao & %S5

WA EHEZSH VLAN, RIREATEZ VLAN I JE MLD
iWrThee, IB41% VLAN SR 50R 2= 1%

8.2.4 #H#& VLAN

S TG AR R 775, BT AR VLAN B P IR — AN RN, IR s e i
AN S BRI 1) VLAN S 05 R — Oy SRR A5ds . X PRIk s i 7750, IR SR TR T .

TS B AH R VLAN, AT DL R A e b [l R g 52 4L AR o 1 0N 22 3% VLAN o, {548 [R] VLAN
PRI P 3R A — AN 4% VLAN 200 3B 500, A3 5 H A 413% VLAN Witk 4r &85, M5 14
%o AT 413% VLAN 53581 VLAN 524 Fa 5, 224 o #8158 LUSRIIE .

Wil B 2146 VLAN 2 0f, 77 802.1Q VLAN IS E A VLAN fE AL VLAN, FKiH
7 s N VLAN . 418 VLAN JE F 5, 78 VLAN S0 oA HE VLAN BLE A% S5
B, BVAAREEE N B (4195 VLAN LA S VLAN # % .
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BB | BME i
1| BB AR B SRR . 7RV MR >>E R B AL B — M T E ACL
IO P A 285 T B o
2 | BdE ACL AL IR ERE AEVF IR FEH>>ACL Bl E AR 7 AC E ACL M
Y% A 0, 35 AT DU
3 | it & Policy Wk HEAE . FE VT R IR K >>Policy BEE =M% iU I E
Policy, XFUCEC T #HR. ACL LI %4E L, mTLL#EE Policy
W B AL T
4 | Policy 5 I/VLAN g5 | Wik fE(E. U5 RIEHI>>Policy 48EllE = Mrgs il
Policy 5uiii [1/VLAN #E47485€, 14 Policy N 21 FH N ) i 1
IVLAN L.

11.6 VimAERISIseAM A

> HEHMEXR
1. WEAESIIRAEFEN A EH B AR BIE, BFEA R MAC Hih A 00-64-A5-5D-12-C3.

A w DN

WEARCERT ) AR N G AE AR R T] AT 1) A &R 3E .
W EEN AL AR [ ASBES 7] 2 7R A
T3 AN A 01T 2 18] ELAHASRE VT 1) o
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> HME

JSLI%
JSLI®

AZHHL

P16 P15

: |
salss
S=15%

IR 28
IP: 10.10.88.5
MAC: 00-64-A5-32-4C-12

HFAESTJIP: 10.10.70.0 Wi%#EIP: 10.10.50.0
P\ RMAC: 00-46-A5-5D-12-C3
> WELRE
BB | BE T B
1 | BB A TEV5 3 H>> 0 [ BRECE DA kb, B (a B, #iid N work_time, i [A]
BCR R Sk Ta), R e R G R AR H O — 28 R, iR A BOES N
08:00~18:00.
2 | FRLIME 1EVi ¥R >>ACL BEE>>FEe ACL Ui, 6 ACL 11.

FEVF M| >>ACL BEE>>MAC ACL Tiff, %&£ ACL 11, GIEHIN 1,
GAERRERENY; AiETE MAC # &~ 00-46-A5-5D-12-C3, fEiH
FF-FF-FF-FF-FF-FF; B[R] Bk £ T0RR 1.

1EV5 FIEH>>Policy BEE>>## Policy T, fJ& Policy, &AFEN
manager.

FEY5 W3] >>Policy Bt B>>ELE Policy Wi, ¥ ACL 11 % %] Policy
manager.

FEV7 M| >>Policy 48 et B >>m H 48 € 1iif, i%4% Policy manager 5
Ui 16 485 .
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2

Btk

BB

TR 2, AE

TEVF AIEHI>>ACL LB >># 8 ACL i, @& ACL 100.

EV7 i E>>ACL BRE>>HRvE IP ACL T, 8 ACL 100, GJ&Hi
1, ZAEAE R E NV W E VR IP 4 10.10.70.0, fEhS ly 255.255.255.0;
wWEHM IP N 10.10.88.5, # AN 255.255.255.255; i [A] Bt ik £
work_time.

EViAEHI>>ACL BLB>>HRME IP ACL TTH, %8¢ ACL 100, BRI
2, ZAaPEE R E N ES WEE IP ¥ 10.10.70.0, #14°}y 255.255.255.0;
% E HA IP 5 10.10.50.0, D)y 255.255.255.0; 8] Bk MR ).
7EV7 i sE>>ACL BRE>>HRvE IP ACL T, 8 ACL 100, GJ%Hi
3, e ERENES; WEIE IP 5 10.10.70.0, #6134 255.255.255.0;
wWHEHK IP A 10.10.88.5, Ny 255.255.255.255; I [A] Bik £ IR
il o

TEVi I $EH]>>Policy FCE>>%ig& Policy Ti, €& Policy, %FEN
limitl.

1EY5 42 %]>>Policy Bt B>>E & Policy 7, ¥ ACL 100 i/ fH 2| Policy
limitl.

TEVi I $EH]>>Policy 48 ic B >>hs D98 L, #E#E Policy limitl 5
M 16 485 .

TR 3. AE

FEVT ) 3EH>>ACL BB >>HE ACL i, iz ACL 101,

FEV5 3 H]>>ACL BEB>>HrdE IP ACL T, ¥4 ACL 101, SJZ N
4, ZAWAE R E AL WEIH IP 5 10.10.50.0, ##4 2}y 255.255.255.0;
wEHM IP 5 10.10.70.0, #ERY A 255.255.255.0; 8] Bk B TCRR
FEVF 4B H>>ACL BB >>HRME IP ACL FUjH, “EF: ACL 101, GJ7#m
5, WAEERE NEF:; WEIE IP N 10.10.50.0, fh5%4 255.255.255.0;
wWEHEM IP A 10.10.88.5, 4N 255.255.255.255; I [A] B ik
work_time.

V5 I H]>>Policy BLE>>## Policy i, 8% Policy, #4HEN
limit2.

FEY5 W3] >>Policy BR B >>HL & Policy T, ¥ ACL 101 B F Policy
limit2.

{EVF IE 3R] >>Policy 48R B >>¥ 48 Ui, %% Policy limit2 i
M 15 455
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FI2E MERE

W 28 2 R HON (R R 22 a3t 7 2 e 18 i, BRI 4EE . DHCP . ARP 537, IP
WP, DoS B, 802.1X NIEFM AAA LISy, 1M SZbr R E TS .

12.1 DUméhse
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€, UNXIUANSHUE BRI TfE 2. ZZhRErT LU ARP B, AR E90E R AU EILA

Gz

AAZHHSCHF R = U e e 7 5

1) FEhghg, BT AP0 R A P e fE 2. Zn] LA i SR A R A P Y
JufE BN, AE e AT E .

2) HighE: L ARP FHIEREUSIRM - PG TeE R, JFARYE SRR Zk Rl 45 R AT 40
SE o BEERE T A FAEA NI T RE T 1P Huht Bt 1744

3) DHCP filr: @it DHCP {5t Zhfefir DHCP | &4, id5edE i IP. MAC 1 VLAN ID
SER. RN SR T DHCP IR 4s4a JR s i - 70 iE 1P ki, DHCP il Dh g mT LA
AR 77 (i b 5% Jey 38k P (R DY a5 B o

B = A5 SRR IU e R 25 H 1 =ANRIE . = FiRIEHI Y ol e % BB B aise A —5, DLk

PR . RV e e 5% H AR R, RAKE e g m sk B A t=MkET X, F3)

gRE e, HREFEMGE, DHCP i e 2R k.

AR iEgh e FR . F3hgh e Mg e — il & T .

12.1.1 BEFR

FEGESIR TS, " ULEE LT HL O AT U8 E iR T AL B S .
BEATE KT W 2e>>00 gk e >>40 e 5%

==28
= EmE v (=)
P ==
UMNIT : 1
sz == IPiEiE MACHEHE VLANID =00 peEE =8 e
HERE.
(e | [ ) (me ) (=2 ]
SR EE 0
fra=

1. mESRA TENEERE =F RAREE—EEN

K 12-1 BF e EE R
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> DUmske®
bk

Fh4:
IP Hiuht

MAC Hdit

VLAN ID:
o up
IR /ARG
RV
MR

AE%:

W EE ANFRIE I e E 2% H -

o LFRRIE: HEEEMIMNITHERH.

TN REBTIHEMEINETCHERH

e ARP ffii: H&EFEIT ARP FH#3R1FMIIL cdhe % H .

e DHCP fitlr: HrF il DHCP il 345 HI P e 2 % H

MR P 1P ARIE AN e 48 E % H .

Rk HAME M ENLA . MAC Hidik. VLAN ID. ¥ 5 DL B3P 7E
[, "%k,

BRI H I FENLA
EIRENL 1P Hidk.

BRI 2% H B EHL MAC Hidik.
BRI A% H ) VLAN ID.
BRI EgmR I g H KA B 5 .
BRI 5 B SR B4 a
RIS HIRIE

Wb E 2% H 5 B 2% H I oOREs .
o i FRoRMIKHMRWAERE T MSTP SE T EiE A -
o JUEHL: CHIZMMREH.

® RFFATIEMKE RARE R AL REE N — K EK.
® L RURIEE SRR MK E B R AR R AR TR & E AR,

12.1.2 F3h48E

HOZRI T R P TefE B, AT PR D o5 B S gRE .
BEATE KT WSR2 a>>0esh e >>Fah80E
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e
=t ] (raRsizE)
IPHssE : [ ] (E e 10216801
MACHEE : [ ] (&t 00-00-00-00-00-01) —
VLAN D : [ ranoy
pEREE
&0:
UNIT:  [1

[P e e e 181 20121341 38 28301 351 541 361 38 a7 42 441 fas 1 fae
I RN /N I N KGN REY Y KTA KLY E3N Y P AL KN EEY E KT XY N ERYEDY kT

M rprewn Dereso  Dxasso

FaEEER
UNIT : il
priz = == IPHEEE MACHEHE VLANID &0 frrEE =iE mzE
=R,

(2z ] [(#e | [ = ]

ZEEEES 0
HE:
1. MEEEA TENEE s =R RS —25.

Kl 12-2 FahghEll s B

FHAH:

> FIge

EWA4: N ENLHEIR 42 R

|P Huhk BNFNL 1P Hihk

MAC #hidif: I FEHL MAC Hidik.

VLAN ID: i N\ VLAN ID.

B YE PEPRIL S H SR B 9 TG e

L jup B LR O 2T Lo 1

e - s AR ER NS BT E .
> FEHEXRHE

privt e 5] 1 5% H AT IR

FH4: R ENIR LR

IP Hidk LR ENLIP Hidik.

MAC Hiihik: SR FEH MAC ik,

VLAN ID: 5% VLAN ID.

e P R MR 5 Heb L 11
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B3 Y R H SRR E L
HR: WoRIEE % H 5B % HINmRIRE .

o i FORMILHMRATRERE T MSTP S5 T8It i -
o JUHL: CEMMREH.

12.1.3 AR E

ARP (Address Resolution Protocol, HutkfgtTihil) Fl KR4 2 1) 1P Mkt g b £ i 4 42 Hh
ko 1P Hidik R ENAEMZEZ ik, a0 RE W4 R T B R Lk g B RN, L 2EITE B T
FHUEAREE R E b (LR N2 MAC Rtk . PRI 0% 1P bbb oSt 4 B8 2t

ARP P TR 1P bR MAC Hidik, FRE NN E4E — 7k ARP £, il 5 A FHLIE
FERILE ENL MAC Hiht 5 1P HihE TR 56 R o BN S G4 EHLBER, & 2e#17 ARP H

ST, ARP HuhbfRMTISFE WA 12-3 Fis:
IP:192.168.0.102 IP: 192.168.0.103
MAC: 00-01-21-AF-0F-4E MAC: 00-0F-12-0E-ED-2D

< \
EHLB

THLA

ARPiER (7))

Hikim PULEE | Ak s MACHELE H b 1Pk HtsMACHEHE
192.168.0.102 |00-01-21-AF-0F-4E |192.168.0.103 |FF-FF-FF-FF-FF-FF

ROIEEHPHINE | AR S MACH UL HbrIPHLLL HFRMACH: 1l
192.168.0.103 |00-0F-12-0E-ED-2D [192.168.0.102 ]00-01-21-AF-OF-4E

ARPMZ (HI%A)
K 12-3 ARP Hutil-fig i &

1) A{EHCK ARP X EHZE BTN B 1 IP Huht Al MAC sihbrIx gk H . #7740, Hik
ML B RIEFG . FHALELE, A [ RN o 3 — 1 FRONARP 1 =K 1) £ b 4 B ot
EAME RAA RIE CEIENL A 1 IP HikikF1 MAC Hihk UL Az 20 (RPEHL B) 19 1P Hidik.

2) SRR R LA TRER ARP WER G, HBIENL B R H X R R v E 1] R
FIP ik, T4 EHLA K — ARP R, XAMNMECE T LB # MAC Hilik.

3) EHLABKEIEN B KHP ARP NG, Bk EAL B # IP thilik 5 MAC bk f%) 5 2% H i
H K ARP R, DUME fE 82 i K

SR E T g BV E L A2 H LA R B VLAN KOETEE 1P BUY ARP 3§ 3R IRSC, I BRI ) ARP
RLEAR ST, 0 AT ARP RIZHRSCRIRAG MU Tl 2o db ] WL, 3@ 590 € DhRg n] LMR J5 (68 145
JEy R P B DY e S AT AR5

BEATE R T W% 2a>>0udh e >>HighE
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ARPIE

AEERIPHERL

SEIPHERE

VLANID : (1-4094)

HiEgss
UINIT : il
prizi e ElE el MACHERE VLANID &0 gt iR e

FHERE.
(er ] (== ) [ B ) (&5 ] (==

SRIEESH: 0
jz3-¥
1. AEEEA TENEE RS EF IREERN—S5H.

Kl 12-4 FgENeER

FHr4:
> ARP B
a1 1P Hudk: WL 1P HhhiE.
53R 1P Hhdt BYNZETR 1P Hiudk.
VLAN ID: i\ VLAN ID, 7EAHR ) VLAN At A7 434 . 4 8 2%, WK% untag
I C/T IR AR I8
ki sl <S> HERR O R T L AT A
> HEHER
prii= ‘) ife 2k H AT MBS o
FHL4: R FEHUHEIR 44 FREO EHLEAT AR AE X 53
IP Hidk LR ENLIP Hidik.
MAC Htuhi: RN FEHL MAC Hidik.
VLAN ID: 7% VLAN ID.
e P R TN R 5 b 11
B Y RIS H SRR Y6 B e A% H TR B ThRg .
R R IEERE & H 5B % H IR A .

o Tt FURMIHMFRW R T MSTP EI)REIE MK«
o JUH: CUAEMMRAEH
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12.2 DHCP {iilr

B X 2% RS R AN BT 4 R R I 28 2 2% FE R i, 08 HH IR AL B e mT (i 2 L 1) 1P Bk 1 1
o [R5 (B AL S TR ZE T2 A, THENL A B AR, AR 1P bkt s 2022 5
FHT, M S EUN AL B ok E 4. DHCP (Dynamic Host Configuration Protocol, #2s 3 HLE
B0 Z/E BOOTP Wi F&hl bk AT T ARAFNY i =28 i — PP I 44 FC B Wl , Ha 8 7 1
H] 1K 8 ] 751

> DHCP T{EJE#

DHCP KH“& Fum/ k5525 @ EAS, HE il RS Fe B A E g, RS 23R BN E P b 2 B
1P Mok 20 EAS R, DA BRI ST E . @ — 8 REBLLNZ &5 P i 1P,
Kl 12-5 ffiR:

‘L)HCPJIIE'B&Z.‘G

Pt i HL

He A AE L

DHCPS 11851 DHCP# F1 32 DHCP% J1 553 DHCP# 1 54
P 12-5 DHCP [ 2% it 784 W Fi

EFXF DHCP % P (1) 75 5K AN A, DHCP R4S # fi =Ffr 1P Hhyhik 53-ic 5 g -

1) FILoricshhl: b B ROy DB E % i (i WWW IR 595 25 45 ) B S 40 E 1P Hiulik. il DHCP
Rl 52 1P bk 7y e 2a 2 7 o o

2) HahpHiHuhk: DHCP IR 5528 A% F it o Bo AL N IR KA 1P Mtk o

3) B bl DHCP k5548 Jv% 7 i s B BAT — 5 A ROWIBR A 1P sk, 4 HIYIRR 25
% 7 it L EEURT FRE AL
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oK 22 B 7 i o B 2 2y Bt Bk ) 7 SOERIBC 1P M, HEREC 1P bk i A fn T B s -

DHCP% /" iy DHCP Il 4%+

¢ P

1 DHCP-DISCOVER

2 DHCP-OFFER

r Y

3 DHCP-REQUEST

4 DHCP-ACK

12-6 BHASFRE 1P Hihk 3 2
1) RIME, &bl 7% 7 20k i% DHCP-DISCOVER 1.3 -3k DHCP R 45 %% .

2) $RHLEYEL, DHCP R4 #3420 2 % F i & 1% ) DHCP-DISCOVER #3305, R#E IP Huhit43fic i)

PSR DI IS Y — > 1P Hidik, 5 E 28— iigilid DHCP-OFFER ) OUKIEZE % F v

(K% T7 RMBYE % 35 K 3% 1) DHCP-DISCOVER R XCH ) flag 7Bt s, HAKiE W DHCP i)
RN

3) EEMEL, WA Z S DHCP RS 4 MNZE S i &K K DHCP-OFFER 30, & Fim R 56—
MR DHCP-OFFER #3C, #AJ5LA #77 X\ i% DHCP-REQUEST 3¢, ik 3CHHEA
DHCP JI# %5 #&/£ DHCP-OFFER # Xz 43 B i 1P k.

4)  HIAB B, DHCP % #5 | DHCP & F' i & K ) DHCP-REQUEST # )5, R DHCP &
JUU B IR S5 2 A AT I R R A R A A M E S BO 45 1% %% ) i, D3R [5] DHCP-ACK #3C;
K7 7] DHCP-NAK $§.3C, & B ASGE 0 Fe 45 1% %5 /7 St o

» Option 82

DHCP R k& 0T BOOTP KR ck& R, 347 8 FAYR T, SRR A% AH TR . DHCP A1
BOOTP ¥ 2. AN ) 2= EARILAE 1 T ( Option) = B, FHF| A Option =Btk S B D) §Ed g . 45 1 DHCP
A AR Option B AL i il (5 MM E 240, SEIHIEMaE A, AR et B mE s
I 4L B 5 2. 8 £ DHCP Option JETH K44, 155 W RFC 2132,

Option 82 JEIiC3% T DHCP & u i B A5 5., AZHA L E] DHCP & /i K ik 4 DHCP JIjR%s
R RIRSCSG, FEIZARSCH RN Option 82, F4% /45 DHCP 54+ . & 2L 51 7] LA Option 82 #1
343 DHCP & i B A5 8., LMEE L, DHCP 2 5 i, SEIUG 27 bify () e A ik 2 25 4a il . S
Option 82 1AK% #% i n] LU HE 1% 00 1) (5 2T 1P shbE AL e S 500 Bl sk, 34 sE n R 5
Hhik 3 BE T 5 .

Option 82 % Al A & 255 A FikTi. #5% X 1 Option 82, ME/DFE L —ANFikdi. HEIAR
BN HFFPIASFIETL: Circuit ID (FLEE ID Fi%£50) 1 Remote ID GZfE ID &5 . HT Option
82 MNAEEA G —ME, A i8R TR ZEHATHA . HaiARZ A TR IE AR AR T,
HLER 1D PRI A 78 N 22 B2 B DHCP %% 7 3 i SR ST (3 11 J8 VLAN (9% 5 LA K3k 115,
ZEFE 1D T 78 A 25 2 U B DHCP % P i i K4 S i) DHCP Snooping ##% #] MAC ik
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> DHCP R&5 K 5m i

£ DHCP AR REH, % M55 4 A3 i S5 N EN L, W 2RIN%% EAFAES & DHCP s ds, A
IR 283G IR L, R R 4% 22 423t AR R B XA I 2% o H B ARIR ) DHCP fIRg54%, il 7
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1) HPANLECER DHCP k554%, HILEHER 28 TR AL AR5 H WL

2) EEKIEWT DHCP RS54+ IP HbkF#E/S, A5 E AAVAN DHCP IjRSS4s, N%F im/ ie
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B R P gk . fn s a4 12-7 Fiose

AEHIHLA RS H

DHCP{lil; Lhie
| DHCP I KA X
DHCP% /' i [|:3:DHCP i 45 DHCP i %

K 12-7 DHCP AR 550 b Mok
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DHCP {55, Byt Rt &k 4E DHCP IR &K T s, 45 i 48 1) 22 4 1k
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DHCPurAES
DHCP{RT : BE v EF
VLAN ID : ® =H ZE
(1-4004, Fé=t 1.3,4-7,11-30)
VLANEEET :
L= | = |
K| 12-8 DHCP il 4 St &
% HA
> DHCPREEE
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A‘E%:
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TE I T ] BL33E4T DHCP i Wy i it & .
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UNIT : 1| LAGS
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LAG:
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NATAEAT R AT EE ] 2 1R, PRAE SRR R AR M 28, IS R AP R KR I 2 B iR, T 3 80X ARP
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IP: 192.168.0.102 1P: 192.168.0.103
MAC: 00-00-00-22-22-22 MAC: 00-00-00-33-33-33

K 12-11 ARP Zii-m 1) B s = 1K

W, Bl RO D& 6 ARP 45 R A (1 15 R s A L R R sk R A AL B AR R R
HE K ARP RIH. 24 FI b IR A 2 S ROCHHATIR S, CREE A EHHRI H 1 MAC
Hudik, P EGEAE W

> BGPIR

Yk 3 A R B 25t FH P ) IPIMAC FXT 98 RN, SN SR TeiE Al A vk & um H P IE 814G .
K 12-12 frs.
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IP: 192.168.0.1
MAC: 00-00-00-11-11-11

(2)EHARPE:

P ARARP#H Y-
192.168.0.103 00-00-00-33-33-33
EHA

192.168.0.103  00-00-00-12-34-56

(1) RiE Dyt ARPH
X, HPARMACHHE
J£00-00-00-12-34-56

(B) 5P A, FRMACHILZ
00-00-00-12-34-56, Jiif5 i

ik EFAFA
IP: 192.168.0.102 IP: 192.168.0.103
MAC: 00-00-00-22-22-22 MAC: 00-00-00-33-33-33

K 12-12 ARP Zahi- i A e 7 = 1]

Wk, BB ROE OGS A B ARP HROCE G, RIORIRER R SCIE ST EH O ARP &I,
W5 R P A AT IS, R e EAR R H K MAC Htht, S B0E1E T
> FKOW A& A

Wil B RE AR I i P IR 55 4 B0 IPIMAC HIR BE5R 545 32 T I 2 m 3 BUR BN A 2%
S P Z B EVA IR RS . WAl 12-13 fiow.

IP: 192.168.0.1
MAC: 00-00-00-11-11-11

(3)SMPAAETE, HXIMACHH 2
00-00-00-12-34-56, & {5 Hi.

VR %y I ARPH]
3, HAFARMACH:hE
J£00-00-00-12-34-56

Yo ERHASB IEWH A

IP: 192.168.0.102 IP: 192.168.0.101 IP: 192.168.0.103

MAC: 00-00-00-22-22-22 MAC: 00-00-00-44-44-44 MAC: 00-00-00-33-33-33
(2) FHTARPE:
R FARIARPS H A
192.168.0.103 00-00-00-33-33-33
EHA
192.168.0.103  00-00-00-12-34-56

12-13 ARP Xgahi- i I s e
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i, Mo AN IERI T A ARP $Rk3C4 T B, B B IR SR EHT EH R ARP &
I, BB S5 ABHMTEGEN, R R EERIE K MAC HihE, S E0EE

> HEARE

ke & AW R s v SELUARIE R ) ARP #ROC, A2 % ML B4R IR ARP £, 25
SR ENLEAE S, R R R 4 et S R s R AT A B R R . AERXAN IR
Wl F gl 785007 e, a6 IR AR . Xt IR A . Wi 12-14 .

EHA FHlB

IP: 192.168.0.101 IP: 192.168.0.102

MAC: 00-00-00-11-11-11 MAC: 00-00-00-22-22-22
(3)F HARPE: (4)EHARPE:
B EHLBIRARPA H - BREHAKIARPEH b
192.168.0.102 00-00-00-22-22-22 192.168.0.101 00-00-00-11-11-11

192.168.0.102 00-00-00-33-33-33 192.168.0.101 00-00-00-33-33-33

(1) E hiE M ARPH
3, EHBHIMACHikE
/£00-00-00-33-33-33

(2) K& DhiE I ARPR
3, THLAKMACHiE
#£00-00-00-33-33-33

B #
IP: 192.168.0.103
MAC: 00-00-00-33-33-33

K 12-14 e N By
BEFE—NREMA, A 36 FP0E I AE:
A EML: 1P HilkA 192.168.0.101, MAC #ilik 4 00-00-00-11-11-11;

B F#HL: IP Ml 192.168.0.102, MAC #hiik A 00-00-00-22-22-22;
Wi 1P ik 192.168.0.103, MAC Hbiik >4y 00-00-00-33-33-33.

1. W%, BuhEmENL A FEN B RiIEEN ARP NZHHRIC.

2. A ENM B ENULEIE ARP NZ 5, BH& AR ARP &,

3. A TLHIM B ENLEEN, FEIEGRIEGHIRE MAC #ill, B2 .
4

Wi eilr Tl ERdE)E, F A WA E S F AL R BRI B MAC Mk, £l A EHLRT B EHLLR
FrIEH A8 -

5. HBUuhiEHELEAWMIE A VN B ENUAEINIER ARP WL, = IR A 4E T RN
ARP .

7E A ENLAT B ENVER, ML RIEMEIEEE S BZBIAX T8, (HAEBEEEKR, M52
“EET AR, XPRER L, WAEARE R B T

> ARP ZtBE:

Wi # i K EANE ARP R SCTE R W B N EAT 4%, T FEIN 2717 58 BT IR, 38 Al 0 2% T i 2R PRI
FIRS, Wi >] b2k ARP 30, FFREHT ARP £, SEARP I 5, ik &5 P ARP
x®, SHEEHPEIET RSN
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FEASZHAL, I DY e E D RELE ] B NSZHALI R P (DY oo fs Bt T905E s e ARP Bjj
P I RE R FHFE S AL R g5 Y05 B ARP fRSCEHATRE 2, I iE AR ARP R, @i ik
P AT AR (5% Rk - ARP BUa 2B AT B 4 o

AT REEIERT ARP 3w B ARP B AR X4 — > D RERC B 0L -

12.3.1 Bi ARP ks
b5 ARP ¥k ImIheE, JEid Ve RA S L 2] 1 ARP G TR A, b i€ AEE R ARP #3C, A
LRI 1 Ry 45 R ) ARP 0
HATEBI A MKZE>>ARP B >>FF ARP #X 0k
HARPEER
IEMACEESTE - BE * Z=E
SHIMACESE - EE ® =R
IP3SE : BE ® =m
fEEE VLAN
VLANID : (1-4004)
ogging : gEH
VLAN BB R
iz VLAN ID s Log
RS,
(2 | (&= | (== |
K 12-15 [ ARP K3k
% B4
> [i ARP #X
VB MAC R : MLTIREF G S, ARP B IhEE S A ARP ) SCHIVE MAC & 75
ETFRIE MAC, WHERAENEHSCES
H i MAC B84 : MULTIREF G S, ARP it Dhag =12 ARP [RIE H#SC K H 1) MAC
THET His MAC, WRAZENER L ER.
IP B6HE: MMETDIRETF A G, ARP B IhRE SR B HT IP &iEME, Wi 1P
FBAGIENEIHRSCESR
> f#EE VLAN
VLAN ID: BN E B VLAN 1D,
Logging: I Log Dhge
> VLANECE
priitz A Ak AL E & IR, ArEik.
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VLAN ID: 7~ VLAN ID.
RE: ERIIRE RS
Log R%: 7~ Log DR ek

12.3.2 B ARP Bd7

B ARP Bk Dy e 5 A B LK) &3y 1 AL 3R (1 572 ARP B4 (L B0 IRME, 72 52 ) 9 AN W] I e
. BB, AR 1A ARP %440 300 £0, RERS A A% ARP 2 Bt .

HANTE P M Z4>>ARP Bt >>Fi ARP Bl

FRARPICEELE
UNIT : 1
Bz =[] = =56 (0|1-300)pps ~ PRERERR(1-15)s s HIE
v

1041 = 15 1 —
14002 =5 15 1 —
14003 = 15 1 —
1/0/4 = 15 1 —
1005 =5 15 1 —
1006 = 15 1 —
14007 =32 15 1 —
1008 =5 15 1 —
1/0/9 = 15 1 —
1/0/10 =32 15 1 —
17011 = 15 1 —
10112 = 15 1 —
10113 £=m 15 1 —
10114 = 15 1 —
10115 = 15 1 — -

(22 ) (== ) (&% ] (= ]

K 12-16 Bii ARP X ifi

FHAG:

B ARP BihEC B

pristi= /n) e VG B o 1B ARP Bk Thee S8, n2ik.

W BRI I 5

f54E: R A Hum I EARIRES .

R 5 i VAP SR VF U ARP B (0 A4k

P 328 & 1A« B 11 HA AR TR o MR AL 1 R S, 4 A M R T
R G, ARP B4 2 i o R4z, B 1k ARP RoC i) .

R ORG24 RTB ARP B RAS

Bl fﬁz—<%§>%§%ﬁﬁﬁﬁm%§£ﬁw§, JFEHTE B ARP X 3
HE o
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12.3.3 X4

WG TRE, AT DL A A R AR ARP s K, I DA e A R 45 T
I RIS (RT3 5 it o

HAREB T W% ZE>>ARP BiP>>R3 4

=kl
SRS : BE ® =
&l BA i =
RIEREES 0 fk(3-300)
ARPIEESCERST
VLAN 1D EiT =5
FERE.
L&z | (e | (= |
K 12-17 HwkX4seit
% BNA
>  E3IRIF
B 3 Rl : BB AT H B Frm gk 1 o
Fol B R 3« WE H BRI

> ARP IEESHE RS

VLAN ID: 5 ARP B4 VLAN ID.

BT Wit ARP B4R &R L.

E#: # APR B4 EFAEE ARP #3C.
12.4 P JRBG$

IP VB3P D BE AT BN LR HE DU e 48 52 46 A Uiy 1P kAT id ok, RACFREERE mAH < 7B 5 Ut
4 E RIS HEIEE, REA LT 78 PR AR R
HEANTRHE B M ZE>>IP FFH>>IP JRBT
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PRI ECE
UNIT : 1
priz =00 (Dafink: i) LAG
L
1/0/1 =E
11012 =
17073 =
1/074 ZE
1105 =
11006 =
107 =
1/0/8 =E
11009 =E
1/0/10 =
1/0/11 ==
10M2 =E
10/13 =E
1/0/14 =
11015 = v
L=z | (&= | [ =5 |
FE

LAGEOFsE=RIPEI AL,
K 12-18 IP JE 3
% H A

> IPIREEPEE

Bk n) v G B s ) 1P URRT R D RE, R 2k
¥« RS 3 5
B 2R A bk SNV E /A SR

o AR, ARFR I IP VEBTIP ThAE.
® SIP: HAFEE IP Huhb A D774 VU o8 E 5 B K EdE L
® SIP+MAC: HACFEJE IP Hulk. Y5 MAC HuhikFnig (135454 04

L ER B .
LAG: o I T IR AV SR AL

12.5 DoS B

DoS (Denial of Service, fEZE[R5%) Brai2fa X & M M2 U3 SEBLRTBRIE, AR/ BBt 51
PR, A H AR THSRAL BRI 48 TeiE SR A I A0 Al 55 BB U7 1 S A 5t
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DoS Hal (1 BAR I FE M U1 F «

1) FRIRFSASRITE, GOREMETE, A RGET AR, TR RVFRERE. RS
BT MR SL, N 2 R

2) T AR R IR AL CPU AR, BRI E RIS EL £, SFBHNL CPU
A ERFFLE ETE, TR IEH T,

ASZEHNELL AT 1P Bl 6, Mol B b ke 2 7B IR IR 545 & DoS Buli Bt B R RHIE -

MTARER SRR, AL ERET, o TREIER SR, BT RELATRSHEREE

HUAEEI , 4L AT LUK SR M B AT B  ASZHALRERE BT [¥) DoS ML AR sk 12-1 o

Do ST KA

B FAE

Land Attack

) H AR EHUIGE AR P FISYNEL, FLIPYE bbb Al H ) H 4T
B E O HARENLRIPHLAE, XA T LG e i LR A B S
B S SEL M AR, MR KRR LR T RGERE.

Scan SYNFIN

TCPHrENMSYN. FINAL#E B 1 EHE . BT SYNIrEH KW 6Hk
HERE), FINFRE R E R K O e R IR 5518 K e R, A
PLISYN/FINHG &2 LB, ARTHALEES R A 2t

Xmascan

TCP/¥5 & N0, FIN. URG. PSH{ZE N1FIEHEA.

NULL Scan

TCP/F 5 B N0, iy il fr B oN0R B . 7E1EH ITCPIZER:
LA RE S, A WA R A EORE L, IR
NARERIE ..

SYN sPort less 1024

TCP SYN#rEA B, P 1/NT102400 53040,

Blat Attack

Bl L4 4T B i 0 HURGE AL . e 77 BT
Land Attack, B AL ZlM B O IR R TERE TR

Ping Flooding

MHPingl BN, MBBEANBIRRS, UETZRGEARENN &
IRIEE

SYN/SYN-ACK

BFMFATEAT — R ERITCPIES:, #afF — N =IKEFHLRE,
MTCP-SYN Flood A #EAT RN P IR, MRSS 7 75— € I 8] 9 55 451
RITASKH S . HT— &8RS THRTCPER SHIRA, R

Flooding T RIEKEICRERE R, WHARS T TCPE BB\ A ¥ 2 1R PR FH
%, RGUFPATT SR TR, TTERAIER MRS, M
M 3 AR 4 R %5
FIFHHEAE RGIRIA, 17 HFr EHLMTCP 139355 1 (NetBIOS) K%
winNuke Acctack i, TSGR . RERMAHMETCPEFMURG (Urgent

Pointer, RERED, AINIAMERERGARIEHAEIX —FrE.

R 12-1 AAZHALSCRE) DoS B Ak

FE BE T AR DU SEBr 5 225 FH 5 3& (1) DoS Bl S

HAREM T M EE>>DoS Fiir>>Dos B
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=5EE
DoST=EH BR '* ZR
T=irs=
priz il
Land Attack
Scan SYMNFIM
Xmascan
MULL Scan
SYMN sPort less 1024
Blat Attack
Ping Flooding
| =2 | | s | | =8 |
K| 12-19 DoS B
& HA4H:
> £REE
DoS Rt : EFEE 15 E AL DoS B DiRe.
>  WEHBIR
privti= P ‘A)3% J5 AR DoS Bt .
iErak it BRBIRAL

@a‘%%

HA AT Z 7 B x4t DoS BEFHATH I, Nt —FRIEN &L 4.

1) BEHCHZZGRE, RHZEZHANTEF, S TEEEREEIM T ELMILH.
2) EAMEEER, ThERANWEIE, £ LALEHNERS.

3) FMABUEDKBEENEZLRERGNENZ2H.

12.6 802.1X A\iE

802.1X Hrill /2 IEEE802 LAN/WAN ZE i 43K | fif Tk Jo 2k Jay 3k X 4 2 4 Tl it 1) o e SRz il
R R Ry 45 9 ity 11 PR — AN g 22 N3 AL S - DAOK e, 32 B T e LK X P AR A 22 42 7 T
(0 TR R, el DX e N 8 6 PR ity 113X — 00} T 8 N IR 182 & AT DA E R4 1

KA LA — N E R GRS I 28 (o LA UGIE . 34 AE o 1 E IR A P % o SR Rk
AR HHUIAUE , B PT LA [ R 3 e (1 B2 s A SRS R S8 I AZ 3LV, U TSI il Je 3 ) i g %
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>

802.1X fE R &5t

802.1X M R4 &K H HL U [1] Client/Server 1K R 451, BFE =AMLk, i 12-20 fix.

1)

2)

3)

>

LAN/WLAN

WA WAEIR % 3%

o/ : a8
Qe aa

K& 12-20 802.1X TAIF [I4A £ 4544
B Rt A NSk, oSS, PR P s Rk 802.AX TAIIE, FEHE
et AT OE . &P i A AN S RE 802.1X AIERIF P bt & o
Bt W N 802.1X MMM B g, AT HAL, N b A N R K
B 1, FEX R P um i T AE .
NEAR S 25 N & im e HAE RS OS24k, flana] L#E H RADIUS AR 45 28 R SZHHAE IR 55 4%
FIVAE AN BE » 1ZHR S5 2% 0] IAEAE R P i AR OS5 S, RSB & P b i AGER AL N
THREVIERGERFEE, TSR E — NSRS IERS 25 M IIEARS 25 IR,
D VEAR 55 28 7T DAEE B IR 5 25 10 LAE, PRIEERZRIFRE -

802.1X \IE TAEHLH

IEEE 802.1X i\ilF 2 4i1#i ] EAP (Extensible Authentication Protocol, A @ ) EH) RsZIl&
J i W i AT IE AR 55 2% 2 [ GIE(S B A #t

1)
2)

3)

>

TR P 0 5 ¥ & v 2 7], EAP B3R SCIEH EAPOL H 844X, B RREK T LAN B,

FEB U RADIUS k4528 2 [6], 0] DU PR 7 ARAZ B B . — T2 EAP PR3 S
EAPOR (EAP over RADIUS) F3e#% K% T- RADIUS Wil 55— & o 45 EAP
WK, K H A4 PAP(Password Authentication Protocol, % i &&4iF Hrii ) 5%, CHAP(Challenge
Handshake Authentication Protocol, Fiifj4& T4k i) &R 5 RADIUS k%528 3E47
NI

YA R IERS, W IEIRS S0 A OUE B 6 4h 4o, & uniiiE RADIUS ks
#HUFE~ (Accept B¢ Reject) e 250 L BB BUAEBBUIRES -

802.1X AT &

PR RE R BAEh 2 7 i s kS, ] DA P e i AR o T T 24 e 46 s R I A AR e i WIE 9
PR EE RS, o 330 % i K i% EAP-Request/Identity 3, KECIAIE; 53— 4 THIZ 7 b AT
DA I 2 7 i A 17 V295 0% EAPOL-Start 30, R INIE.

802.1X R HF EAP HakJ7 50 EAP 44575\ 5tk RADIUS iR55as S H5E IMIE. AN KT
PR AIE TS SR R RA A LA o 2 3 AR A UE A Bl o
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1.

EAP 4% 77 3

EAP 1477302 IEEE 802.1X Fr#EMLE M, K EAP (¥ INIEW O &AL emZEWmith, W
EAP over RADIUS, DU FE I IIE PSR S5 8k A (R 2% B I E IR G5 28 . —FROR UL, EAP Hi4k
77 ANFE RADIUS R4 #3537 FF EAP J&1t: EAP-Message I Message-Authenticator. 432 k57
i EAP 4k )5 2 EAP-MD5, EAP-MD5 A IEE A& 12-21 s

1)

2)

3)

4)

5)

6)

7

o EAP - EAP o
‘ APl A B M5 28 ‘

EAPOL-Start

 J

EAP-Request/ldentity

-l

EAP-Responselldentity
»

RADIUS-Access-Request

-

RADIUS-Access-Challenge
EAP-Request -

4

EAP-Response

> RADIUS-Access-Request .

RADIUS-Access-Accept

il
-

EAP-Success

A

12-21 EAP-MD5 AiF it 2

AV A 2% 35 SRIHT T 802.1X & P AL /7, SANCEHE. Bl P 2 s, K
HIERE R (EAPOL-Start #30). BB, &7 uigfe 75 A il SRIAIE B4 & im,  TFIG A
B— VG FE

B it i B SRIE I BHEMUS , B & —ANE R (EAP-Request/Identity 7 32) B3R F )
B RIER N 42

B R T £ i B SRR P 44 4SS ad IS $ s il (EAP-Response/ldentity # 30)

R IRV A i o LB it R 5 it K325 R B i 48 i 8 A #E i (RADIUS Access-Request i 30)

EEEINE AR 25 25 AT A 2

RADIUS R4 #ILEI & imis KA P 4G BE, BiZE RS8R E R P 2R, 83

ZH A R E RS R, T REALAR B — NN e AT N AR, [ B RK L D 2

id RADIUS Access-Challenge 30 KI5 4B &, W& i 5% R 45 55 P B A T -

;A P WSO B e i AR SR HO N 7 (EAP-Request/MD5 Challenge 30 J&, HZINE 7

o B R 43 AT N AL B LI 2% SRR I8 R AN T 0 1Y), 2E i EAP-Response/MD5 Challenge

W0, FFEE R AL S RS

RADIUS %55 #%:K 5 31 i 2 in 35 1) 21542 5. (RADIUS Access-Request 17 30) FlAs i 25 hn 2%

e B 5 S BT b, W RAHRE, WO PO EER P, RBHA R 1 S
(RADIUS Access-Accept i SCF1 EAP-Success #30).

B BV B 5 R im H SO BOIRES, e v P i o U5 ie) X 2% . fERITA], sk

Uity 2 Ak 1) 7 i o A R ARE AR 7, W P TR IR AT IS . SR E LR, BIIX

P& F1E RIOCHAFA RN o2, Wt bR T2k, Bk A A S B AR £

PRI T I
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8) #/th R LUKi% EAPOL-Logoff {304y e ii, TR T, it AR MUK

2. EAP 445 R

EAP & 4577 30K EAP ) SCAE W4 b £ 45 1 R B 3] RADIUS 30 A, A FR#E RADIUS #3358 A
Wb AR . &5 RADIUS RS54 2 (8] 0] SR PAP 83 CHAP AIE 7k, ARAZHAL L
Hi ) EAP 44577 X2 PAP, PAP JFid fE & 12-22 k.

P ] EAP [f:c'mmi RADIUS | 5 ‘

EAPOL-Start

EAP-Request/Identity

-

EAP-Response/ldentity

EAP-Reguest

1
-

EAP-Response

: ol

RADIUS-Access-Request

-

RADIUS-Access-Accept

—
-

EAP-Success

A

K 12-22 PAP \iEid &

FE PAP R, St FI P VA5 BTN, SRS 44 BEAUIN S 7 A 7 S 0 I 1 1
A5 B R IEIR ST S AT AR IR AL 3, T 7E EAP-MD5 #Erb,  BENLINE T AR Al
SranrE, SHHLR FSHEWAESE SR SCHR R A .

>  802.1X xEhT 8%

802.1X INIF FE R 2 B B Z AN E I 28 LIS HE N P . 345 PA M. RADIUS R4S 28 2 RIEAT & H. A
FHIEH . AR HHLH ) 802.1X E I 28 1 B DL = f.

1) B/ NN ER 8% IS HLIA %) AR IO R, SEHHUR S E R 88, R IZE R 4
BEEMN KA, BB % o N, A2 B LR HR %R S

2) CAIEMRFAHEN BRI AL VAEIR S S R IEROSCE, SZHAUR B E R S, E AR E
I 2 BCE KA, LB IR IER 55 2 (WS, AZHATURE B A AR SRR

3) FBRERTER: XA NIERICLLE, ACHHLTR ZE B — B [A] G A] B Boe i 2 ED, 78
FRERHAIE], LA P AR A - AR 3K .

» Guest VLAN

Guest VLAN ZhREH K fe 4 A i DAIE A P U 1) B ek s BRI

F P GiEss F7E@ T 802.1X INIEZ FTJ& T —/Mit% VLAN (B Guest VLAND, HI /1% VLAN

P BEIRAST5 AR, (HUEI AN RERE U5 i) He LS BEIR; ERIhG, oG 0 B Guest VLAN,

AT DA ) LB ) X 4% B8

F PRI CALE Guest VLAN H3REX 802.1X % i fF R 7 i BRP AT Hoe — 26 FH 2 A AT

R RN A B I AIE R 7 i B 5 i R A I AR A S IR, 3 35— R B 1) P9 g 1B DB 2% oA

WERLY), AR AL 201 Z% 0 I 2| Guest VLAN.

JFJa 802.1X Rt JF IEHARC B Guest VLAN J5, 3 #d/Lin % i K %% EAP-Request/Identity % 3C

T A WO 2% 7 g 1D [ E R, 2% o R 42 B 3% A BE B R BB I N 2] Guest VLAN P i G 4t
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Guest VLAN H H P R GE HANIE R M, A8 N B 52 B 7E Guest VLAN P @R GE K
I, BT Guest VLAN, JIABECE ) VLAN . H P 4G, b 6% 5] Guest VLAN H,

ARSI 802.1X IAUED) et 15 4 Ry Be B A 1 2 1 i B DI

12.6.1 &RFEE

R4 RBCE ThRE VLI, v AR JE 42 )5 802.1X INIEThAE, B AR A LSL UL FINIE T4, FH % B Guest
VLAN DK 25 F452 I 28 SR P A R 401 802.1X NEILFE .
HARER T EE: M%E24>>802.1X NIE>>4 R E

LEES
802 1XI08E :
TAMEE -
== o L

Guest WVLAN :

Guest VLAM D :

TTELIEE -

WSS
FREL -
BERELATEE -
EEEERE

EFEELEET

L
== =R
e
BR ¥ EF
[ 2-4094 )
BR Y EE
BR Y EE
Bl ( 1-093 ) ==
HT1-8)
A
B 1-9)

FKHAA:
£RiE

802.1X Thfk:
NI W

BTN

Kl 12-23 4 Jmlic &

PR T A F 802.1X IAELNfRE .
P 802.1X TAIE T2

EAP: F /i 58 HL 2 [8iE 4T EAP B, EAP it 30 3F
B, B UOREE R E S E R R (40 RADIUS), PAE %
R 2% 1 WX 48 BIA D IE AR 5588

PAP: F i 528 #tl 2 [B)iz 4T EAP WM, 21K EAP W R
ey L EIEPMYL (A0 RADIUS), A% F P AIEAE B 45 A E I
KBRS

R A R FAZ I e - 92 T4 I Th e F - Aerdll 2 i 55 52 4
PUBREBCIRZS o« A0 R F HAt 2 /7 i AR HEAT IR, 15 R IR A
MIIkE
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Guest VLAN: W25 B FH Guest VLAN IhfE.

Guest VLAN ID: 15 5 H Guest VLAN 1] VLAN ID. Guest VLAN A ¢ F F o] LLijy
7] 6 5 1 R 8% R R

T#IhRE: PR A PR I RE .

> WIESHEE

FiER: R S R ERTHIN 25

BRI HSFERIN K . P AERGUS , TEFFBRIS (8] Y AN B AR B [F) — F
(1) 802.1X AIFiER .

B RIERH: S YIRS 1 55K AR EL

% 7 Vi el LR I < 5 AR AL A 7 7 i I L PR B K S ARF T ) o 5 A8 A LTE 152 5 I 1)

B R 7 S ) (el A2, DU R R AR S

12.6.2 ¥ OACE

FES G BRI, 7 LUARLAR SBRAG IO 5 2 B 111 802.1X S5t
HEATUER T P9 4>>802. 1 E>>H DR E

E=EEE
UNIT : 1
wE =0 wE Guest VLAN =g i) Bl LAG
v v L v
10/ =5 =5 =hal ETMAC E&Em -
14002 E= £ =fz ETMAC i -
103 =5 =5 =& =TMAC S -
1/0/4 z=F ZH =3 ETMAC =g —
1/0i5 E=3 2/ =Fl ETMAC Bt —
1/0/6 Z=H £H =3 ETMAC = —
17 =5 =5 =hal ETMAC EE -
1/0/8 =5 £H =i ETMAC SE -
1/0/9 =5 3] =30 ETMAC EEt —
1/0/10 =5 £H =30 ETMAC S -
10/11 = =5 =3 ETMAC i -
11012 =5 =5 =& =TMAC S -
10113 =2 =5 =30 ETMAC i —
1/0/14 =3 £H =37 ETMAC Bt —
11015 Z=H ZH =3 ETMAC it — ~
EEEEEREEAREED
jE3=
LAGIEEEE 802 1XI08E.
B 12-24 3 ACE
% H A
> YABE
B R I, CE R ) 802.1X IAIFIRAS, Al £k,
¥ . SR A ML 15
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RE: PRz 1 275 802.1X AIIE,
Guest VLAN: HEFZum K2 7 )5 H Guest VLAN.,
FEFR Ve PR Z L A d A .

o FIBN: AT AGE.
o BEHITLIAE: 1R A R s 04
o SREIRUE: 30 AGEEEIBITIAE.
B R G TR
o JET MAC: i CIXEB IO FTA U SEHLS T ZEAIE
o JET Port: Ui FE IR AP UBINER , LA

PIE R AT 5 1] PR 2%
BBURES TR s I BUIR S
LAG: SR 2417 B B L R .

12.7 AAA

AAA JEINIE. BRI 9% (Authentication. Authorization. Accounting) =AM CH il AR,
BT U ) A WL B 345 U5 TR AR A P EATAUE, 8 B B U5 I B P AT BASRAS R 4
55, anAerxt AR 2 BRI P AT U 2. BAR DI RER N

1. iAiE(Authentication): 45k FH 72 5 W LSRG U5 I ACRR 5
2. $ZBL(Authorization): AL F ] LU 6 L8 AR 45 5
3. it (Accounting): i3k FH Al 9 4 B YR AR O

HostA HostB

* * o RADIUS i % 3%
" 4 BT 12 4%
e— TACACS+Ji %52
oAt 25 40 Al 5% 25
R 1] P

K] 12-25 AAA 2214

12.7.1 &R/EE

TEME U A % AAA DhRERH T 4 RITC & .
HATHEKFE: MEZESSAAAS>EFAELE
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=EEE
AAA : ¢ =E 3
{EREEIERTIR
RS - B
AAAERETS=
rics B miEIEE AEiERIE=
default » default »
console default default
telnet default default
ssh default default
hitp default default
L2z | (== | (= |
K 12-26 &R E
% BNA
> ZREE
AAA: LRI JE BOC T AAA TRE
> e AR
R A 23 IS P SRS B AR
>  AAAREFIE
R I FH 0 I 7 V81 3 1R 24 i 44 K o
BFRTEFIR: i K F )8 sk TTE8 3R
IET 53R 2R FH IE T 1E 51135

12.7.2 FEFIR

XHEVFRCE — M B E N EE RGEONITESIER, A 2GR E /UL S A HL s
RTHE AR .
BEATHE R : M RZE>>AAA>>TTEFIR
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IR ERE
FEFIEE :
== : | Login ¥
AiE—: - v
HEAD
HE=: - A
HiE=: - v
HHEN - - v
LogimAiEAiZERIEE
JFis S Jisr =l BiE— aE— AE= FiEl
default local - — -
(2 | (== | (e |
Enabletf b A iEFIZ=
== AiErl= AiFE— AE— AE= =M
default none - - -
L2 | (&= | (e | (=2 |
K 12-27 NiESIFE
B4
> WINAFEHIR
HEFR S HINTTIEBN R I 4F
FIRAKA: RPN TTIES R,
HiE— k771, None Fn AT EINIIE; local Fnfi I AHINIIE; radius
Lot B BT IE B 47 1Y) RADIUS R4S #53H4T3641E; tacacs Fonff
FH BT BiC B 47 1) TACACS+AR 5 28 #E4TE .
HEZIHE=] BT
FHEN

> Login EHFEFIR
X BLA] CARL B — N7 VE A0 S S A AL AT VG . an SR @, SR Az R GIE )
FUR 318 —A guest P ARLBR o AT DATEAS B8 2 63 BLBR A T P AR Dy SRR PR

> Enable INMEHEFFR
B B A 7 ) A 25 YATIE F ) A T LA A B AR
12.7.3 Dotlx %%

A TUTH W] LARC B H T 802.1X IAIF MR IN 5 413R
BEATH KT W% 2Z4e>>AAA>>Dotlx FII&
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Dottx WEFEFIR
iE Pl AiE
default I'al:jius‘Ir
==
Dotix HEEFIE
Pz e e
default I'i?udius‘|r
== | ==
Kl 12-28 ANiFFI#
FHr4:
> Dotlx NIEHT¥EFIR
TE— HIETTE, W3R radius AR 4
> Dotlx 3 H IR
FE— BT, RSCRF radius RS A4
12.7.4 R4

AR 5% 25 20 AT LGS IN 2 AN AR 55 4% 1P AE N — MRS, S LA S BRI IR 45 25 2H (radius Al tacacs ),
ENIARHAS, BrE T E RS 28 1P #52 H s N Z 5 8 BRI .
AT HERI T E: MERESSAAAS>IRZIRH

EhEESEEEE
FEssesa
FEID
FREsEE : RADIUS
REEEFI=
R REesa EEsEn fie
radius RADIUS =t
tacacs TACACS+ =t
(== | (B | [ == |
Kl 12-29 &
FHNA:

> BmRSESA

iR 55284 B NS5 L 44
R 25 AR . PR S5 As IR
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> RSFRATIR
RS SS S S

12.7.5RADIUS e &

RADIUS (Remote Authentication Dial-In User Service, EFEIMIETR S P IRS ) IEIRS: 28 978
PN MHAEIR S, HAAEA AP RER, B4, SR L ESE, TSt
ATINIES BBURIH9% . RADIUS it & Thag UL Rk B M4 GE RS 25 S5, SRAEE L R

W 7 AT
HEANTRE M MEZE>>AAA>>RADIUS Bt E

[REEE

RSP 0.0.0.0 (t&=5102 168.0.1)
HEEH
b 1812 (1-65535)
EEO: 1813 (1-65535)
S 2 (1-3)
R 5 FLi1-9)
EEES=
prizi =3 AEZ=EIP H=E=E TAMFEST] e
FEAE.
(22 | [ == | (w0 | = ]
] 12-30 RADIUS fit &
%HND:
> MREBERE
52528 |P: RS 21 1P Hodik
FHEEH. B N AT HRATLAN I 55 2% e 2 () a5 25
AR H: Jik 55 2 R A IR AE 3 115
%N O : 55 2R FH I U 2 i 5
BERHE: JERIN 5 1 e K EAE IR
AR . R AN [A]
> REBHIF

BEREKIRS RS,
12.7.6 TACACS+iC B

AT T DA TACACS+ (B2 AN HI R %),
HARERFHE: MKZE>>AAASSTACACSHELE
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BERES
RZEEIP 0.0.0.0 (&L 192.168.0.1)
R 5 F(1-9)
. =N
HTE=TH
el 49 (1-65535)
BEsENE
iz EE=P ERTATEC HEEE =0
FHEHE,
L2 | (= | (02 | (=5 |
12-31 TACACS+il &
% HA
> RE[/EE
RS2 1P: AR5 251 1P Huht.
BRI : FOVF 1) s R s B[]
N 4R . AT HH LA IR 55 A L N 2 1 .
W TACACS+/R 45 %8 K ) TCP ¥ 115 .
>  REEBIIR
ETEIMEN RS 2 SE0.
“Eﬁ:

® R ARMIEARMN O M 802.1X Btk 5, A &k 802.1X TAIET B A K.
® LAG O EH 802.1X ik, WEME BT 802.1X, N F I E 2w O mN\B A4,
o MRS BFEHENROIFYIE 802.1X HiE, HRHBEE S ML 5 INE RSG5 %NS

B —3.
W & D IR

S| | i

B

1 | BEIERS

IR o B TE RS, THE AR S5 4% ThiC RN AL
5 R I B LA A48 A i BL A G

2 | wARE ) A

W IERAE o WEFEFRNTH AL P 22 B0 P 802.1X & i #K
fr, B2AERIES R S PAAER— H R R -

3 | WHE 802.1X & FEH

WiERAE . BOAEOLT, 22l 802.1X & /[IIRERIT A, i
TEM 2 2 4>>802.1X AIE>>2/BCE 1 il T i B 2RS4

200




WERZHHL T

SR | BiE AL
4 | WEINFRS B ik, EEHITHEZILNIERS S, IHEMKR
4>>AAA>>RADIUS BB 71 i B RSS2 S 40
5 | WE &I 802.1X IRESEL | Wik lE . G TE ML L4>>802. 1X IAIE>>Y M B 7L H AR

A8 S B W 28 475 0 Ve B A L % 11 1) 802.1X DIREZS KL

[a] H 5
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$F13FE SNMP

> SNMP #tid

SNMP (Simple Network Management Protocol, {fj 5.0 2% #Hipi30) J& H A UDP/IP /X 2%+ N i
NITZ PG BRI, e R T N E AR ZOR I P M GE S TR 5% . SNMP 51 a7 B, i ]
78, FF HAe bR A Fd s B E e, SEHD A RIS BMGE R, LS 3] 17T 2 KSR
MINH, HERZHN S B RGN S # &5 T SNMP /),

SNMP Hs R FAB R B8, MEEA T Z LRSI, WAL EHRZ M5, 81
ST . SNMP FEEAR T Re 6055 AR X 28 R RE A I 23 B DX 24 22 R PN B I 2% e 45 56 . FE 28 IEH T
YERS, SNMP AT SEE Gt B EANIASE DR a0 2% H iRy, AT Sl % b et o Asr AT VK 52 D e

> SNMP K& FHELE

SNMP & =AMt K: SNMP & ¥ (SNMP Manager), SNMP ¥ (SNMP Agent), MIB JE
(Management Information Base, & ¥ {5 K E).

SNMP BE#E : Z177E SNMP & /i fe /7 1) LA, $E4t 7 0% AU AW BT, 7 {8 W 244

R 7% 56 B4R K 22 B0 I 445 B 4 3 T A

SNMP fRE: IR E RS N — MR, M52, LPERE SNMP &L 3 Rk . 18

— U AENL T, SNMP I 21851 SNMP 2 35 F A2 1k

MIB EE: #EHXN RIES. BE X THEHENZ—RIMEMNE: X REAT MRV AR

FGT G E A RS . RS SNMP AREEERA H O MIB. SNMP 5 B ARJE BLBR 7T L6 MIB H (1)

X RIAT IR S 4

SNMP & B # & SNMP 4% (18 H , SNMP AR EEZ SNMP [ 28 [ 4 27 3, A AT 2 [)idiid SNMP

R B HE S . SNMP &%, SNMP f{EL, MIB =& X RWE 13-1 fir.

MIBFE

WU B EMIBAE &

h J

¥ 3

RIE AR
SNMPEH & SNMPAL

13-1 SNMP Mot% %K
> SNMP B R4

AL HHIISEAE T SNMPV3 [ EEThAE, IR H2¢ SNMPv1 fil SNMPv2c, SNMP & #3# fil SNMP
fRELH) SNMP iR AT B2, AT A RS, 7TUMRYEEH M HFTER, ERAR 2 ER
P AR R

SNMPv1: KH Rk 4 (Community Name) tAilF. F{R% ke X SNMP & F & F1 SNMP AR EE 1)
KA. R SNMP $RCHEH (1 F A 2 BA 1 2R AT, ZRCCR LT . BiRARE] TR eT
ERIVER, FORIR &) SNMP &3 & % SNMP ACHE K] 1]

SNMPv2c: tHRABEAIME. BrEHA SNMPVL FIFE X4 78 T SNMPVL [fIThEE .

SNMPv3: SNMPv3 7ERTHANRA vis v2e [FEA_ B KINsR 7 2 et - el s, MR T
VACM (View-based Access Control Model, T #8 B #5645 ) & USM (User-Based
Security Model, T H PR 8) MUGENLE] . H ] Lok B VGERINEE Dhag, A UEH T5AE
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RSCRIETT I EENE, EERIAREH T I NGEXS SNMP A #E35 A1 SNMP A3 2 (8] & 4
AT N, DLt givr. A TIIERA TnEEThaed A, 7T LA~ SNMP & #2# fil SNMP
I 2 8] IS PR HE B ) e Ak

>  MIB Effift

MIB 2 ARPIREE M AT AR WA R B B B, e W] DL AR TR AR TR — SR B AR ME — 3 i
A, BE X R AT DU — e ME e, X HR TR AVE B R K OID (Object Identifier, X4
FRRSET). MIB g5 13-2 fias. B+, B OID ~{1.2.1.1}, A OID A{1.2.1.1.5}.

K 13-2 MIB R &5 #)
> SNMP EEBME
o QMK

MIB 1B & 438 MIB B FEX R I — AN T4, BHXT % LL OID (Object Identifier, X RARRET) Kk
7N, RSB FE N R AL EER CEAEREER), RIAFEHNZE FN REE TS E Y. SR
%1 OID T LAFE SNMP & B 4F F3R3),

o (& SNMP 4.

S5, FHECE SNMP A, HAHR", “gatia. g2 =M E M4, 43
WARR A, R AT DOSEA SNMP AAin RSy R G ALK, i 2 14T A FRA N
PR AZ LD BE D7 TR BUIRAS [F] A 75 3K

o Al

P E1EET SNMP ZHA, SNMP & B FH st AL G ) P B HA AR N 28 2005k 5 5% SNMP A EE
SNMP AR 2 Ffid B 32 # LA SNMP IhRg, 55 SNMP BB . BRIEEF RMON =A%

13.1 SNMP BE&

FEATNREAL T LIRC E SNMP (% DR AT RE, BfFERRE. MREHE. A%H. AP EEME%
EE AR T

13.1.1 £/ E

BCE A HAHLI SNMP Thit, & o EEA TR E S HL SNMP 14 5 Ih6E .
AT EE: SNMP>>SNMP Bt B >>4 Rt E
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=EEE
SMNIMPIIEE - EE ® =F Bar
e T =
SERiAID
FESZED : 20002e5703000aeb566015 [ 10-B4-P7=idEl=RT )
B
=S RS
e B
iEfEE|EED . [ 0EE10-64- 17188130 )
jz 5= g
S I ZIDaIEE T AL
K 13-3 &Rkl E
% H A
> ZREE
SNMP Tjfg: PR T A A #ALET SNMP Thig.
>  AHE|ERE
A H 5% ID: HEE A SNMP &5/ % 1D, AR @ STEARMMTE Y T,
> mESIERE
TFEE| 2 ID: 5 SNMP & ) 5 % 1D, mAE P @ AR IS 2 T
AE%:
5| % ID t F ARG B K.
13.1.2 i EEH

7E SNMP 30 e 8 848 5 (OID) SRR A2 e WL (B BEXT 4, MIB (Management Information
Base, B HLE 5 FE ) A2 T 0 42 I 285 1 2% (1 A 38 B (1) 4 45 o 0 1L P e o) A BER AR o 2 G g 5 B 1) o
AT RACE SNMP AL .

BEATREAIA: SNMP>>SNMP BLE >>4 K&
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HEE
HNE=FE . [ 1-16-7==7F )
MIBFROID : [ 1-51-1==1F ) &hD
EER * aiF figfe
HEFI=
jri =3 HEER i == MIE#0ID
viewDefault i 1
viewDefault el 1.3.6.1.6.3.15
viewDefault HEfz 1.3616.3.16
viewDefault HEf 13616318
Lze | (B | (= |
K 13-4 MEEHE
B4
> FERE
P 2B R HEMEIZHMAIR. —MER DA ZA LR % E -
MIB F#f OID: HEZME X EREEZRE (OID) .
e Eeyi B % $% OID AL,
o fff: % OID v UM & B4 B
o HEBR: 1% OID ASREH: & FRA/F PR
> PEFIR
privti= P Ak HEATMER . F— R PR E AL 2% B 2 8k R R
P L FR: TR R
PRI AY SIRNTN OID (A,
MIB T#% OID: oo AL R E AR R (OID) .
13.1.3 HEH

AT RECE SNMP (2, A a0 il R, RS i B sk 20357 0 i B i
AR FHE: SNMP>>SNMP B >>H %81
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HEE
H#E: ( 1-1635F )
=21 vl v
=20E AN v =
BiElE - viewDefault v E=
LEE - = v
EARNE - x v
Bl
priz = EE =287 =285 HisiE HE0E EAE B{E
FEAZE
2= | [ # | (= |

3=

—MEUAEE—TRENE . B\ EERE R viewDefault,

R

AN Ejl\rljilj:

> HREE

> HIR
bk
Hag:
BN
ZEHH:

K 13-5 &

HEHA . 52 B 2 20 =L FIHSOZA KRR, =
T A R A AN AL [ — 4

PR ) 2 e

e vl: SNMP V1, KHEE4 (Community Name) AiE, Al L
1 B A B B O T AT

e v2c: SNMPv2c, KRHEAE% (Community Name) iAiE, HA]
DAY B A S B O T B AT

e v3: SNMP v3, ¥ USMiAiE.
1 SNMP v3 FZH ) 22 4 )
PR R AL, G RTEAL I R BE Y AR AN R YR .

P S, WPk L R e A RE R - A R AT
FEAE, RN R S .

WFE AL, B BB AT AR Bl L R E I S RS
=

o

n)ik ok HEHTIMER, AT 2k,
278 SNMP 4144
WAL 2 A

BRI LA
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AR
PLE:
HAALE:
Btk

pnl
S

R

dn

A‘E%:

R BAT LSRR B A4 K
Bordrh B RERERIALE AR
TR B T AR AL B A B

mHTA 2% H I <gi > 158, W LMEBUZ sk H IALE. Bise e n
mili<ErecEE, BN EER

— NSRRI E, Bl R E A viewDefault.

13.1.4 P&

SNMP EHHERT LB 5 a0 S Lk T & B . P @i fE 2, 5HTENAEA M
[F] ) 22 4= 2 A AN o) P AR A< T F SRS & SNMP 9 P s
AT E WA EE: SNMP>>SNMP At B>>F P

BrES
BRE: [ | (11640
el St v| @& | v
Z2ER (v v Z=2mE. [ TR |
IAFES E= v INEEE: | | (1-164==7F)
IEEET E= v nEEE | | (11605 )
| #m | [ &= ]
BEFFI=
iz BFRE oSl A% LRET  =2HE AHER nEER B
FERE.
2z | [(#e | (== |
E

AFfiseEs, S2RRlLIEIEREEIEeEs. S2RiER.

R
m
>

HA.

Kl 13-6 R

HEM 4.

PR R,
o AU BAEAMGIE T
o R ENAETRETIE TR

WA WA AT LGRS E TR
#.
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ZEHA: P se o S

BERR: S ree ot T

AIERE K e SNMP v3 FI 7 I AERE .
o J&: MINIE.

[ ] MD5: {%A%»Tﬁgﬁyio
o SHA: Z4&HF|H D, b MD5 )24t E.

WIEZ . NS,
IR % SNMP v3 s .

o : AN,
e DES: HlEnainik.

s B EPNIEEA TR
> HPFIR

o S AT, ik

Fi P 4 SR

PR P34 BRI P

HA: TR A .

FAMR BREAER,

FAF): BRE A,

WER: R NERER .

i BRME R,

Y et 4 H <S>, wTLUBROZ A P R4l (ke b

JF < AE T, SRR

N
PP W AR EARB SRR RN R MR EARIHF.
13.1.5 AfsE

SNMP v1 I SNMP v2c S H #1464 (Community Name) AiF, BIALARS] T 200 T 3565 17EH .
FEF A& SNMP vl f1 SNMP v2¢, Bt & 5%EMEZ G, " PLEEAEATR E SNMP fHIK.
HEATREM A E:: SNMP>>SNMP it B >>F A5
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BIEE
Rt | (1-1643) ‘
108 - | =i

' Bk

MIBHE : | viewDefault v

EHRZ =

prizi =3 TR MIBIRE £=fE

F=EA=.
(2= | (@ | [ = ]
3=

EFa1 2, MBS E aviewDefault,

R

HA4:

> BfmE
il =¥
AR -

MIB -

> B#IIR
%
il ¥
BB :

MIB &

etk

A‘E%:

K 13-7 BRE

HE R4

IR Z A A LI U AR -
o i PSR B BAT R AR .
o UG PSR BAT B S AR .

PR ATV IR R

n) kS HHHTINER, T2 ik,
R AR

7 A AL B R U T BCRR
o A RT3 1] AL

s NS H R <gi > 128, T LMESOZ B U5 i AL S5 A
Ro 2Hoete e mdi<fEie1ii, Bl mE.

K e 2k A MIB L& & viewDefault.
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SNMP LjRelc & 2 1% -
o #fdi il SNMPV3 it A<

S| | i

B

1 J5 F SNMP 453 fg

Wik EAE. 7 SNMP>>SNMP BB >>4 /B im, B
AL SNMP Thg .

2 B

Al 114 . 7E SNMP>>SNMP ECE>>VLEREHE i, 6z
EEXNRIME . BRAME 4N viewDefault, OID 4 1.

3 B8 SNMP 4

Hik#EE/E. £ SNMP>>SNMP BLB>>HABHE R, 608
SNMPV3 Z5RIF2H,  F A A INASE U ) AR AR

4 Al SNMP 4L I -

Hik#E. £ SNMP>>SNMP BRB>>F P BB, 68
SNMPv3 AN I 7, FRECE P BDGE N2 8 % %05,

o #ii il SNMPV1 il A 5%, SNMPv2c fit4<

S | BME PLEH
1 J& F SNMP 45 T it D& EEE . £ SNMP>>SNMP Bt B >>4 R E i, B A
T SNMP I Rg .
2 B ALK AliE#EE(E. 75 SNMP>>SNMP B E>>MEE B i, 04
EEXN R MK . BIALE 4N viewDefault, OID 4 1.
3 HEE | Al /v R
il wE o HBEWE I SNMP>>SNMP LB >> B A58 v,
= 615 SNMP 41 PL SNMPV1 Fl v2c WA () ik 44 34T % B .
Ui o [EEWEFRHE SNMPV3 A —S AR, BN
il 3 viv2e 25RI94H, BIAH ST SNMPvl #1
o | T | iz NP 4175 SNMPv2c UK 4. 7E SNMP B3 1ok
g | BE | HAS BRI 4 75 B RC BRI 44— 5
LT O viv2e FIT (D B, SRR S %
ZH 115 S PR B
13.2 WEaEHE

MR P Ih RE A 5

BN LB 1S B S R B A (i R 4D, (T fE

B PRIR AN A L — R g AR AT I I s A B
T HEHRSCAr AT B
Trap: Kix Trap #R3CHEKT SNMP &R

Inform: &Zi% Inform ST %1 SNMP 3 #% , JF HE R SNMP & H R [FE B . 22 #ALKI%E Inform
WoChE, B i R E A UCE] Inform [BIRHRSC, W2 E K Inform R 5C. ML EAL RS, #
AW EERIEZ Inform 3. Inform HA HE &K ATEENE, {XAE SNMP v2c il SNMP v3 AT A A
AT R ACE SNMP fl He FL I fE .
BEANTE R SNMP>>38 40/ B >>18 A 3
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IEEES
E87IPHELL : UDPIRD : 162
BEEEFS IPHEREEERY ¢ IPv4 A
=2 vl Z=2EE TS v
EREEE Trap
Efs: (1-255)
/AT : F(1-3600 )
BiEHF =
prizi= BEg&uiPisht PHEHbERl UDPEDO EESEFE  =SER 2RI B Eff 221 BIE
FEAE.
(22 | (&) (= )
K| 13-8 iEAIE R
% BNAH
> FHEKHEER
H i 1P bk HEE TN 1P Hikk.
UDP %X HEEE N E A ALEEE R 1) UDP 3, 5 IP k3 [H
EH. Bk 162,
il A kA Hic & B H AR R A 4
IP Hivhh- 287 PP 1P k2K,
ZEB: I P 2 A
ZELKH: fi B SNMP v3 [1H P 2 200
BKA: PRSI kR o R
e Trap: DL Trap a0k i%i@ A,
e Inform: UL Inform 5 z0 k2@ %0, Inform B 3 =R vl FE 4k,
B 'S Inform T EAL RS AZHALKIE Inform k)5, HET
SRR TR AEE USR] Inform [R5, M E K Inform 30,
HEAEREE, MAFHEERIE Inform 3. BRIH 3.
R : HE A HHLESRF Inform [B] N SCHIRS ] B IZ A () f5, K BTk
i% Inform . C. R\ 100 0.
>  HHFENFIE
priitiz Ak BT MER, W2k
H# 1P #hht. ERNEHEENLR 1P Hudk .
IP kA . TR 1P k2R,
UDP ¥ 1« JNE R ML A g AR ) UDP g 1.
Bk 2/A 4 SN EER BRI 4.
AR BRI A
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BEHH: 7R SNMP v3 [ 2% 42 2531 o

b itR S A P PR T SR SR

Hi%: 7R YSCE] Inform $5 SC AT AR ST R I I [A] .

R : SR Inform SR EE AL EL

£ (T st Rk H <gmi>1i, T LMESOZE A H IS 8. Bece

WG mi <ottt BB ER.

13.3 RMON

RMON (Remote Monitoring, M5 M) 45T SNMP R 5454, & IETF (Internet
Engineering Task Force, K4¢M THEAESSAD F2H AR AE R YE, flifE SNMP By, BA
TR E i i i A2 % 4 . R RMON hfg, WA DA ERER N 45 . 0 BBl s & R L) e, 1
WCRHER 7 Yo FE e, o7 1 4 BRI 2R 3. A RMON MIB A LAic 3% 9 8 1 g A e s (1 Bt , T A
FEAT AR B i U5 ) 7 Sk 08 AT EAT A 2K i i2 . RMON Jik/l> 17 SNMP 7 8135 ] A Q3L A] F) A5
TEE, A4S AT DA BT A R B R R 4

> RMON M T/E 53

RMON fXEEE RMON MIB /7ML 5 E, ZHALEN RMON ¥ /5, A 7 RMON M 1)
ft. EHEMHH SNMP ARG 45 RMON REAZ HAHRE S, IWEMSEEGEE. HEA2HT®
F ORI RS, EEH OIEI A RMON MIB A8 8, — A A ol DO 209N HAE B, X g4
Hig: s, FAE. FirHAERA.

> RMON 4
AT HHL I FF RMON #E (RFC1757) g LIPS . FHh4H . Giit a4,
RMON 4 |ZhfE JLR

i s 4 Je 0 AT B X 2 G T H A | R . SR RIS A
B, AR DL H S 42
B, AT 205 P B ] 4%
F2H GESCHAR T T AR | E AR . EARRA A HP 4
7 thab e S
L FH A0 2 R kR
FEAE A

Gt W R AR AR O | BRI ERT BURARE. RO, HiE
MG THE H¥at. CRC #iRmis it/ (B pEdERsC.
M LA S LA KL 64, 65~127. 128~255,
256~511. 512~1023 #1 1024~10240 i,

4 o E WX R 8 BB R AL B | R E . IR AY. i E(alRg . BE R BRME R
AT, — FTT s i R | e ok g 5K

AL DU i 2 R

FEARTIRELL P LA E RMON 44N, GIEGETHA. iR, BAFEMER A YA E v .
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13.3.1 Gt

AT RECE RMON K145 i14.
HATEMAE: SNMP>>RMON>>45 4

FTHEEE
DS ; ( 1-65535 )
B0 (1ﬁi¢:1.fu.f1 ) i
SIEE ( 1-16425 )
W oy A
St EBAE
EE D2 |l SI[EEE s B
FEHAZ.
ENEETEREER

K 13-9 giitd
% H A

> SGitdRE

ID 5 HE 4% HMID 5, K/NEHE 1-65535.
¥ 12 S B B G ) AR 3 1

BIRRH WX —ZHMA 4.

RE: WP E A PTIE R H .

> Gt HEAIR
R B AR CAEMSGTHA B EE R
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13.3.2 4

AT SR E RMON )77 2 4.
AT EMAE: SNMP>>RMON>> [ 54

FeEEss]
oz -] s AR (F)) BAEEHE s s
L

1 1/0M1 1300 10 monitor ZF

2 1/0/1 1300 10 monitor =

3 1/0/1 1300 10 monitor =

4 1/0/1 1300 10 monitor =

5 1/0/1 1300 10 monitor =5

g 1/0/1 1300 10 monitor =5

7 1/0/1 1300 10 monitor =5

8 1/0/1 1300 10 monitor =5

g 1/0/1 1300 10 monitor =5

10 1/0/1 1300 10 monitor =5

11 1/0/1 1300 10 monitor =5

12 1/0M1 1300 10 monitor ZF

[ 2 | | @ | | =8 |

13-10 Jistd

FHAG:

> SRR

prik e /)34 E G B R JE

5. BRRHEFHMNTS.

SRR« MEREEAT A0 o

PRGN CE YRS iy 11 SR (RO NF [B] (AT R% . BRIA A 1800 F5.

BORREESE - SR T [T SR A ) R I B CR AT IR SRR 4 2% H s K3 H
JalH A 1-130, ERIMEH 10.

B HS O IZ KRR H 5k,

RE: W2 IR 25 H .
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13.3.3 FHfh4

AT SR E RMON =2 .
HATEMAE: SNMP>>RMON>>Z4R4

=HES
iz 3 EE= AFE =it == SEE Erer
1 public x= monitor =H
2 public ¥ maonitor =H
3 public ¥ monitar ==z
4 public % monitor =32
3] public ¥ monitor ==z}
] public o monitor ==
7 public ¥ maonitor =H
8 public ¥ monitar ==z
g public I monitor =EF
10 public ¥ monitor ==z}
1 public o monitor ==
12 public ¥ maonitor =H
=2 | [ &= | [ = |
Kl 13-11 HARE
FHNA
> BHEE
W% A% AR E SR
B BRH AT S.
P4 BUS SR FTRAOR " o 20 SEE 0 7R R AR, 4 SRRt
P AT KIS .
ik« HEZHRRIREE
KT HePEAF A
o i MMAFATERAE.
o HE: HHFMLRALZHN S, @ik SNMP & BLEAF R .
o HA: MEHENAIEREH L.
o HE&MA: FF I FKAESTHAL I 18) 8 B EHLRIE R E
Bo
g, HUS QU %R S0k
RE: prink sy LRl SRt pviAc R L S S E 8
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13.3.4 BIAH

AT R E RMON [k 41 .
HATEMAE: SNMP>>RMON>>%24) 4

THRES
HE Fs TR Fr=E =R e =S Tis@E TESE f=fevi=ci B 111 =R 2 BEE v
v v v v v v
1 RecBytes #3E 100 100 = 1800 monitor =5
2 RecBytes HEFHE 100 100 25 1800 monitor =5
3 RecBytes EE 100 100 28 1800 monitor =5
4 RecBytes EE 100 100 28 1800 monitor =5
5 RecBytes #3E 100 100 = 1800 monitor =5
i} RecBytes #IE 100 100 25 1800 monitar Z=H
T RecBytes #iE 100 100 25 1800 monitar =5
3 RecBytes #iE 100 100 25 1800 monitar =5
a RecBytes #iE 100 100 25 1800 monitar =5
10 RecBytes #=mE 100 100 =28 1800 monitor =5
1 RecBytes F-cvay | 100 100 25 1800 monitor =5
12 RecBytes E-ovay | 100 100 o 1800 monitor =5
(=2 ] (== ] (= ]

Kl 13-12 Z3RtE

FHEHNA:
> ERERE

prirtce ’n) i 5% B G B AR R

5 BREIRFHNTS .

TS HPFER A,

it H: P AR A B AT R G % H

FEBIREY: NERA B PERRE T, PG BRI 5 BB EAT LR

o YENHE: TE—ANIURE AL R RL IR 45 TR B B 5 U kAT T
s

o MR RIUEMERE L RBURHEZ )5 g R 5 AT

.

ETHERIME: G il B LT BI{E . B8 100.
EFEH WPl b B E R FE Y S .
TRERE: S R BRI T BRI . BRI 100,
TR PR T B E BRI E T T .
JR SR« MR i i A 177 3

o [Jt: RAEMAK LTHBUHE 5 fil A 4R

o N FUAEMMA T FEERE 5 i AR

o Gifl: fil BT [ BE S fd  EA
b 6] T o - S BRI R[] BR . ERINDY 1800 #.
B S A B Rk H I SER
RE: PR LSRR H
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FE:

LEREENREEER — W L EE L RBABEER, A2EE —KmE£EHREM. BEALER
FTREFRERET LN, WAT —KEAER, WT—KkEHTHRER.

o]
m
il
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1473 LLDP

B 2 RBLPMY LLDP (Link Layer Discovery Protocol) #&—/ 2, fE/54 IEEES02 hritk
JRISER IR £ rhr, SOV 4% Ve R I R ) 4T B el H I RRE S . LLDP A% IEEEB02.1AB Fr
MR & AR IR MEREATC B S5 B AL A TLV (Type/Length/Value, RAY/KFEENME), HiE
$:7F LLDPDU (Link Layer Discovery Protocol Data Unit, %882 & LIRS IC) b RATLE AR
JEW A%, ARJE AU BIX B s BUE B H LIS UER MIB (Management Information Base, & H{E &
JEEO T ARARAF L SR » 2% 55 B R 4 7] DAIE L 2 BE B SNMP (Simple Network Management Protocol,
AT LR 2 BRI S0) SRR SE(5 S, DAA 1) Ao ) e % (1) i@ A5 R 10 o

T R BRI ISR AN R RIS R 48, IETF (Internet Engineering Task Force, (R T
FAESSAD HEURE T hRdE MIB, —L8 AR WHRH 7 FAA MIB. B2, IEEE 802 R uk i
Gt — AR AR 4 MIB (58, LLDP fi#itk 71X — i@, LLDP B FuVEAS[E]) 7o e 0 2% e 4% 0 [F) T
£, 1847 LLDP PRI 4 RS B I F 2 ) 40 B & & 1015 B LLDP 18 7] UMF 21T AN A M 4% )2
TS R G0 EAH S ST 5 %445 8

SNMP R o] DA LLDP SREUI(E S, AT ISRy, A4 i 4 i fe e i, 4EdriEmfn
W25 44 o

> LLDPDU
& —/> LLDPDU ##7 PUAN 40 TLV AR — A8 2 /N Al i TLV. @ R EIFT7R, Chassis ID TLV,

Port ID TLV, TTL TLV #1 End TLV Z&%/ LLDPDU Fr 20 Py TLV. 13k TLV 52 H 2%
BHAGUER, N4 T T A LLDP & & ME4E R .

Chassis 1D Port ID Time To Opiional ... | Opticna End Of
TLY TLV Live TLY TLY TLY LLDFDU TLV
M M it M

M - mandatory TLV - required for all LLDPDUs

LLDPDU )5 R B R R R A% s 2 A0 B3 RT o VF I BRI OO BE HE - 3t IEEE 802.3 MAC 1)
BOKE, LLDPDU I KK JE R A TAG HI3EA MAC Miff B kK%, B 1500 745,

> LLDP TAENL#I
1) LLDP ) TAERE
BEAN I H AT LA SIACE LLDPDU HIFAS A R 5 TS, XL 11 7] DAE B DU A TR K.
o k¥l BERiXEAL LLDPDU.
o  HBa: HXEILEIR) LLDPDU BEATALHEE, 1A 4k &% LLDPDU.
o  Hkik: H4bki%k LLDPDU, ifi A%t # ¥ LLDPDU #EATALEE
o A BEANAMKEIE LLDPDU, HRXHEIL S LLDPDU #E4TALFE
2) LLDPDU &L

O T Rk B R R RE BRI, 4 2 P WIPEHL (40 B % 4 3% LLDPDU
LA E DS B

218



WERZHHL T

® YRR RS, WA S RIE I o AN b T 5 TR T 1] Y AT AR, Ayl
WAL R 1% LLDPDU 1 S8 4% FH%E, NMS (Network Management System, [ 4% %
ARG B BOE — MROCUKIERIE, PUifr LLDPDU W& IEA — A 5E 1) /NS 1] 22

® i A T ARAR 2t A8 Y B R i sQUT O Rk SO sl ORI, iz
PRI S ML s, RO AR AR 1s, PR 4% LLDPDU Z Ja, &k
SIEH A&

3) LLDPDU L]

23 1 AR A RO BN sl R i s, s XU R i) LLDP 5o K He A e 1) TLV 3E4T
AR E, W EEEPRATEE B R RIAM, JFRSE TTL (Time To Live, A7£mE)
TLV o TTL FME R E WS E BAEA M A2 T, A%, WALz iz8)E (G
5

T o

» TLV

TLV /& LLDPDU f3EA 4 i 5ifr, /& TypelLength/Value FIfFR, BISSHYKEEME . FEA TLV KM
AT EFR:

TLV type TLV information TLV information siring
string length
7 bits 9 bits 0<n<511octets

-ff——— TLV header ———»

BN TLV FIRBARA—FEN, AR4E TLV BIEE 0] DA TLV FriffE B4,
TR HHTE XA A TLV HIVE4R1E R .

TLV KE TLV &% i EA R
E 4t

0 End of LLDPDU | #r1X LLDPDU %5 % . 1£:{7/ 7 End Of LLDPDU TLV | /&
2 JE s BB E T

1 Chassis ID FRRIERE K 1) Chassis ID &

2 i 1D PRI &S H 1D 15 B &

3 Time To Live AR I A5 BAEAR a1 & b HE AL [a] &

4 Uity 1 434 FH DAIA AR J& R AT A< i 1) |IEEE 802 s T 4w | 75
FIH5E B S 1 iR

5 RGAR FH UL a1 40 J& AT A #1525 ) 22 48 44 R 5

6 RGHid FH AR AT 8 R AT AR 5 KRG R A | &
2 2505 B HEA

7 RYifE FH DA A8 J8 R AT A H 15 & SZ R Th RE AKX BEThRE | &5
BEARVHIER

8 T FH DA TR AT 5 R AT A M B84 1 Bt b, ZR A 3L | 35
WOAT DL I 1% Hb bk o A b 5 4% 330 474 3
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TLV KE TLV &% i EA R
E 4t
127 HA e X FEVFAN RN ZEL 2R L B G 28 AR P i s AR R | 75
% RIEE RN TLV
TLV — & AW, FEAR TLV FHZE L) TLV.
1) EATLV

FEA TLV 2 S2HL LLDP Prist s ASaT A1), BT A MG BB RARG R
2) A e L TLV

ARFEMIHLE L T2 AR TLV. i VLAN ID. B2 VLAN ID. VLAN £ #% UL BhskRis TLV
# A& IEEE 802.1 %€ X/, MAC/PHY FCE/LRA. ftHAE /1. BERS R A LA H MK E TLV N2
IEEE 802.3 & X[

E%

EHRRE £ % T TLV Wit 4z B, & 5% |IEEE 802.1AB Frifk.

TP-LINK ZZ# AL HH B SCRF I AT 4557 TLV 41 R R s

Y DR FH UL AT 5 2 A A3 11 (5 |EEE 802 J& 33 9 T /F sl 5 s L1 IR .

RGN FH DA R4 JE R AT A ¥ 4% S R D RE AR B T BB 15 Fe VRS 2

A& FA LU AR & R AT A A& R G AR IRASE R G015 BHE
iR

RELK FH CLTAI AR J& & A A L 345 1 R GE 4R

B bt FH DAV AR Ji 2 AT A #1445 FR /S B, O 4% 45 BB AL T DA i 2% 3
HEXE A 2% AT HE

% H VLAN ID FH CATR1 40 J& & AT AR 55 1 BT Ak 802.1Q VLAN 7 1D,

L VLAN ID FH LA )41 J % AT A3 B A B VLAN H 1D

VLAN £ K FH DA TR 41 8 A A AT Ak VAN # F8 IR ) 44 7K

HEBRRE FH LA AR J& R A A i M BT BB R A S, A O R BAR
PR RARE S RO T REIRE LA THER R ARSI i X
ID.

MAC/PHY BLE/RZS FH DA 40 J& & AT A< g 1 Ff s 1 J 1, 0 46 S RFRRE R X L, 2
AT A R3S 00 T DA R A T T B 2 ) sl B T 7 281 ) % XL
T.

BRI FH UL AR B R A A3 11 MAC F PHY SRR IR K

iz FH UL AR S & A A 3 11 f) FE A it LA L.

= 14-1 TP-LINK 3Z#e#]| R Er ST 3RO AT #7 TLV

LLDP #ibk 3 L F R AL B AZ HALA LLDP DhRg, BIEEARE. #&ERE. #&41HH LLDP-MED
DY) o

220



WERZHHL T

14.1 EAXERE

ATy he B4 4 R e B A b G B 9 1 D) RE T B I .

14.1.1 &/EEE

Bt B 22 AL LLDP ThAg, w275 BAE AR TURC B 22 AL LLDP 4 R ThRERIAH S S50
HEATRERAE: LLDP>>EARE>>S R E

=EEE
LLDPEH&E : =m ® = =
SNEE
EEEANE 30 # ( 5-32768 )
TTL 5 - 4 (210
FLRETA) : 2 #(1-8102) 1235
HAGER : 7 % (1-10)
TrapfEE/FIE : 5 0 ( 5-3600 )
HEEE T 3 (1-10)
Kl 14-1 2RERE
FHNA:
> ZREE
LLDP Thge: R A A LLDP.
> SHRE
RIEEIRE: i B A L 4% 45 40 5 ¥ 4% 2 3% LLDPDU (1) fi 1] B - BRIA M 30 #5
TTL 33 TTL e H LA il A b 8 %% % 19 LLDPDU Hf TTL = BURMA, TTL
R A S BAE S R e #% A& I A) . TTL=TTL &Kk [l ke -
ERINME N 4.
SEIR I [A): Fic B A Hh #5408 1 4% 3% LLDPDU FOZER I A]. 4 ACHh P B
RAARAGIS , R REIB$i5 € I W) # & & LLDPDU AR, M
T AT DAEE G, T A i e B A AR AT 30 LLDPDU A KIS .
BBy 2 7).
ISR IEIR: 3 1 LLDP TAEBEA SRR, 44 1818 — B (8] B #EAT R0 4R 1L, LA

i8I 1 LLDP AR 3 58 25038 3 B0 AW T HI8R 1k . BRIA
HH 2.
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Trap {5 B[R e B A Hb 82 46 1] I B R G R 1% Trap A LI R IX I TR TA] B o S i

BN A TRV R, AT DAGRE G R 284S AR AR 3B Trap 58
HIREE Ak . BRAME Y 5 7.

PRIEHR S 2 L LLDP TARBIA MR (SR Yloy Aos i (s

KiE) W, AT AR e B RR AR &, K e P L],
Ri¥ LLDP RSCHIRIEFEAZE% N 1 F, FELRIEREHEN
LLDPDU J& BN IER B E . BOAER 3 1.

14.1.2 % OB E

FEA U] DAC & T A i 1) LLDP 241
EATE M VE: LLDP>>EARE>> R E

EOEE
UMNIT : 1
EE B0 e s SNMP & TLV==Eg
v | v I R ™ R R~ R
101 i E=g=c] PD SC SD SN SA PV VP VA LA PS FS PW
102 wEE E==2] PD SC SD SN SA PV VP VA L& PS FS PW
103 wEE E==2] PD SC SD SN SA PV VP VA LA PS FS5 PW
1074 EEE E==2] PD SC SD SN SA PV VP VA LA PS FS PW
105 wEE E==2] PD SC SD SN SA PV VP VA LA PS FS5 PW
1076 wEE E==2] PD SC SD SN SA PV VP VA LA PS FS5 PW
1T wEE E==2] PD SC SD SN SA PV VP VA L& PS FS PW
108 wEE E==2] PD SC SD SN SA PV VP VA L& PS FS PW
109 i E=g=c] PD SC SD SN SA PV VP VA LA PS FS PW
1010 BiEEe E==2] PD SC SD SN SA PV VP VA L& PS FS PW
WO e E==2] PD SC SD SN SA PV VP VA LA PS FS5 PW
1012 EiEEe E=a=2] PD SC SD SN SA PV VP VA LA PS FS PW
1013 BiEEe E==2] PD SC SD SN SA PV VP VA L& PS FS PW
1014 BiEEe E==2] PD SC SD SN SA PV VP VA L& PS FS PW
1015 BiEEe E==2] PD SC SD SN SA PV VP VA LA PS FS PW =
Loz | (2 | (= |
TVEES = :
PD - mOER SC - Ef=as S0 - EEiER SN- ERE=
SA - EEHEN PV - BOVLAN ID VP - #HUVLAN 1D Vi - VLAN B3R
LA - EEEES PS - wOHE FS - &7 PW - EEEE
K 14-2 i OEE
B4
> IORE
k= Ay LG B 28, ATk,
¥ty 1 RS I 115
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I FRA: eI 1) LLDP TAEIR:
o MR MERIEWFEIL LLDPDU.
o N HxtEIEIf LLDPDU BEATALEE, TWHAS [ 4h K%
LLDPDU.
o HRki%: Hashkik LLDPDU, 1At ®Ifi LLDPDU i
AT
o ZEH]. EEARAANAIL LLDPDU, WA IF]f LLDPDU i
AT
SNMP &40 B B A & TS JE H SNMP Gl s, J5 LDy RERT, @ik A trap
F, ARHBR N2 SNMP RS54 .

TLV FB: Bt & &%) LLDPDU Hr 4 2 i) TLV 28751,

14.2 ®E&ER

ATy B 45 A S R4 S B A B8 7
14.2.1 M5 R

FEA TR A B &0 L B S5 R4 55
HEATRERAEE: LLDP>>E&2 BEssa =B

=Rz
SRR : =E e =5 =
FIFFRERE : [6 | # (3-300)
EHIEE
UNIT: |1

0 T 0 T T T R | 3
L[ RN R IR RGN REY REY KL A RN E2Y B2 E2A S SN Y Y Al K30 XYL Ay EC 50

Tsmrenn Dlememn D rmEsn

=0 1o
LLDPIIEE=ERE | EER=.

K 14-3 Az E

FHAG:

> BRI

SRk WeFEE 15 5 H E SRl HT D Re -

Fol 5 A 34 5 BB RE R A . ERIACY 30 7.
> AHER

ALl o R o S
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14.2.2 &3R5 B

FEA U] B 4R JE & A5 B
HATERI T LLDP>>H&EE>>4 SR

SaRER
SR - BE ® =m i
EEEECE [ | # (3-300)

UNIT : il

0 T 3 P a5 TS R |
. R RN IR KGN KEY KA (KT A KEY Y 1 P21 P22 PR KGN K A Al B30 1| |E2A Ry e 0

Tsmremn Dmeemn U raEsn

=0 o1 SEEEE
EEER Chassis 1D EFEs EEEO =1
FEigh=,

K 14-4 4JE(ER

FHAH:
> B3R
Sk EFEFE R H B SRR DI fE -
Fol B3 B 5 B RE R A . ERIACh 30 7.

> WEREER
A BA s i R i 1 R4S AR

14.3 && Gt

FEATA] LB A %% LLDP M4 i 5 B
HEARERIAE: LLDP>>®RE&4>>4%iHE A
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SRIRIET
ERRET : BE * ZF
iz
ISR - [ | #(3-300)
=S
EErEE HEEHN iy =0 FERT S
0 days 00h:00m:00s 0 0 0 0
Ve
UNIT : 1
==l iR BlibdEe EEEw BiEkEe #ZasiE EETW SFAHITLY
1/0/1 0 0 0 0 0 0 0
17012 i i i 0 0 0 i
17013 0 0 0 0 0 0 0
17074 0 0 0 0 0 0 0
1005 0 0 0 0 0 0 0
1/0/8 0 0 0 0 0 0 0
107 0 0 0 0 0 0 0
1708 0 0 0 0 0 0 0
1/0/9 0 0 0 0 0 0 0 -
[ &= | [ e | [ =20 |
Kl 14-5 giit5 R
K HANY:
B 3h il #r
H Bh il # - ERE S A H B 3 H I RE «
Jll T & B HE H e A E . BRCh 30 7,
> ERg%it
KBTS (8] « SR e GE T 1 SRR [A]
MWEBHL: ST 7S BT T A M % AT R AE .
MR S 2 WoR AR & EIHER AR EECE .
EFBH: WoRA M & EEFIILRELE .
R B H: SRR & FAER RIARE A E .
> gt
b EaRAHIE S,
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RIERIC:
BER L :
EFIMIL:
BRI
A 45 <
EFTLV:
A TLV:

14.4 LLDP-MED

WoR A H B4 KX ) LLDPDU %3 .

SR A 1 2 FEICEI R LLDPDU #& .

R A I EFEH) LLDPDU &

SRR A HEUR % LLDPDU #& .

S B B AR A0 S 1 4 rh RR I A B S H
BoRAG Y LLDPDU i, EFFH TLV $&.

R A Y LLDPDU H A & AR AN TLV %R .

LLDP-MED (Link Layer Discovery Protocol-Media Endpoint Discovery, -T2 s & 04k %
JERIUO & LLDP ¥ — AN e, ‘BEAUER T LLDP-MED #LE ) W 28 3 4 15 % A4 i e 4 22

[ )42 . o

LLDP-MED iF&REE. wmOKE. AMEEMBEE BN,

14.4.1 £F/EE

TEAR T A] DABC B A HL % #5117 LLDP-MED 24,
HAREK A E: LLDP>> LLDP-MED >>4 R E

LLDP-MED&&EIS
RERESCTEL A~ (1-10) 25
EEEEE Metwork Connectivity
Kl 14-6 &JRfCE
& HAr 4

> LLDP-MED ¥ E

PR

14.4.2 ¥y O E

24 LLDP-MED FORIE &ML R B, s kikds e e
4 LLDP-MED & E.[ LLDPDU, HERME N 4.

LLDP-MED #E T PifP it 22574, 43l e 4515845 (Network
Connectivity Device) 155 % (Endpoint Device), H %5
XA LA N I AT N B3 =Fh . AZHRALE — Pl NS IR

TEA TR LLBC B AT 4 1K) LLDP-MED JRZSHT TLV.
HAREK A E: LLDP>> LLDP-MED >>¥ O E
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LLDP-MEDwHER

UNIT : 1
HEE =0 LLDP-MEDE== TLV=ES
L 3
1701 = S
11002 = o
1/0/3 = S
11004 = o
1/0/5 = S
11008 = o
1707 = S
1/0/8 E=3=2] e
1/0/9 £=m e
/010 E=3=2] szam
1/0/11 £=m e
110012 E=3=2] e
10013 E=3=c] e
1/0014 E=3=2] e
110115 E=3=c] e -
| 2 | [ & | | =8 |
K 14-7 mARCE
K HAH:
> LLDP-MED ¥ OEE

privE = R TR E i 1S5k, A2k,

. BRZ N S .

LLDP-MED R%s: Jia 1225 3 1) LLDP-MED IRg .

® 5. JEHuE 1) LLDP-MED Ihfg, RNt 16 LLDP R
W B R IERE.

e X, ZEMig 1) LLDP-MED Ijfit.
TLV FB: P K LLDPDU H841f) LLDP-MED ) TLV {5 E..

s < VRG> e EE RN AT 3 N0 T3, 7E AR T AT PARC B v & 3% ) LLDPDU AL i AT i% LLDP-MED
] TLV.,
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TLV=EER
| [ EERE ¥ igEdiht ¥ i EBEEEED
¥ EJEEE | S
et ST
=== |==FF (10-251)
o EiEhhE
/. | Switch v |
E{£E : | CN China(Default) v |
= | |
i | |
1T - | |
#HiE : | |
== |
E=: | |
EEEEES : | |
= = |
BRI : | |
EHihisE . | |
| w1 | | #= | | =& |
14-8 TLV FE&
ZHANH:
>  TLV FB

PR 4% SRS < WX 2% TG TLV oV X 25 3% 1 1 8 RN 2 ity 0 2% R AT ARty 1111 VLAN
hES EM=FEEM.

&k WA HNE TLV S0t 1 AR A0 15 25 AR AR o & P Bt bk A5 2 i e
F1o AT DUE RS HBES B b & 13 % i D g bt . iR E
fic & w A& bk S 80 A S T A bR TLV, IRk S H AR
N HHEE S .

¥Rt Rt AE /1 TLV R0 LLDP-MED &8 15 4 f 2R 8 £ 2 A48 B

TRARI LA R, Bt g, SRR S

228



BrE R

> BEHIESE
E250:

Hrim bk

14.4.3 AHfE R

WERZHHL T

s B S- BRI AR SR TLV, 29 5N EE A TLV.
BERRAS TLV. 8RR TLV. F405 TLV. #li&) R4 TLV.

FRERAZFR TLV AP EREF ID TLV.

BRSSO e 5 RS g, BARE CAMA B

PSAP, FfKEANT 10 3| 25 2|1,

Hem AL 1ETF AL Rk (5 B A% s

o A flAAM AT K IR A, ATAT = Fhik#%: DHCP

R%-2%, switch fI LLDP-MED % .

® [EZ{UhS: 1SO 3166 M KRR E KM TR, #i

I CN. US %,
o iEE. AMNE: EEHhE VRS .

FEA TR LA & A S ) LLDP-MED Bt B 15 8.
HENTRE KA B:: LLDP>> LLDP-MED >>ZHi(= &

=il
S RIRET
RIFRER -

FEE
UNIT: |1

| E(3-300)

o

e e o1 a e e 201351 34 s 381 50321 341361381 o] (431 [aa 48 4]
LR N (R /RN KGN KR Y KA KLY 3N XY B2 1A ELY EAERY K0 KA A RSN | EXY B BT

=0 101
Finis -
EEEE
i
B RESRERARID
VLAN tagged :
VLANID :
“ERER
QoS DSCPE :
fiz=Eesicle
=R
ECOEHENEE

EOPoEREESNES(E

M smremn Dlremn Drmssn

1101
MNetwork Connectivity
Reserved
Yes

Mo

]

]

]

PSE Device
Primary
Unknown

]

14-9 AHufE R
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R

HA4:
> B3R
SEIVHETE MeFEE A T E BRI L RE .
Fol 3 R34 - 5 H B RE S & . BRIy 30 £,
> EHFER
TE LA FT LAY 3t 11 ¥ LLDP-MED 15 &
14.4.4 83 RIE R

FEASTTAT AEF TR o 1 4T & ) LLDP-MED 15 8.
BEATE A EE: LLDP>> LLDP-MED >>45 B {5 5
=EilzE
SR BR ® 7
PIEFEEE B | #:(3-300)

LLDP-MEDSEEEE
UNIT: |1

WERZHHL T

REA

[ = |

O T 3 3 o i | R 53

02 M I I 3 I e e 7 e e ez | A | N e A R E TR
Tsmeemn Dle=emn T rmzsn

=0 1701

e R iR P =1

HERE,
K 14-10 4L)EE R
4 BNA:
> B3R
H B RlHr EERSAH B3R ThEE
TR R 3 H'S H B ] B . BRI 30 b,

> LLDP-MEDARERZE
A] DA e SR B v 1 AT RS .
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FISE REG%ER

RGP YR S B AL RG T HAGTE—HE, e O HERR 22 AN ) 25 e b 42 (1t (5 5
(5%

1) BIAPRE: XZHENNAER CPU AT Hifz.

2) HRGHE: B RGHEEEELHN LN ESBOFHRHA R E .

3) RGM: KIS HA LR LB AT .

4)  WZESHT: Rl E bR RS Rk LA B bR S A el 8] ) EH A

15.1 BITIRES

FEA T Re AT LI I i 2 Hdfs W 3 52 el CPU A1 AEIAE FH AL, CPU FH A A7 M8 I 3 BOZAE — &
HUE BBz 2 CPU MAA A AR E A BN BSR4 2 15 52 B e
AT EHE CPU B4R A A A7 Ma #5 1C B 0TI .

15.1.1 CPU 5#%
HATRERFE: REET>>EIPRA>>CPU M

CPLIse
UNIT: 1

iEfTEdE 83D

100
a0
a0
70
60
50
40
30

20 \
10

SRIfERE B ERE B ERE FHERE
10% 26% 10% 12%

Kl 15-1 CPU Wsf%

mi<iifE>fidE, ErhafiE 4 PR — R IEEUE, SRSl CPU Al Z.,
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15.1.2 WL

HATEBTTE: RAEP>>BITRE>>AFRE

MTFmts
UNIT: |1

i=iThtiE 8 b

100

a0

a0

70

60
50—
40

a0

20

10

SAIERE
50%

P ERE
50%

B/ ERE
50%

FiRfERE

50%

15-2 W17

mr<iiizE>tagt, Bh SRR 4 PR IR EUE, RSN AT R

15.2 &G H&E

RAZHHIAEN HE RGBS A RGBT ICH. 7028, R, M B 5 4 %
AT I DURIIZ W ik a6 S Red (At AT 77 1R SEHF

ARZHN ARG H E )\ AFER, WK 15-1 Fror.

5

R BIR F% | #R

emergencies 0 REATTHER

alerts 1 i E L SR S
critical 2 FEEAE R

errors 3 HiR(E R

warnings 4 “HHEER

notifications 5 IE 5 L E R EEE R
informational 6 B S I A E B
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L BFR = K30
debugging 7 PR R A 1S B
#* 15-1 HESER

ApeOiEHEFIR. AMAE. TEHFZNEEFH YA DHE .

15.2.1 HEF|R

A HE LR R DA KT HEZh XA HEX . HEZM X HEE SRS E
FF% FR, HESCH R HEE B HHLE S R VR A . HESIRE R T HEZM X H 1

% 11_1\ I:lu;no
EAREHTE: RGSES>>FGHE>>HEII%
E=HAEF=
F= AiEl EE ERE HEEE
FrEfEs Y| FrEEEl v
1 2006-01-01 13:32:38 User level_5 Login the web by admin on weh (192 168.0.100).
2 2008-01-01 11:13:20 User level_5 Login the web by admin on weh (192 168.0.100).
3 2006-01-01 08:01:57 User level_5 Login the web by admin on web (192.168.0.100).
4 2006-01-01 08:01:11 SNMP level_& SNMP initialization QK.
5 2006-01-01 08:00:35 METIF level_5 Line protocol on Interface Vian1, changed state to up.
] 2006-01-01 08:00:34 LinkScan level_5 Gi1/0V8 changed state to up.
7 2006-01-01 020032 NETIE level_6 IDnterface Vlan1, set primary ip 192.168.0.1 mask 255.255.255.
] 2006-01-01 08:00:32 METIF level_6 Interface Vian1 set mode Static.
a 2008-01-01 08:00:32 METIF level_§ Create interface Vlan1.
10 2006-01-01 08:00:29 ARF level_6 ARP initialization OK.
" 2008-01-01 08:00:28 StaticRoute level_§ Static route initialization Ok.
12 2006-01-01 08:00:28 FPOE level_6 PoE initialization OK.
13 2006-01-01 08:00:13 LLDF level_& LLDP initialization OK.
14 2006-01-01 08:00:13 802.1x level_6 802.1x initialization OK.
1R ANNA-NA-N1 NE-Ninc13 MTaAST laval R/ M ACT madula initializatinn Nk M
[ B | [ == |
HE:

1. FERIRIGH0-TH/ SR | REIES ) | BEEEEE.
2. TTNESFCEE =R fETNEHEER | ErIEEiEEn1024E,

15-3 H&E5E
% B4
> RGHZEFIER

FF5: ERZHEERENFES.

B 8] - BRZHEGEERRENE. FEERAEES>RALE>RA
IR RESATACE G, R4 H EA BRI IE# R 7).

A « BN HEE BRI RERLER, W R R8I AT IE R R S — R
E[ LN %_u:.»o

F=E &5 BoRiZHE uumEﬁFinJQﬁU MR RLFREFERE— ], TR/

?Tﬁé?@ﬁﬁ'ﬂﬁﬁﬁ E ich l:lu_n °

233



WERZHHL T

HERFR: BRZHEGEERAE.

N

o FELHKNN 07 EANER, FHMEMD, RAREMRE.

o ANEEFLHAEHTEWRIMEBEE, ERWAEMRS N 1024 4.
15.2.2 & HE

A HERIGRFAEABE LR ARG HEER . A HEEWNMa L 7w, B CLRE 2P A
5. HEGR XA &S0
HARHEKTTE: REEF>REHE>>FAHEE

HFEAERES
HEE L= Tua ] EEEE s [EEE
BEEdxE level_B == FEIS
HZE=0HE level_3 = 24:at
[ B | [ =3 |
HE

1. FHTafEE PR AT T .
2, FERRNSH0TE\EE  RRER ) ESEEES.

K 15-4 AHH &

FHAG:

> AHHERE
B /A3 AR LB H AR H T A TR E
Bt 5 - o HEZWKX:. HEZWXEHTHRARGHEN —HNFX
. X AFfEBE “HESR” T BT ER, ElE
R JRiREE RESER,
o HAEM: HEHZ Flash B —Hfiig X 8. HESTHM
SRAENHEREASER, TELSHHEHERES.
JEE LA PR S TR B RGHER P E S A RoE N T ST
M RG HEA ST .
RE: Je T IR %6 H 7 1)
[F R EEREISSEPN= RS b ]

15.2.3mEH %

TAE H BTN LR A BN R gt H B RGE B H SRS 48 £ HEMRS ST A rl4Ed 13t
FRE R, e nr DO 2% h % 8% 7 2R K H S S AT 56 0 A2 A B

234



WERZHHL T

TP-LINK HEMRSERUE T —AMNHTHERM. FMEENE O RS, HRAAEE &0 IThEE.
HEMEEE RFC3164 brifE, TP-LINK H MRS58 (1) 22 5 FE K 3/ 7 1208 B ok R R) B 77 Wk
http://www.tp-link.com.cn %2 3 B A Flg /e F

HEARER T E: RALETF>RGHE>TREAE

HEiRsEes
EE F= fE==EIP UDPwO2 EERE HaE
¥ EE Y
1 0.0.0.0 514 level_6 =E
2 0.0.0.0 514 level & ==
3 0.0.0.0 514 level_6 =
4 0.0.0.0 514 level_6 =E
L& | (= |
JH=:
1. =54 -BEFEESE.
2. FEERIEIGH0-TE/ Mg |, BRIER  EaEEES.
15-5 HEMRS 2%
ZHA
> HERESE
priitz A R IFEA N H B R SS AR i T &
F5: HERS#RT 5. AR 4 ANHERS A
AR5 5% 1P: fic & H SRS 2510 1P bk,
UDP %05 RILEE 2% H EN T2 UDP i 115, X B Al A ARAER 514
Uity 1
T Z ) MRE KSR 28 ARG HERTEL . RAERHMEDT 5%
T ZEM RS HEA S KL N RS 5 .
RE: Ja FHIZE R Z R 55 4% .

15.2.4 HE 5 H

H &5t Zh e T LUR ORAFAESS B S H S5 B DR R L i 2 Wi geit e dr 2
JEHAE R EH IR TR ARG A B, WEERESHHEEE, DERBURE R — L H 2 (F

B NEHTBEE SRR

HAREBTTE: RAEF>>REHE>HESH
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BRESST,
SR, ASEET Y, RSS2 -
St a e [
FE:

1. TR 4 TEERSHRER G AIERERAS S RRRIGREXN—YEEER, E
wEEHEE T -

2 BRAER AR EE R RAE . HERENER O, TR R

15-6 HESH

FHIA:
>  HEXHFH
T H A3 M S B E R HEER .

15.3 R&GizH

AN T S K Th R

15.3.1 45 Ry

L 50 Ko ) T B 05 Mo 5 22 LR 25 ) 485 2 754 o L 2 S F o 8, 1 P B T T DA 9 1
TR B,

HATENTE: REAT>>REBH>>R5KN

FelEl
UNIT : 1

N T A T P A P A i P S [l e
IO (RN RN o K KEY (K1 K3 KRV Y PEY e T A PR SN K R R SN Y

T smremn Dlzsamn 0 Fmesn

]
0] LR SEEEE (%) HEEE (%)
==z
E3TC
££79D
[ & | [ =2 |
e

1. HE—MEOREFRISE  EEfERLi L,
2, SEEENTEREEST  SESRIEER.
i BEREREETTRE . NESE.

15-7 ZR 256
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B A4
> RGN
F 3 O . Ve R EE AT AR ARSI 3 11
LR : BRSNS ES .
RBORES: R ERE RS RIRAS . TRER RIIRZS A . 1IE% . ik, JF
B8 BHATLIRHC o S5 A T fi HE FIL B AN S 4 A0 00 sk 3000 2 T F 155 40,
o JFFH: R E WIS, i I Fhi il i SR IR — M KA Sk Ak
LRURHEMAN B, T 4 4 AR A 4% AT R R E A
o Filk. LREKGIEPSH AN, SEUE.
o [HALIHD: LR & v 8.
RBKE: FRBONIEFIRS, BRiZES KT,
HEKE: FLRIONTE . RS B BH TR BOIRAS, B N 1Z 25 AR K .
AE%:

o REMKERMEEAEMUKE, TREAXIGKE, 2nMNKETREERE.
o RMERNHESE, HoREEILLT AN RK XK.

15.4 MKW
AAZHALIRAL T Ping AL IIAN Tracert £ DI GE -
15.4.1 Ping il

Ping Al Th g v] LIRS I 22 AL 55 7 X 4% 18 4 2 75 T I, {5 X 4% A L DA 7 P 28 R Il 1, e AL
25 W
Ping T FE AT

1) LR H AR K% ICMP i K3k 3

2) WM TAEIER, W EARRSEERBENZIRCE, FAZ LR E ICMP NS Btk
éﬁﬁ"f:ucm

3) WERMIZTARRH, Wia R SR B bk ATk s S5t (E .
HATHEHTTHE: RGEF>>M %L E>>Ping Hll
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Ping &l
BtRIPHEiE 192.162.0.1
By - 4 w110
AENEE - 1000 =0 ( 100-1000 )

Ping 55

Finging 192_163.0.1 with 64 bytes of data :

Feply from 192 168.0.1 : bytes=64 time=16ms TTL=564
Reply from 192 168.0.1 : bytes=64 time=16ms TTL=564
Feply from 192.153.0.1 : bytes=64 time=16ms TTL=564
Reply from 192 168.0.1 : bytes=64 time=18ms TTL=64

Fing statistics for:
FPackeis: Sent=4 , Received =4 | Lost = 0 {09 loss):
Approximate round trip times in milli-seconds:

Minimum = 0ms | Maximum = 0ms |, Average = 0ms

] 15-8 Ping &l

FEANE
> Ping 3
E s P Hidk: S T LM BART A0 1P k. SCHF IPv4 Hidk.
Y 3-3/¢ 18 5 Ping Kl i A5 BOAG I L K. U T Bk {H
RIER K : 5 Ping Al AR HR I AR . U P s B .
P ] 161 o - K 1% ICMP 15 R AR ST 8] (1B o
15.4.2 Tracert &l
Tracert £ ] AT B A2 # L3 B AR T &ad i Es t 2 o 0 2% th BB, A8 % w4 7T Lo i
A ) DX 215 R

15 1P B S as —A TTL FB, SEUROEMS R 2R, Bad— Al TTL FBIE
Lo N 1P BRAH TTL BN 0 8 1 1, B s R E5, A REFERE A
ICMP HERTHR L . XL AR 24097 1B G0 70 I 465 AR BT, oAk 1E b AE X 4 i 3

Tracert fa il FE 40 F

1) AHEHLKIZE A TTL N 1 RIS H B &

2) B CEIEZRSOITRIAISE — AN A) [FIRL—AS TTL 0 ICMP 30 GZRSCH &1 5
R 1P ML), SERERSHHLAATE] T 5 AN e B ML

3) ACHMLEHTRIE S TTL A 2 IR S04 H B
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4) kRN —A TTL BN E ICMP R, XFESHALEE] T 55 /NS 28 1 ik

5) HEEU LNEEIHARILH KRS, SHRIBEE] T WEEH F e Il MpTA B dEs
Hidik.

BATHERIHE: REHT >SN Hi>>Tracert Kl

Tracert #:I01
EfFIP 192.168.0.100
SARBEH 7 B (1-30)
Tracert 58
Tracing route to [192_163.0.100] over a maximum of 4 hops.
1 10 ms 1ms 1 ms 192 168.0.100

Trace complets

K| 15-9 Tracert il
% H A
>  Tracert ¥

H#5 IP: HE HRRAR P k. SZE: IPv4 Hidik.
BB A5 AR R SR I I e KBRS
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BL6E BHERGHED

FEARZHM A, ATLUBETPIIRENEk Bk, FTP (File Transfer Protocol, SCHEAEHIHIL) 1E
TCP/IPHMUE H & T R A JZ UM, 5B TR i AR 55 s AUAHL =ML 2 AR5 S, 2P 4% A%
WSO RE R P . 4 B LR W S BTGV IR R s, R DR FTP I AE 53T Nk
o

16.1 WiERAE
’—-d
B
Console ¥ 11
AL B AL ZE Ml FTPAR 4%

K 16-1 FIH FTP hnagi kB E
1. FTP RS iEId b 1 R Hepl .
2. MEITHEHEL Console M 5ac#liER:. BB HHHEHL FTP RS 25 7] LLZ R — & FHL.
3. AT AFAEAEAE FTP IS 2L Z T, FC S AR 7 44 B DL S AT AR AF 44 7,
DA J5 S48 H

16.2 EMEBHLMR
SERBEAF SR G, N PRIETHSEALRERS IEH @1 5L Console AT AMIE R, HEHHEH Lz T
Ll HARFE,  DMEE B AL
1. FTHFHENL 20 BRE Y (W Hyperterminal #2/7), BCE41F 24
= JRF#: 38400bps
= MG 81
- AERK: T
= fEIRf 14
= RS T
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2. EEHFOFEAFEZESE, 7JUED “TL-SG3452P>" LR, Wil ORI &8 #HL o

& 1- BB - o
W) REBE) EEV) EFEMO SR EEHH)
(=4 5 Dy

TL-SG3452P>_
B 0:00:13 SN 38400 8-N-1 NUM
K 16-2 AT EE

i}ﬁﬂ)ﬂ:
F I EAE A Windows XP % 48, F EF > ARF>HE>B TSR AR, 1A 4mF AR
F., BEW EESH, BT EFTLHM.

16.3 bootUtil SEE T nE 44

FIH FTP DRen# g 5 23k NS bootUtil SEER . 4% T TR 7 5 BREEAT i 4E :

1. KA E THEALR R TDERRIZ HAL Console 1, FE4ATHFRCE I B R L. FTP % 4 i%
BRI 1o

2. WSS HHLIBT L EE ST, SR S o S R B R (5 B Press CTRL-B to enter the bootUtil I,
AN 4% T Ctrl #2288 F1 b 7 REHZEEHEN bootUtl 3¢5, K] 16-3 Fr.

* TP-LINK BOOTUTIL(v1.0.0) *

Copyright (c) 2015 TP-LINK Tech. Co., Ltd
Create Date: Oct 20 2015 10:02:35

help - print this list

reboot - reboot the system

ifconfig - config the interface

ftp - config the remote host ip,the user name,user password
and the image file name

upgrade - upgrade the firmware

start - start the systen

reset - reset the system to the factory config.

& 16-3 bootUtil 3 5

T2 E B nE )85, 7T AFERS #eL B — BL4%AE Ctrl #2828 b R A, &
F1E N bootUtil 2.,
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BE bootUtil LG, HETCE ZHALE 1P 24, ar A% 0y:

ifconfig ip XXX.XXX.XxX.xxX mask 255.255.255.0 gateway XXX.XXX.XXX.XXXo

%m&%iﬁwﬂnpﬂm%lom7on,ﬁ@%z%zﬁz%o,m%&ﬁﬁlamiahii
Wm0 . A2 E 1% R E .

[TP-LINK] : ifconfig ip 10.10.70.22 mask 255.255.255.0 gateway 10.10.70.1

RJE L EAF O R FTP IR S5 H8, UITESZHALN FTP s 8t B R8I, md

FN: ftp host XXX XXX.XXX.XXX user XXxxx pwd xxxxx file xxxxxx.bin.

AL DL R FTP R4S 85S408%1: 1P Hutikd 10.10.70.146, 3% FTP RS 7 4 F1 %
9598 123, ML AL ZFRN up.bin. FEARAT 2T AT~ F N2 e 44 Bl 42 .
[TP-LINK] : ftp host 10.10.70.146 user 123 pwd 123 file up.bin

KRN upgrade 4 G %R ERIFIG T H . SR %), HHXme B RaREE: You can
mwwﬂmmmlmWWMaﬁmWh*mLtiﬁMMﬁmliﬁmHP%R%,%Fw
A ERER O 1 M. 5% FTP RS asilidin 0 1 5S#HbERE I ESE ik
fE.

[TP-LINK] : upgrade

You can only use the port 1 to upgrade.

2R A 3815 B Are you sure to upgrade the firmware[Y/N]: i, #iN\ Y Tk,
I N IR H T2 ﬁDTFﬁm K s R RS IEAE T ), TS R 5 38 [ TP-LINK] dir 452
T o

Are you sure to upgrade the firmware[Y/N]:y
HHBHBHHAHBHARHBHBHHBHBH AR HBH B RS BHBHYRH

HUHBHHHBHBHHRRRBBHARBRBHARRRBHHRRRBHHRH
[TP-LINK] :

SRR 6 P, WRACHALT R E S, WA LSS CLI A & BAZHL, W~ KPR

[TP-LINK] : <

Press CTRL-B to enter the bootUTtil
Starting...

|

TL-SG3452P>

ML TR A M E R, ATAESS 2 Dk NS HL bootUtil S¢S reset i
RPN ENL, BAJEE R BUARE, SR 4 A1 7 admin.
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(# ABCDEEGHIJLMNOPQOQOQR
ST UV WI

HEXHT PR H T4 TR

A EFEPA

ACL Access Control List VTR 1) 3%

ARP Address Resolution Protocol HuhE g AT 0

- Auto-Negotiation =ERNE]

B [l F 5T

BOOTP Bootstrap Protocol H 25 M

BPDU Bridge Protocol Data Unit RSN EAE/

- Broadcast Storm RN

- Broadcast I

- Broadcast Domain J R

C [l F 5T

CFI Canonical Format Indicator IR EAN VA

CHAP Challenge Handshake Authentication Protocol | Jii ifl4& F % B il

CIST Common and Internal Spanning Tree O TN P A BCAR

CRC Cyclic Redundancy Check TEIR ORI SS

CoS Class of Service Ik 5556 4%

CSMA/CD Carrier Sense Multiple Access/Collision Detect | %)% W 2 1 15 17 3 S A&

CST Common Spanning Tree N A R

D EFEPA

DHCP Dynamic Host Configuration Protocol BN ENLICE Pl

- DHCP Client DHCP % )™ i

DNS Domain Name System R

DoS Denial of Service 644 1k 55

DSCP Differentiated Services Code Point 203 MRS5S 5t

E EFEPA

EAP Extensible Authentication Protocol CIESNTRYRS

EAPOL Extensible Authentication Protocol over LAN | &3/ Al H EYE PR
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G LA H LA R

EAPOR EAP over RADIUS &% T RADIUS P[] EAP
- Ethernet PAK M

F EFEPA
FE Fast Ethernet PRI LUK

FDB Forward Data Base Hiht2%

- Flow Control s

- Frame i

FTP File Transfer Protocol SCAEAL X

- Full-Duplex AT

G ENEPA
GARP General Attributes Registration Protocol T i P A A

GBIC Giga Bitrate Interface Converter TR 5 8%

GE Gigabit Ethernet AR VIONE

H EFEPA
- Half-Duplex 0T

HTTP Hyper Text Transport Protocol TR OSUAAL LN

HTTPS Secure Hyper Text Transfer Protocol LA UL L

| EEPI
IANA Internet Assigned Numbers Authority DR ) G 5 B2 A 3 T o
ICMP Internet Control Message Protocol DRI P 4 1| i SO

IEEE Institute of Electrical and Electronics Engineers | HLHL T2t

IETF Internet Engineering Task Force PRI RE Y T FEAT 4541

IGMP Internet Group Management Protocol IR X AH A M

- IGMP-Snooping R =R RS E e

IP Internet Protocol B BRI

- IP Address IP Mtk

- IP Multicast IP 4H 3%

ISO International Organization for Standardization | [ FrbrvEL 4L

ISP Internet service provider PRI X il 25 2 £ e

IST Internal Spanning Tree P 8 A AR

ITU-T International Telecommunication Union - 5] o R0 1Bk B - FELAS A v 30

Telecommunication Standardization Sector

244




WERZHHL T

G LA H LA R

J EFEPA
- Jumbo Frame (R

L EFEPA
LACP Link Aggregation Control Protocol BRI A Pl

LACPDU Link Aggregation Control Protocol Data Unit BERE IR A 1 P i s T
LAG Link Aggregated Group B R A H

LAN Local Area Network Jay I

LCP Link Control Protocol BERR AR M

M EFEPA
MAC Media Access Control ARy 1] 425 1

MAPT Network Address Port Translation IR 285 i 11 iy 11 2 46

MIB Management Information Base G R

MODEM MOdulator-DEModulator WA ] o

MSTI Multi-Spanning Tree Instance EZe R

MSTP Multiple Spanning Tree Protocol EZES D3 R7INHG

MTU Maximum Transmission Unit R KA T

- Multicast Hk

N EEPI
NMS Network Management Station FEy =g

NTP Network Time Protocol I}R] 28 B 1] 1 1L

- NTP Server W) £8% I} (1] i 55 4

@) ENEPA
oID Obiject Identifier X BARIRSF

oSl Open Systems Interconnection HI ARG HIE

oul Organizationally Unique Identifier EERG—HRIRST

P EFEPI
- Packet A€/ EN

PAP Password Authentication Protocol FERL AR PR

PCB Printed Circuit Board B[] FELER AR

PDU Protocol Data Unit PR 7T

PING Packet Internet Groper Internet £L4R M 2%
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G LA H LA R

- Port Ui [

PPP Point-to-Point Protocol J=Eo =S

PQ Priority Queuing eIl

Q EFEP
QoS Quality of Service k55 o &

- Query A

R EFEPA
RADIUS Remote Authentication Dial in User Service FRNIESR T P IS
RMON Remote Monitoring T FE P 25 AR

RSTP Rapid Spanning Tree Protocol PR A RS L

- Router % 2

S ENEPA
- Server k%% 2%

SFTP Secure FTP AR MY

SNMP Simple Network Management Protocol LA gL RN

SP Strict Priority Queuing FEREAR S BB

SPF Shortest Path First LA G

SSH Secure Shell LRI

SSL Secure Sockets Layer mEEEZF IR

STP Spanning Tree Protocol SR R7ING

- Switch AZHAL

T ENEPA
TCP Transmission Control Protocol (TR 1RSI

- Telnet TR

TFTP Trivial File Transfer Protocol fi] B AR S B

ToS Type of Service i &g

TPID Tag Protocol Identifier PR IRLF

TTL Time to Live A A [R]

- Trap Fea B

U ENEPA
UDP User Datagram Protocol F P #ds Al
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